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The world is changing at a pace that has outstripped many of our institutions capacity to adapt. The
fundamental ambition of this two-part session was to create a relevant event that demonstrated that
reality to the audience. The interactive program sought to provide attendees with access to cutting-edge
thought at a time when global supply chains are experiencing radical upheaval.

By forcing the Cyber Security Summit online, Covid-19 limited the session’s ability to create a truly
interactive experience, especially during the second half. The wargame was impacted by an absence of a
physical audience and an online infrastructure that impeded the free flowing of information. Despite
these challenges, the event was a success and serves as a blueprint for a time when we can gather,
elucidate and shake one another's hands once again.

The following report details the threats and vulnerabilities facing global supply chains in the years to come
with analysis and contribution provided by some of the industry’s sharpest horizon scanners and
innovators.

This session was facilitated by a team of volunteer graduates who served as rapporteurs and logistical
support staff. At a difficult time for our younger generation, they gave up their free time to work as liaisons
between team members, session staff and event leadership. They also helped translate the session into
text that was formed into this report. Our sincere thanks go out to them.

Program Co-Chair and Host:
Michelle Greeley, Sr. Director, Global Risk Management, CWT

Program Co-Chair:
Anne C. Bader, Founder International Cybersecurity Dialogue, LLC

Chief Rapporteurs:
Simon Bracey-Lane, Research Fellow, Institute for Statecraft

Rapporteurs:
e Sherwin Bothello.

e Alyssa Chetrick.
e Alex Gilbertson.

e Tanner Manley.
e Sheila Padre.
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The annual theme of this year's Cyber Security Summit was ‘The Ripple Effect’ — a reflection of the
cascading impacts that we constantly have to manage in our field to stay ahead of threats.

The International Program of the 2020 Cyber Security Summit consisted of two sessions that examined
emerging threats to global supply chains in a post COVID-19 world.

The first session was a briefing by Interos CEO and Founder, Jennifer Bisceglie. She detailed her
organization's shift to using emerging technologies to better prepare businesses for geopolitical
disruption. She was joined by Expert Commentators: Mary Frantz, Chief Information Security Officer,
Prescryptive Health, Inc. and Founder, Enterprise Knowledge Partners, LLC and Mark Ritchie,
President, Global Minnesota; U.S. Army; State of Minnesota.

The second, led by Dr. Lynette Nusbacher, Principal at Nusbacher Associates was an interactive session
that tasked two teams with attacking a global food supply chain. Using a graphical representation of a
supply chain produced by FPDI’s CRISTAL supply chain simulator, Dr. Amy Kircher, Co-Director of the Food
Protection and Defense Institute (FPDI) University of Minnesota, outlined the scenario for the teams.

Team 1:

1. BrianIsle, Senior Fellow UMN Technological Leadership Institute
Mike Kearn, Director, Threat Informed Defense at U.S. Bank
Jennifer Reicherts, Threat Hunter and OSINT expert
Andrew Crocker, CEO, P2020ACADEMY
Pekka Vepsaldinen, CEO, Tikkasec Ltd.

Chad Svihel, Executive Director, Minnesota, PCs for People
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Team 2:

=

Todd Carpenter, Chief Engineer and Owner at Adventium Enterprises
Justin Opatrny, Sr. Manager, Cyber Security — Supply Chain

Richard Stiennon, Chief Research Analyst, IT-Harvest

Wendy Foslein, Lead Data Scientist, Thermo King

Stephen Streng, Food Defense Analyst, FPDI

vk wnN

The following report details the two sessions. It will offer insights on the future of supply chain security
through a presentation by a supply chain CEO of how today’s supply chain operates: its improvements
and its vulnerabilities with expert commentary by experts in Part | followed by a live demonstration of a
horizon scanning exercise that weaves business strategic thought, exploration of supply chain
vulnerabilities, attack surfaces and defense tactics in Part Il
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International Breakout Part One: Deep Dive into the Global Supply
Chain: Risk, Al and Data Analytics

With a staggering over-reliance on overseas exports, Covid-19 exposed the fragility of our complex and
heavily optimized supply chains. This has caused significant declines in national GDPs, a third of the global
economy came to a halt and unemployment has increased immensely. It is difficult to have a truly resilient
supply chain that is optimized for shocks like this pandemic. Many organizations are aware of who they
are supplied by, but not necessarily who supplies their suppliers. Interos addresses this problem by
developing the world's largest, Al driven, business relationship graph.

Interos, a supply chain and vendor risk consultancy, uses a revolutionary approach to third party risk
management. It uses artificial intelligence to map out global supply chains to identify potential supply
vulnerabilities. The pandemic has meant that analysis of the global economy and global supply chain is
more important than ever. It has been a shock that has prompted companies to take a closer look at risks
within every tier of the supply chain. It has also illustrated a need for real systemic change within the
international business community.

Many companies typically know which suppliers they are directly connected to. However, in the post-
COVID 19 world it is vital to possess a deeper understanding of your supply chain. Knowing the risk factors
that might impact a multi-tier supply chain, if your business is heavily reliant on a specific part of the
world, disruption there could prove costly. This kind of understanding is vital if organizations are to grasp
the risks present in the modern global supply chain.

Businesses need to be aware of what they are dependent on. They must develop the capability to
anticipate disruptions in the supply chain and scan the horizon for what is occurring in the world. This
means not only looking at the supply chain from a linear perspective but also a horizontal and vertical one
because businesses need to try and get ahead of that ripple effect.

Organizations need to simultaneously be conscious of their geographical vulnerabilities and possess the
drive to innovate to avoid the dangers that come with overreliance. Circumventing concentration risk,
companies must find alternative suppliers to satisfy their supply chain needs.

Companies can apply human subjectivity to Al solutions to build operational resiliency and make better-
informed decisions in the post-COVID 19 world. By leveraging Al, businesses can increase their visibility of
business relationships and dissipate uncontrolled supply chain risks and threats. In addition, businesses
can source alternative suppliers and know where to apply their resources and investment.

International Breakout Part 2: Securing the Global Supply Chain
through Red Team Analysis.

Global food supply chains will be compromised in the post COVID-19 world. Companies must adjust to
survive and thrive. Despite businesses' efforts to procure security solutions, they will remain vulnerable
from the interconnectivity of modern supply chains and the interactive relationship between attackers
and defenders.
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This risk landscape is constantly evolving. This ensures existing and more static strategies will be
threatened. There will be a direct struggle between attackers and defenders. If defenders do not foresee
and adapt to these interactive attacks, their systems will be at risk.

In food supply networks, multiple consumer and businesses' systems interact. The interconnectivity of
this system is akin to fabric, sewn together. When pulled, if the stitch is too strong it will tear the fabric, if
the fabric is too strong the stitch will tear. A balance between the two must be achieved.

We must recognize that our systems were developed in a "different world". The illusion of normalcy must
be dispelled. COVID-19 must be a wake-up call. To recognize the vulnerability of our interconnectivity and
interactivity systems, how our domestic world can be impacted.

The Task
Two red teams were presented with supply chain information from a fictitious seafood company that
manufactured breaded shrimp. A graphical simulation of the supply chain detailing movement from
source to consumer was presented. Both teams were tasked with developing a multi-stage attack strategy
that involved:
¢ Identifying critical assets: essential entities within the supply chain of a company which if
attacked or disabled could significantly hinder the overall supply chain.
e Assessing key attack surfaces: The number of key methods where an attacker can attack an
associated asset and compromise it.
¢ Identifying vulnerabilities: What can be exploited, ties into attack surfaces; is the weakness which
can be exploited by an attacker.
e Optimum attack scenario: Electing which method will be most effective and including a brief
summary of the exploitation process.

Figure 1: Shows production in Japan, China, India, and Thailand; with processing, distribution, and retail in the US.
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The Teams

Red Team 1: Led by Brian Isle, this team assumed the persona of cyber criminals. They were focused on
financial gain via ransomware by attacking an international multi-modal supply chain from source to
consumer. The team was presented with a description of the supply chain and shown a graphical
simulation as the food product moves through the supply chain. The team then brainstormed attack
surfaces, speculated on vulnerabilities, and prioritized them.

Critical Assets
Multiple critical assets were identified by Team 1 but from the entire list. The top 5 were deemed to be

most critical:
1. Executive/Administrative dept.
2. Processing Plant.
3. Seafood company email accounts.
4. Accounting Databases
5. Logistics company email accounts.

Attack Surfaces

Out of the many attack surfaces that existed, one was selected for each asset to be exploited. The attack
surfaces are listed based on a score of 10 points awarded by each team member. Each of the top 5 attack
surfaces align with the corresponding numerical marked asset.

PwNPE

Spearphishing directed at executives & management of companies.

Platform to attack email accounts and upload Ransomware.

Business Email Compromise (BEC) requesting financial documents from administrative staff.
Fake Credentials from former warehouse workers to use in a disinformation campaign.

Vulnerabilities
Narrowing down the list of associated vulnerabilities with corresponding attack surfaces, the top 3 were
selected in decreasing order of critical vulnerability rating:

1.

Ransomware Platform: Unpatched systems that exist within legacy services and systems offer
the perfect target for malware embedded in emails.

Business Email Compromise: Requesting administrative financial documents — lack of any
Domain-based Message Authentication, Reporting and Conformance (DMARC).
Additionally, there is poor security awareness and staff training policies.

Spear Phishing: Directed to management — done via email targeting management spoofing new
executive hires with an accompanying spreadsheet of macros. Open services is a prime
vulnerability linked to this attack surface.

Attack Scenarios

Listed below are two possible attack scenarios that exploit the previously listed top vulnerabilities.

1.

In the first scenario, job advertising emails can be sent to employees who are at risk of being
terminated. These emails can contain links to the job site that contain malware that prey on
vulnerabilities in Windows servers. This attack scenario corresponds to unpatched systems with
legacy services and systems attack from embedded malware in emails.
This scenario utilizes four unique phishing campaigns that incorporate a combination of attached
payloads and malicious links to access to the command and control server (C2). Special focus is
given to blocks and dropped beacons.

= Aims/Context/Perspective

= Actions/Analysis.
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Red Team 2: Led by Todd Carpenter, team 2 assumed the role of a malicious corporation with the goal of
adulterating a food product as it passes through an international multi-modal supply chain from source
to consumer. The team was presented with a description of the supply chain and shown a graphical
simulation as the food product moves through the supply chain. The team then brainstormed supply chain
attack surfaces, speculated on possible vulnerabilities that could be exploited, and prioritized the
vulnerabilities based on the effectiveness of meeting the goal of damaging their competitor.

Critical Assets
A wide variety of assets at multiple stages of the chain were considered by the red team. But the following
five were identified as the most valuable:

1. Processing: packaging plastics. 4. Processing: packaging plastics.
2. Processing: Warehouse cooling and 5. Processing: Warehouse cooling and
freezing. freezing.

3. Container shipment worldwide.

Attack Surface
1. Ordering databases. 3. Electronic shipping manifests.
2. Ship control systems for engines.

Vulnerabilities

1. Unpatched systems: identified throughout the supply chain, allowing for standard pre-packaged
attack tools to gain entry and make changes. Why worry about cracking passwords when you can
waltz your way in through an open hole?

2. Control systems: Ship engines share the problem of being unpatched. Whilst also being
vulnerable to attacks through the engine supplier, this could be achieved through spearfishing
attacks or more direct targeting of the web interface for the management system used.

3. Attracting other malign attention: Publishing of information about vulnerabilities to encourage
ransomware attacks to act as a distraction from the team’s activities.

4. Compromised employees: These could provide a route into a number of attack surfaces across
the supply chain. Workers who are about to be made redundant might be more likely to give up
information.

Attack Scenario

Attack on shipping manifests. Red team 2 found that the first step in a successful attack on the manifest
would be thorough reconnaissance of the systems used by distributors. Information about key
individuals, the location of servers, and the versions of software used were all identified as useful tools
for an attacker to have in their arsenal.

Once this information has been gathered, spear phishing attacks disguised as contact from recruitment
firms, or workers unions could be utilized to compromise employees and gain admin access to the
manifest system. From here, products could be shipped to the wrong location, starving some parts of
the supply chain and causing bottlenecks in others, products stuck in port at customs would quickly spoil
and quickly become unusable resulting in significant product losses.
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After-Action Reflections on the Analytical Red Team Exercise

Brian Isle and Todd Carpenter led the two Analytical Red Teams through the analysis process. Todd and
Brian have two decades each of team based analytical red teaming both as practitioners and instructors
of the process. The following captures their observations on the exercise and analysis process.

Brian noted that his team was able to investigate the given scenario and quickly identify attack surfaces
and vulnerabilities. Within the short timeframe, they only pinpointed one vulnerability for each attack
surface. Nevertheless, the team found that the disgruntled former employees provide a salient
opportunity for phishing attacks through unsecured emails. Businesses should note the 40-minute
exercise provided enough time to generate a rich analysis of the supply chain vulnerabilities.

Todd reported that Team 2 considered a broad range of approaches, from adulterating packaging to
targeting the shrimp itself by altering the quantities of antibiotics administered to attacks on HVAC
systems. Given the length of the supply chain, and the imperative of refrigeration, a single interruption to
cooling at any point along the supply chain would have significant effects. Thus, various points can be
targeted and a different target can be selected for further attacks, making it difficult for them to guarantee
the integrity of the supply chain (to “keep it in place”). Team 2 narrowed in on shipping manifests as a
means to alter product orders, delivery timings, and delivery locations. To access these, the team
considered multiple routes in, including SaaS platforms, phishing attacks on former employees, and
communication channels to and from container ships.

Summary of the Analytical Red Team Process

The Analytical Red Team process provides a first step in the security process to develop an informed
strategy and to direct security resources to the most needed areas. The process should be repeated
periodically based on the organization security readiness. The seven-step process is described below.

The goal of the exercise was to show the analysis process, not to produce a complete analysis. Due to the
limited available time of 35 minutes for the actual red-teaming, we pre-established the threat agents and
their goals. We simplified the decision-making by using a simple vote, versus using more sophisticated
decision metrics. Also due to time constraints, we did not attempt steps 6 and 7.

The premise of this analysis is to have the team think like the threat agent. Each red teamer is to adopt
the goals and limitations of the threat agent. Limitations include both technical capability and cost to
undertake the attack. Cost is measured in both financial terms and risk to the threat agent.

The Red Team works best with a diverse group of people, such as financial, technical, and business. These
can be insiders who know the business, who may not be security experts, can make great Red Teamers.

The analysis provides insight into where an attack might occur (the most probable critical asset), possible
attack surfaces at the location, probable vulnerabilities associated with the attack surface, and scenarios
describing how the vulnerability might be exploited. With this information one can investigate the status
of safeguards and security controls for each of the identified vulnerabilities.
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Analytical Red Team process
The following is the seven step Analytical Red Team process.
1. Define the assessment goals and threat agent(s).
. Identify critical assets of the assessment target.
. Gather information on the critical asset to identify attack surfaces and vulnerabilities.
. Develop attack scenarios that exploit vulnerabilities and attack surfaces.
. Prioritize vulnerabilities / targets in the supply chain.
. Identify shared vulnerabilities and common attack enablers.
. Develop mitigation strategy.
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Analytical Goals

Key qualities of a useful analysis process include: the process should self-document, produce repeatable
results, enable comparison of results over time, and enable reuse of the analysis for subsequent
reviews. For the exercise we used the seven-step analytical Red Team process that is discussed
elsewhere in this report. The process has been applied broadly for two decades and found to be flexible,
easy to use, and deliver meaningful results. It is consistent with national security standards such as NIST
SP-800-30-r1). The participants in the exercise were quickly able to grasp the process and deliver
meaningful results.

The analysis process should specify the decision-making approaches to use when following the process.
The decision-making metrics should provide a scoring range and be easily understood by the team
members. The metrics will improve communications between the team members, resulting in better
decision making. Since the results will then be metrics based, it will make it easier to compare results as
the process is re-applied over time, for example when either the threat or the system under study
changes. For the exercise we applied a quick Pareto voting method where each team member placed five
votes to indicate the attack features that they deemed were the most important.

The analysis process should self-document as the team proceeds through the process. Without such
documentation, writing up results afterward based on faulty recollections can introduce inaccuracies, or
biases from the person(s) performing the write-up. The method used to capture the results does not need
to be complex nor onerous to use. For this exercise we used Google Sheets with a 4-page spreadsheet,
with each page capturing a step in the process. The Google Sheets allowed the virtual team to enter their
inputs in real time. The exercise participants were able to quickly become familiar with the Google Sheets
and the architecture of the tool. (See tables 1 -4) Google Sheets has adequate security and access control
for a public exercise. Security for a real assessment, however, should be considered ahead of time, and
satisfy organization specific requirements.

Pleasant surprises

The objective of the analytical red team exercise was to show the process steps of the two teams
analyzing a realistic international supply chain. The exercise was only 35 minutes long and it was
believed that the results would be limited and at best notional. The team leads (Brian and Todd) were
pleasantly surprised at the quality of the analysis and the results from the 35 minutes of work. The
distributed team members came to the virtual table ready to discuss the critical assets, the potential
vulnerabilities, and how to exploit the vulnerabilities. The results were meaningful and usable despite
only addressing 4 of the 7 process steps in the brief time available. This quality of the results was
particularly surprising because this was a fully virtual exercise with only a few of the team members
personally knowing each other, and the first time using this particular distributed platform. By
comparison, prior experiences performing similar analysis with a team of 6 to 8 people in face-to-face
meetings usually took about % day to complete the same 4 steps.
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Red Team members & expert feedback

For a process to stand the test of time it must engage the participants, produce real results that can be
applied, and be a pleasant experience. These three requirements must be universal for all the team
members. This is a tall order because the team members had a variety of backgrounds and were not all
security experts. Based on the personal feedback that the team leads received after the exercise, we
believe that we met the three requirements.

Richard Stiennon commented on his team’s identification of ways to adulterate through supply chain
disruption, rather than by direct adulteration only. The perishability of the goods allowed for any part of
the supply chain involving refrigeration to be targeted and exploited.

Dr. Roxanne Everett, Cyber Strategy and Infrastructure Department Chair, College of Information and
Cyberspace at the National Defense University, observed that team members could have drawn parallels
with current supply chain issues we are facing due to the COVID-19 pandemic. For instance, cleaning
product supply chain interruptions that are not attributable to malicious intent. In her analysis, examining
natural shortages such as these can provide insights into how to “strike unobtrusively,” either in terms of
mimicking their effects or by otherwise masking attempts at adulteration. In some aspects, she thought
they could have been “more deliberate and a lot more evil.”

Table 1: Identify Critical Assets

Red Team 2: Malicious corporate competitors focused on adulterating the food supply chain

Step 2: Identify critical assets o the assessmerttarget

Critical Assets Todd Justin Richard ‘Wendy Stephen Amy
1 Packaging Plastics Processing/vvarehouse Cantainer shipment warldwide |Processing . scheduling of Distribution: exporter manifest
Caalingffreszing production runs / inventory management
system
2 Production: fish meal, il, Processing, Port autharity {Customs and  |Processing . adjust "recipes” |Storage: "Smart" Refrigerated
antibiotics MES/ERP/EDI/Recipe quarantine) for production Shipping Containers
systems ("Reefers")
3 Processing sizing Farmt MES/ERF/ED! system |Store freezers \Warehouse : HVAC system,  [Storage: holding warshouse
employee discomfort environmesntal controls
4 Processing packaging Processing: Processing lines  [Processing: Hygiens (doves, |Transport : refrigeration Processing: processing line
qowns, scrubbing) systerms fryer
5 Processing freezing Processing: Distribution Fishing fleet weather system |Warehouse : common chillers |Processing: processing line
with HY AC for refrigeration Hill
& Distribution: Importers / Farmt Food/supplements Truck fleet Shipping dock : bills of lading  |Processing: processing line
Exporters for trucks {fryer) sensors
7 Transportation: refrigeration  |Port: Product storage Cantainer shipment waorldwide |Shipping dock coordination of |Processing: processing line
orders historian
2 Storage - warehouse - Port: Trucking Store stocking systems Farm : temperature controls  [Shipping f Sales: orders
refrigeration processing system
9 Processing Inject Gelatin Port: Customs Farm : incorrect supplement
solutions orders
10 Farm Water chemistry Fort . modify bills of lading for
shipping
Directions

1. Identify what vou believe are the critical assets in the supply chain relevant to vour goal

2. List your critical assets under vour name

3. After short discussion, prioritize and push vour top three crifical assets to the top of vour list. These CA's will carry forward to step 3
Definitions

A critical assetis an entity in the chain that if taken down would greatly hinder the flow through the supply chain —and — difficult to quickly replace


https://www.linkedin.com/in/stiennon
https://cic.ndu.edu/About/Faculty-Staff/Article-View/Article/571311/roxanne-everetts-phd/

Table 2: Gather Information on the Critical Asset to Identify Attack Surfaces

Red Team 2: Malicious corporate competitors focused on adulterating the foed supplychain

Step 3A: Gather information on the critical asset to identify attack surfaces

“ote for attack surface that is easest to exploit based OSIMT
Top Critical Assets  [Attack Surfaces Todd | Justin | Richard | Wendy | Stephen| Amy Total
Logistics: ordering databases 1 1 1 1 4
MNetworkes: electronic orders & transmission 0
Packaging Plastics Personnel: persannel records i
Personnel: email addresses, websites for recon 0
Specifications: plastic reguiremerts 1 1
HYAC units 1 1 3
Processing/vWarehouse Company and Yendor endgineering and maintenance personnel 0
Cooling/freezing Errterp.rlse sterns (pivot point) 0
| ndustrial control systerms 1 1 2
Phrysical through in-persan social engineering 1
AlS ship identity system 0
X Local GPS (spoofing) 1]
KDIEITEr Elimet Ship control systems for engings (Remote mainatinance) 1 1 2 4
worldwide
MNetworks: electronic orders & transmission 0
Crew staffing disruption 1 1
MES system : automated scheduling 1 2
_— Personnel - change operator schedules 0
Processing : scheduling " -
o ErEEVEEn ms Equipment controls * individual machines 0
Batch processing steps © change order, timing 1 1 3
Histarian 0
Exporter orders, inventory databases 2 2
Distribution: exporter  [Electronic shipping manifests 1 1 2 5
rmanifest £ imentory Ermail i
management system  |Ermployee ordering input workstation 0
0
Specifications: formula 0
Cluality Cortrol process 0
6 Qluantity - inject to bulk up even if not needed 0
Farm suppliers 0
Certifications of authenticity - mask the digital inspection results 1 2
B B B B
Directions:
1. Brainstorrm/discuss cyber/physical attack surfaces of the idertified critical assets.
2. Documert the attack surfaces.
3. Wiote to select top Aftack Surfaces. Five for votes each player
Definitions
1. The Atack Surface describes all of the different points where an attacker could get into a system, and where they could get data out.
Table 3: Identify Potential Vulnerabilities
Red Team 2: Malicious corporate competitors focused on adulterating the food supply chain
Step 3B: Gather information on the critical asset to identify vulnerabilities
“/ote for rmost likely vulner ability based in OSINT
Top Critical Attack Surfaces Vulnerabilities associatesd with Attack Surfaces Todd | Justih | Richard | Wendy | Stephen| Amy Total
Logistics: ordering database | Ancient urpatched systems 1
Packaging Metworks: electronic orders & transmissian unactherticated
1 Plastics Personnel: personnel records Influence operations: bribe

Personnel: ermail addresses, websites for recon

phishing, ho authentication

Specifications: plastic requremerts

Processing/vware
2 |house:
Cooling/freezing

unencrypted, unsigned

HVAC whits

Unpatched, urautherticated, [nternet accessible

Compary and Yerdor endineering and maintenance girtroduce/manipulate USE devices, physical access

Enterprise systerns (pivot poirt)

accessible systems

Industrial cartrol swstems

Wirdow s servers presert, clear-text communications

Phwsical through in-person social ergineering

utilities (& 0. ammonia/gycolpower/etc )

A5 ship identity swsterm

5]
0
0
1
0
2
0
0
1
0
0
Container Local GP'S (spoofing) 0
3 |shigment Ship control systems for engines (Femote mainatinar] Encine supplier ¥vindows 7, Satcom spoofing, onboard embedded windows vuins 1 1 1 2 o]
W richacle: Metworks: electronic orders & transmission 0
Crew staffing dismuption 0
MES systern . automated scheduing a
Processing : Personnel  chante operator schecdules people rmoving, bitter because unermployveed. Knows secrets so route into systerns 1 1
4 |scheduing of Equipment controls . individual machines u]
procuction runs  |Batch processing steps - change order, timing o
Historian 0
Distribution Exporter orders, invertary databases unpatehed wvunerabilities; unsecured remote access; compromised emplovee 3 3
exporter manifest |Electronic shipping manifests unpatched wulnerabilities; unsecured remote ACCESS; compromised employvee 1 3 1 2 3| 10
S |/ imentory Email BEC, phishing a
managemert Employee ordering input workstation unpatched wunerabilities, unsecured remote access; compromised employes a
system 0] 0
Specifications: formua 0
Quality Cortrol process results stored in unpatched oB a
[ 0ld process corrol 0
operations network attached to business network 0
Certifications of suherticity - mask the digital inspection resutts 0
Directions:

1. Brainsorrdisc Uss o likey vulnerabilties for top rated attacked sorfaces.
2. Docurrent the vuinerabiliies.
3. Vole to select ton wuinerabiliies Five Tor voles each player,



Table 4: Develop Attack Scenarios

1. BANSDMANEGIES POSEDE £0¢ 1aTkS HITEXPDMTE MOSt KoYy Ut ke DIy
2. Docame tiie aft sce varis 151 headhe cesorbtor.
3% 1 24RCTOD 841 TIDL. FUE BILES €3k DIYAT

Red Team 2: Malic ious corporate
itors focused on i
thefood supply chain
Step 4% 5: Develop attack scenarios
E Doty BR NS e Tozed I QI
T°:§i:t“f' Atack Surfaces Vilnerabilities assodizted vith Atack Surfaces Soenarios o exploit top winerability Todd | Justin [Richard| Wendy tepher| Amy | Total
Logitice: or dering databases [Anciert unpatohed syters [
P acaging Networks: ele ctronic orders & ransmission i o
(| asrsts Personnsl: pers onnel racords Irfluence oparations: bribe ]
Perzonnsl: emsi addresses, websites for racon |phisting, no 0
plastio 1 unererypted, unsigned channe .. thinner plastic, figher per meabilfty o
Compromise Intemet accessible known winer ability ( or unprotected access) to pivot
|HuaE units Internet acoessible reide o
Company and Yendor engine ering and Dir ected social enginesring, unp atched 0S/softoare, manipulated software,
nel it USB devices, physical access Spear phishing, wate tholing, USE drops o
2 s ar Social enginesring, unpatched OS/zoftware, introduce/manipulate LIS devices |
- g sezing [ECAEBIE® Systerme pivnt point) externally accessible systems Phishing, browe et exploits, di ect attacks on edernally facing systems, USB drops o
Legacy devices, (lftle ta) o authertication and autharizatian on IS/0T ho ity set points, manipulate programvproject files, gather and exfitrate information,
Industrial control systems devices, ety Windowe servers presert, dear-text i man in the middle attack to manipulate jcations in-trans it o
P hysic.al manipulationédestuctionad uter tion of refiger ation andfor other Sever eritical connections, I out muttple locations, destray different elements,
Phusicalthroughin petson social engineering wilties (e 1 release dangerous into the 0
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