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AN INTRODUCTION TO UL 2900 
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UL 2900 

UL 2900 series of standards was developed as part of UL’s 
Cybersecurity Assurance Program which provides manufacturers 
testable and measureable criteria  

•  To assess product weaknesses  

•  To assess vulnerabilities 

•  To assess security risk controls 

 

 

3 
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ANSI UL 2900 

The American National Standards Institute (ANSI) has  
granted consensus for UL 2900-1 and UL 2900-2-1. 

 

The FDA has also voted affirmatively to adopt both  
UL 2900-1 and UL 2900-2-1 as recognized consensus standards.  

 

The US Federal Register notice of FDA Recognized consensus  
standards was published in August 2017 for UL 2900-1.  We  
anticipate an update to the FR to reflect adoption of UL 2900-2-1, soon. 
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UL 2900 REFLECTS PREMARKET REGULATORY 
THINKING 

UL 2900-2-1 has direct alignment with FDA Guidance Content of Premarket 
Submissions for Management of Cybersecurity in Medical Devices 

Risk Management around assets with respect to threats, and vulnerabilities 

Considers core functions of NIST Cybersecurity Framework: Identify, Protect, 
Detect, Respond, Recover 

Cybersecurity Documentation 
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UL 2900 REFLECTS POSTMARKET REGULATORY 
THINKING 

There is also alignment with Postmarket 
Management of Cybersecurity in Medical Devices 

•  Risk Management 

•  Quality Management System Requirements 
(21 CFR 820 & ISO 13485) 

•  Use of CVSS in conjunctions with medical 
device risk management 

•  Patch management 
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UL 2900 REFLECTS POSTMARKET REGULATORY 
THINKING 

FDA strongly urges manufacturer participation in 
ISAO. 

UL 2900 has no parallel requirement but does 
require manufacturers to provide a plan for 
providing software updates and patches 
throughout the lifecycle of the product 

UL is stringent about manufacturer  
confidentiality however security transparency is 
achieved by information shared through the UL 
2900 CAP Certificate 
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Vulnerability Assessment aims to evaluate known vulnerabilities of a product.  
Known Vulnerability Testing: – All software binaries, including executables and libraries, in a product are assessed for known vulnerabilities at 
the time of evaluation.  The vulnerabilities are identified from the NIST National Vulnerability Database (NVD).  
Malware Testing: The product is inspected for malware which may exist in the software deliverables of the product.   

Fuzz Testing: All external interfaces and communication protocols of the product is evaluated using generational fuzz testing techniques, if 
available, and template-based fuzz testing techniques otherwise.  The product is evaluated for unexpected behavior based on the customer’s 
specifications.    

Robustness Evaluation aims to test the product’s resilience against unexpected or malformed input. 
Weakness Analysis 

o  Common Weakness Enumerations (CWE): The product shall not contain any software weakness identified from CWE/SANS Top 25 
Most Dangerous Software Errors, CWE/SANS on the cusp list or OWASP Top 10 2013 web application software weaknesses.   

o  Static Code Analysis: Static analysis of all compiled executables and libraries of the product, in order to look for known malware 
and vulnerabilities  

o  Static Binary and Byte Code Analysis: Static binary and byte code analysis of all compiled or intermediate binary executables and 
libraries of the product.  

Penetration Testing: Evaluation of a product to identify vulnerabilities and software weaknesses. 
Network Port and Service Testing 
Wireless Testing: If a product has wireless communications technologies, the product is evaluated to identify vulnerabilities and software 
weaknesses through wireless access points.  
Risk Assessment: Analysis by the vendor of the security risk(s) for the product.   
Common Vulnerability Scoring System (CVSS): Provides a means for prioritizing CVEs in terms of exploit potential.  
Common Weakness Scoring System (CWSS): Provides a means for prioritizing CWEs based on their technical impact.  
Common Attack Pattern Enumeration and Classification (CAPEC): List of large number of attack patterns which are a description of common 
methods for exploiting software.  

Organizational Assessment 
Patch Management 
SDLC 
Wireless 



Disclosure of Results Support the Supply Chain 

Public 
Manufacturer 
Product CM 
NVD version 
UL DB version 
Etc… 
 

Private 
Manufacturer 
Product CM 
Attack surface 
Threat model 
Vulnerabilities 
Security assurance claims,  
arguments, and evidence 
Etc… 
 



DISCLOSURE SUPPORTS SUPPLY CHAIN 
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•  Example CM strategy X.Y; where X represents critical changes and 
Y represents non-critical changes. 

http://ops.fhw
a.dot.gov/freew

aym
gm

t/publications/cm
/handbook/chapter1.htm

 



UL 2900 AND FDA GUIDANCE 
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MAPPING UL 2900 TO FDA GUIDANCE 
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FDA	Guidance	SecPon	 General	DescripPon	 ANSI/UL	2900-1	
Clause	Reference	

UL	2900-2-1		
Clause	Reference	

	
	
General	Principles	

Address	cybersecurity	during	the	design	and	
development	to	affect	a	more	robust	and	
efficient	miDgaDon	of	paDent	risks	related	to	
cybersecurity	

Clause	5	 Refer	to	UL	2900-1	

IdenDficaDon	of	assets,	threats,	and	
vulnerabiliDes	 Clause	12	 Clause	12	

Assessment	of	the	likelihood	of	threat	and/or	
vulnerability	being	exploited	 Clause	12	 Clause	12	

Assessment	of	residual	risk,	risk	acceptance	
criteria	 Clause	12	 Clause	12	



MAPPING UL 2900 TO FDA GUIDANCE 
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FDA	Guidance	SecPon	 General	DescripPon	 ANSI/UL	2900-1	
Clause	Reference	

UL	2900-2-1		
Clause	Reference	

	
	
Cybersecurity	
FuncPons		
	
IdenPfy	and	Protect	
	

Security	controls	depend	upon	the	device’s	intended	
use,	the	presence	and	intent	of	its	electronic	data	
interfaces,	its	intended	environment	of	use	

Clause	4	
Clause	6	 Clause	12	

Type	of	cybersecurity	vulnerabiliDes	present,	likelihood	
the	vulnerability	will	be	exploited,	and	the	probable	risk	
of	paDent	harm	due	to	a	breach.	

Clause	12	
Clause	13	

Clause	12	
Clause	13	

Balancing	cybersecurity	safeguards	and	usability	to	
ensure	that	the	security	controls	are	appropriate	for	
intended	users.	

Clause	6	 Clause	6	

Security	controls	should	not	unreasonably	hinder	
access	to	a	device	intended	to	be	used	during	an	
emergency	situaDon.	

Clause	12	

JusDficaDon	in	the	premarket	submission	for	the	
security	funcDons	chosen	for	their	medical	devices.	 Clause	12	



MAPPING UL 2900 TO FDA GUIDANCE 
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FDA	Guidance	SecPon	 General	DescripPon	 ANSI/UL	2900-1	
Clause	Reference	

UL	2900-2-1		
Clause	Reference	

	
	
Cybersecurity	
FuncPons	
	
IdenPfy	and	Protect	
	
(Limit	Access	to	Trusted	
Users	Only)	
	

Limit	access	to	devices	through	the	authenDcaDon	of	
users	 Clause	8	 Clause	12.4	
Use	automaDc	Dmed	methods	to	terminate	sessions	
within	the	system	where	appropriate	for	the	use	
environment	

Clause	8	 Refer	to	UL	2900-1	

ConsideraDon	of	a	layered	authorizaDon	model	by	
differenDaDng	privileges	based	on	the	user	role	 Clause	8	 Clause	12.4	

Use	appropriate	authenDcaDon	 Clause	8	 Refer	to	UL	2900-1	
Strengthen	password	protecDon	by	avoiding	“hardcoded”	
password	or	common	words	 Clause	6,	Clause	8	 Refer	to	UL	2900-1	
Limit	public	access	to	passwords	used	for	privileged	device	
access	 Organiza(on	assessment,	future	UL	2900-3-1	

Physical	locks	on	devices	and	their	communicaDon	ports	
to	minimize	tampering,	where	appropriate	 Clause	6	 Clause	12.4	
Require	user	authenDcaDon	or	other	appropriate	controls	
before	permieng	so#ware	or	firmware	updates	 Clause	11	 Clause	12.4	



MAPPING UL 2900 TO FDA GUIDANCE 
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FDA	Guidance	SecPon	 General	DescripPon	 ANSI/UL	2900-1	
Clause	Reference	

UL	2900-2-1		
Clause	Reference	

	
Cybersecurity	
FuncPons	
	
IdenPfy	and	Protect	
	(Ensure	Trusted	Content)	

	

	
Restrict	so#ware	or	firmware	updates	to	
authenDcated	code	
	

Clause	4	
Clause	11	 Clause	12.4	

	
Use	systemaDc	procedures	for	authorized	users	
to	download	version-idenDfiable	so#ware	
	

Clause	11	 Refer	to		
UL	2900-1	

	
Ensure	capability	of	secure	data	transfer	to	and	
from	the	device,	including	encrypDon	
consideraDons	
	

Clause	4	
Clause	11	

Refer	to		
UL	2900-1	

	



MAPPING UL 2900 TO FDA GUIDANCE 
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FDA	Guidance	SecPon	 General	DescripPon	 ANSI/UL	2900-1		
Clause	Reference	

UL	2900-2-1		
Clause	Reference	

	
	
	
Cybersecurity	
DocumentaPon	
	
Detect,	Respond,	Recover	

Features	that	allow	for	security	compromises	to	be	
detected,	recognized,	logged,	Dmed,	and	acted	upon	
during	normal	use	
	

Clause	6	
Clause	11	

Refer	to		
UL	2900-1	

InformaDon	to	the	end	user	concerning	appropriate	
acDons	to	take	upon	detecDon	of	a	cybersecurity	event	
	

Clause	12	 Refer	to		
UL	2900-1	

Features	that	protect	criDcal	funcDonality,	even	in	the	
event	of	cybersecurity	compromise	
	

Clause	12	
	

Refer	to		
UL	2900-1	

Methods	for	retenDon	and	recovery	of	device	
configuraDon	by	an	authenDcated	privileged	user	
	

Clause	15	
Clause	16	

Refer	to		
UL	2900-1	

Manufacturers	may	elect	to	provide	an	alternaDve	method	
or	approach,	with	appropriate	jusDficaDon.	
	

Clause	6	
Clause	12	

Clause	6	
Clause	12	



MAPPING UL 2900 TO FDA GUIDANCE 
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FDA	Guidance	SecPon	 General	DescripPon	 ANSI/UL	2900-1	
Clause	Reference	

UL	2900-2-1	
Clause	Reference	

	
	
	
Cybersecurity	
DocumentaPon	
	
Detect,	Respond,	
Recover	
	

Hazard	analysis,	miDgaDons,	and	design	consideraDons	pertaining	to	
cybersecurity,	including	 Clause	12	 Clause	12	

Specific	list	of	all	cybersecurity	risks	that	were	considered	in	the	design	
of	your	device	 Clause	12	 Clause	12	

Specific	list	and	jusDficaDon	for	all	cybersecurity	controls	that	were	
established	for	your	device	

Clause	12	
Also	verified	through	Penetra(on	Tes(ng:	

Clause	16	
Traceability	matrix	linking	actual	cybersecurity	controls	to	the	
cybersecurity	risks	 Clause	12	 Clause	12	

Summary	describing	the	plan	for	providing	validated	so#ware	updates	
and	patches	as	needed	throughout	the	lifecycle	of	the	device	 Clause	11	 Clause	12	

Clause	20	
Summary	of	controls	that	are	in	place	to	assure	that	the	medical	device	
so#ware	will	maintain	its	integrity	from	the	point	of	origin	to	the	point	
at	which	that	device	leaves	the	control	of	the	manufacturer	

Clause	12	

InstrucDons	for	use	and	product	specificaDons	related	to	recommended	
cybersecurity	controls	appropriate	for	the	intended	use	environment	 Clause	6	 Clause	12	



IN SUMMARY 
•  The FDA Guidance on the Content of Premarket Submissions for 

Management of Cybersecurity in Medical Devices includes several 
recommendations for cybersecurity 

•  Security Risk Analysis 

•  Security Design Principles 

•  Security Documentation in Premarket Submission 
 

•  Devices and software intended for the US with network interfaces and/or 
connectivity requires evidence for the management of cybersecurity in the 
regulatory submission 
 



THANK YOU! 
Justin Heyl 
Improving your experience and success 
Business Development Director 
Health Sciences Division 
P: 612-618-8797 
www.linkedin.com/in/jheyl 



APPENDIX: 
PREMARKET SUBMISSIONS FOR MANAGEMENT OF 
CYBERSECURITY IN MEDICAL  
The FDA Guidance on Cybersecurity is 
applicable to any device containing 
software or programmable logic, including 
software as a medical device. 

Products that generate, store either 
temporarily or permanent, receive or 
transport any critical assets should be 
evaluated for cybersecurity risk. 
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POSTMARKET MANAGEMENT OF CYBERSECURITY 
IN MEDICAL DEVICES 

Guidance provides FDA recommendations 
for proactively managing cybersecurity for 
Postmarket devices and software. 

The Guidance also clarifies manufacturer’s 
responsibilities for medical device reporting 
in the context of cybersecurity management 
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MANUFACTURER’S RESPONSIBILITIES UNDER FDA 
GUIDANCE 

The FDA does recognize that cybersecurity 
is a shared responsibility between all 
stakeholders in the healthcare ecosystem 

•  Device and software manufacturers 

•  Healthcare Delivery Organizations (HDO) 

•  Clinicians and providers 

•  Patients 
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MANUFACTURER’S RESPONSIBILITIES UNDER THE 
GUIDANCES 

The FDA has established an expectation 
that medical devices support cybersecurity 
by analyzing risks associated with 
cybersecurity, including: 

•  Confidentiality 

•  Integrity 

•  Availability 
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MANUFACTURER’S RESPONSIBILITIES UNDER THE 
GUIDANCES 

Manufacturers should address cybersecurity during the design and 
development of devices by establishing design inputs that inform needed 
mitigations for cybersecurity 

Identify Assets Perform security hazard 
analysis Identify security threats 

Identify known 
vulnerabilities in design 

and technology 

Determine the likelihood 
of a threat or vulnerability 

being exploited 

Establish security risk 
acceptance criteria 

Identify and implement 
appropriate risk 

mitigations 

Assess residual risk 
associated with 
cybersecurity 


