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THANK YOU
Phil Susmann, President

Tom Muehleisen, Director of Cyber Operations
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Internet of Things - IoT

https://Tcefnc.org/iot-club 10/21/20

https://tcefnc.org/iot-club
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National Critical Functions

• The functions so 
vital their 
disruption would 
have a debilitating 
effect on society

• Many of these 
functions are 
provided through 
IoT!
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IOT Failures (or another name)
• Botnets and Deadbolts and 

Cameras… OH, MY!
• 2019 Top Ten

1. Continued Mirai Botnet Growth
2. Smart Deadbolts
3. ‘Systemic’ Privacy Flaws
4. Privacy Concerns For IoT 

Hotel Devices
5. All Things Ring
6. Malware Bricks Thousands of 

IoT Devices
7. Smart Toys 
8. IoT Smartwatches
9. Smart Speakers
10. 2 Million IoT Devices Vulnerable 

to Complete Takeover

Source: Threatpost - https://threatpost.com/ Source: https://collaborate.mitre.org/attackics/index.php/Main_Page

MITRE ATT&CK for ICS

https://threatpost.com/
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Understanding (your) Vulnerabilities

• “If you know the enemy and know yourself, you need not 
fear the result of a hundred battles. If you know yourself 
but not the enemy, for every victory gained you will also 
suffer a defeat. If you know neither the enemy nor 
yourself, you will succumb in every battle.” ― Sun Tzu, The 
Art of War

• CSC Top 20 #1. Inventory and Control of Hardware Assets

• Pen Tests are #20… think about it.
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Organizational Resilience

• Asset Inventory for all functions and devices
• Determine dependencies and requirements
• Wargame Impact and Vulnerability
• Prepare for Compromise-Destruction
• Practice Response
• Capture Lessons and Improve Resilience

Source: FEMA HSEEP
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Future Considerations

• CISA
• NCFs: https://www.cisa.gov/national-critical-functions

• NIST
• IoT: https://www.nist.gov/topics/internet-things-iot

• CIS
• CSC Top 20: https://www.cisecurity.org/controls/cis-controls-list/

https://www.cisa.gov/national-critical-functions
https://www.nist.gov/topics/internet-things-iot
https://www.cisecurity.org/controls/cis-controls-list/
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Questions/Discussion

Phil Susmann, President
Tom Muehleisen, Director of Cyber Operations


