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ldentity & Access Management (IAM)

Fig. 1. What % of Office Employees Do You Think Will WFH at Least 1 Day a Week (PwC, June 2020).

B Few (0-299%9%) B Many (30-599%) B Most (60-1009%6)
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Before COVID-19

36 % 25% 39%

During COVID-19

2% 21% 747

After COVID-19 (Projected)

1196 34% 55%
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ldentity & Access Management (IAM)

1. Mass WFH improves productivity making it likely to
become the new norm.

2. Yet with new rules and controls.

3. Given this 51% of business leaders are the
deployment of Zero Trust capabilities (Conway, Andrew.
Microsoft Security. Aug 2020).
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ldentity & Access Management (IAM)

Fig 2. Top 5 Cyber Investments Since The Pandemic (Conway, Andrew. Microsoft Security. Aug

2020).
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Perimeter Security

a. New IP addresses, internet volume, routing, and VMs (ripple
effect).

b. Prior audit, security controls, and policy may be ineffective.

a. Disable non-critical badge access.
b. Have extra security In or near server rooms.

3.

a. Single connection point for all vendors.
I. Monitored real time.
b. Exception policy may need to change.
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Data Governance

1. Increased agility (Mass WFH) = sloppy data governance (ripple effect).

2. One week after the CARES Act was passed Banks were asked to
accept Paycheck Protection Program (PPP) loan applications.

3. Many banks were from
digital applications, financial histories, and related docs, thus not
processing them in a efficient way = sloppy data governance.

4. Ease of regulatory enforcement at hospitals/clinics = sloppy data
governance.

5. Yet don't expect reqgulators to give you a break.
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Cloud Security

Fig 3. How Prepared Was Your Org Prior To COVID For Mass Work From Home Scaling (Remote
Work From Home Cyber Security Report. (Schultz, Holger. Cyber Security Insiders. Aug 2020).

330/ Of organizations report they
O were not sufficiently prepared.

<

Not at all prepared Fully prepared

M Not at all prepared M |ll prepared B Moderately prepared M Fully prepared
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Cloud Security

1. Hasty rush to bigger cloud scale T
a. Could set stage for 'cyber pandemic’ == Fre. (Truck

Torrence. Giphy.
Oct 2020).

(ripple effect)
. Integration issues
1. Unclear compliance
1. Hidden costs
b. opportunity to learn and innovate
2. Planned option for bigger cloud scale

Campfire with
Marshmallows.
(Dreamstime
Stock Photos.
Oct 2020)

a. Configurations mostly already set
b. Costs pre negotiated

c. Better compliance

d. Less complexity
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N S .
Phishing Attacks

1. Phishing emall increases (Sjouwerman, Stu;
KnowBe4, July 2020; & Vila, Ashkan; & Carruthers,

Stephanie. Security Intelligence, April 2020).

2. Ransomware increases (Security Magazine, July
2020).
3. Mobile vulnerabilities increase (Security Magazine,

July 2020).
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N S,
Phishing Attacks

Fig 4. Trend of Successful Phishing Attacks During COVID (Conway, Andrew. Microsoft Security.
Aug 2020)

28%
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“"Attackers successfully phished end-users and launched attacks on our organization”
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Fig. 5. COVID CDC Phishng Example (KnowBe4, Oct 2020).
Coronavirus (COV|D-19) - Transcnpt for the CLDC Telebnehng

&

» = Reph Y Reply Al ? Forward eee
CDC <envhealthmedia@cdc-health.org> y ' :

Warning: Level 3, Com VPN "xemigaigh-coinhqqprmyq . R ‘ x
Alert - Level 2, Practice © s

e i L )
The Centers for Diseas:d2ibvs|julsabgnvbadohenthikno- 2bussknphvdgskextmuhud ks 105tnskiry ted a total of 60 confirmed cases who
have tested positive fo < 15{7ase;b2chyseq8mghyintsusmdetmywdempgsgud xdrmoedvevadsimy

bmaa-2b 3BStm265qb 7blyoybewbifnbbmd . 2{avemmxbkadvognmedildybvee .
For full Transcript of th ol S B ek st s € m Do n e o AN YOUr cOmmunity, see below;

batrda 6hexa8yvh2vikatsSitvut . 21 4 1fbntd 1 Tweunsiasr. 21k

Click or tap to follow link.
CDC Newsroom Releases

COC works 24/7 protecting America’s health, safety and security, Whether disease start at home or abroad, are curable or preventable,
chronic or acute, or from human activity or deliberate attack, COC responds to America’s most pressing health threats, COC is headquartered
in Atlanta and has experts located throughout the United States and the world.

10th Annual Cyber Security Summit | October 26—28, 2020 S curitysummit.org | Join the conversation #cybersummitmn



Security Automation

Fig 6. Levels of Security Automation Survey 2019 to 2020 (Don Murdoch, SANs Institute, May 2020).
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Security

Security Operations Activities
or Services Supported

Other

Intrusion detection
Vulnerability management

Data protection and monitoring
Platform health monitoring and support 791%
Command function (IR/Analysis)
Cyber threat integration

Asset and inventory management
Initiate and manage incident response 68.8%
Malware analysis

Compliance support
Audit/Assessment

Threat hunting
Forensics/E-discovery collection

Security posture assessment with a Lty T
breach attack simulation tool o

Automation
Fig 7. Automated SecOps Survey 2019 to 2020 (Don Murdoch, SANs Institute, May 2020)
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S .
Takeaways

1. COVID-19 In automation, big
data, collaboration tools, and Al (ripple effect).
2. We no longer have the same office and thus less badge access

needed.

3. Single sign-on (SSO) will expand to personal devices and
smartphones/watches.

4. Geolocation based authentication is here to stay with biometrics
likely.

5. Security perimeter is now more defined by data analytics than
physical/digital boundaries.

6. Cloud infra will grow fast creating perimeter and compliance
complexity / fog.
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Appendix 1 - Identity & Access Mgmt. (IAM)

The Most Daunting Endpoint Security Challenges Observed Amid COVID-19 (Kellermann, Tom; &
McElroy, Rick. VMWare & Carbon Black. Aug 2020).

Remote access inefficiencies 52%
VPN vulnerabilities 45% \
Shortage of available or 36%
skilled staff
Social engineering attacks 31%
Ransomware attacks 31%
Malware attacks 29%
Patching efficiencies 19%
Internet of Things 17%
(loT) exposure
Other 2%
0% 20% 40% 60% 80%
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Appendix 2 - Cloud Security

Pandemic Influenced Cloud Spend Change 2019 to 2020 (Flexera, April 2020).

Total 296 8%

Enterprise 2% 9%

M Slightly lower than planned

m Significantly lower than planned
m Slightly higher than planned

W Signficantly higher than plannned

SMB
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