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Identity & Access Management (IAM)
Fig. 1. What % of Office Employees Do You Think Will WFH at Least 1 Day a Week (PwC, June 2020). 
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Identity & Access Management (IAM)
1. Mass WFH improves productivity making it likely to 

become the new norm.
2. Yet with new rules and controls.
3. Given this 51% of business leaders are speeding up the 

deployment of Zero Trust capabilities (Conway, Andrew. 
Microsoft Security. Aug 2020).
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Identity & Access Management (IAM)
Fig 2. Top 5 Cyber Investments Since The Pandemic (Conway, Andrew. Microsoft Security. Aug 
2020). 
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Perimeter Security
1. Increased WFH Blurs The Perimeter (Physical & Digital)

a. New IP addresses, internet volume, routing, and VMs (ripple 
effect).

b. Prior audit, security controls, and policy may be ineffective.
2. Empty Corporate Offices Increased.

a. Disable non-critical badge access.
b. Have extra security in or near server rooms.

3. Vendor Interactions Become More Digital Increasing Risk.
a. Single connection point for all vendors.

i. Monitored real time.
b. Exception policy may need to change.
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Data Governance
1. Increased agility (Mass WFH) = sloppy data governance (ripple effect).
2. One week after the CARES Act was passed Banks were asked to 

accept Paycheck Protection Program (PPP) loan applications.
3. Many banks were unprepared to deal with the flood of data from 

digital applications, financial histories, and related docs, thus not 
processing them in a efficient way = sloppy data governance.

4. Ease of regulatory enforcement at hospitals/clinics = sloppy data 
governance.

5. Yet don’t expect regulators to give you a break.
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Cloud Security
Fig 3. How Prepared Was Your Org Prior To COVID For Mass Work From Home Scaling (Remote 
Work From Home Cyber Security Report. (Schultz, Holger. Cyber Security Insiders. Aug 2020).
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Cloud Security
1. Hasty rush to bigger cloud scale

a. Could set stage for 'cyber pandemic' 
(ripple effect)
i. Integration issues
ii. Unclear compliance
iii. Hidden costs

b. opportunity to learn and innovate
2. Planned option for bigger cloud scale

a. Configurations mostly already set
b. Costs pre negotiated
c. Better compliance
d. Less complexity
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Phishing Attacks
1. Phishing email increases 6,000% (Sjouwerman, Stu; 

KnowBe4, July 2020; & Vila, Ashkan; & Carruthers, 
Stephanie. Security Intelligence, April 2020).

2. Ransomware increases 72% (Security Magazine, July 
2020).

3. Mobile vulnerabilities increase 50% (Security Magazine, 
July 2020).
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Phishing Attacks
Fig 4. Trend of Successful Phishing Attacks During COVID (Conway, Andrew. Microsoft Security. 
Aug 2020) 
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Fig. 5. COVID CDC Phishing Example (KnowBe4, Oct 2020).
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Security Automation
Fig 6. Levels of Security Automation Survey 2019 to 2020 (Don Murdoch, SANs Institute, May 2020).
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Security Automation
Fig 7. Automated SecOps Survey 2019 to 2020 (Don Murdoch, SANs Institute, May 2020)
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Takeaways
1. COVID-19 is the catalyst for digital transformation in automation, big 

data, collaboration tools, and AI (ripple effect).
2. We no longer have the same office and thus less badge access 

needed.
3. Single sign-on (SSO) will expand to personal devices and 

smartphones/watches.
4. Geolocation based authentication is here to stay with biometrics

likely.  
5. Security perimeter is now more defined by data analytics than 

physical/digital boundaries. 
6. Cloud infra will grow fast creating perimeter and compliance 

complexity / fog.
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Appendix 1 - Identity & Access Mgmt. (IAM)
The Most Daunting Endpoint Security Challenges Observed Amid COVID-19 (Kellermann, Tom; & 
McElroy, Rick. VMWare & Carbon Black. Aug 2020). 
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Appendix 2 - Cloud Security
Pandemic Influenced Cloud Spend Change 2019 to 2020 (Flexera, April 2020).
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