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What is segmentation?



What is segmentation?
Network segmentation is the act of splitting networks 
into subnetworks for purposes of security and improving 
network performance



High level 
security program

Where does segmentation 
fall in your Medical Device 
Security Program?

Source: ARRAY | Home (aami.org)

https://array.aami.org/


Considerations:
• What is your goal?
• Which devices are in scope? How many?
• Segmentation layers:

• Internet access: allow vs block
• Medical Devices vs IoTs, workstations, servers, mobile, …
• Enterprise network vs Partner/Affiliate networks
• Sub-divide Medical Devices per location vs department
• All Data Center access vs select servers
• Ports, Protocols & destination IPs vs all communication
…

Micro, Macro or Hybrid segmentation?



Hybrid Plan
• Identify ALL wired connected medical devices
• Create NAC (Network Access Control) Identity groups
• Tag medical devices appropriately
• Set rules & policies:

• Unlimited communication between devices within the same group
• No cross-communication between groups or untagged devices

Surgical Radiology Lab Pharmacy Cardiology Neurology ENT



Iterative approach

70+ Device Groups
=
70+ Iterations
=
70+ Change Controls
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Communication



Stakeholders

▪ Technology vs People
▪ Know your stakeholders – everyone has knowledge!

oHealthcare Technology Management
oClinical & Medical Staff
oSystem Owners
oVendors & Manufacturers
oField Technicians
oNetwork Engineers & Architects
oProject Sponsor(s)/Leadership/Board



Communication



Asset Inventory
▪ Starting Point: List of ALL devices in scope

o Single source of truth? OR
o Correlate data from multiple sources?

▪ What do we need?
o NAC (Network Access Control) knows MAC addresses
o Inventory knows Asset Tags
o DHCP/DNS knows IP addresses and Host Names
o System Owners may use Nick Names

▪ How do we logically group devices together?
o Location/Department?
o Manufacturer/Model?



Operationalization

▪ Mature & Operationalize 
the process

▪ Create and follow RACI 
Chart

▪ Automate profiling & 
tagging

▪ Keep asset inventory up to 
date



Lessons Learned
▪ Set clear goals & guidelines
▪ Leadership support
▪ Understand the difference between micro & macro 

segmentation
▪ Keep stakeholders engaged. What’s in it for them?
▪ Prepare, analyze and monitor
▪ Double check your sources
▪ Understand the organization’s appetite for risk & failure



Questions & Feedback
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