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‘Armchair
Cyberwarriors”

The First 100 Days of Cybercriminal and ®
Hacktivist Activities Related to the
Russian War in Ukraine
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Biography

e Alexander Leslie

« Associate Threat Intelligence
Analyst, Advanced Cybercrime
& Engagements (ACE) @
Recorded Future

« Research includes Russian &
Russian-speaking threat actors.
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Case Studies Conclusions, Q&A

Introduction Post-Invasion Threat Landscape

Pre-Invasion
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Introduction
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Research Questions

Cyberattacks Claimed by Hacktivist Groups, February 24, 2022 - June 4, 2022 700,000
References

Avg. 100,000

References per
Month

250+ Threat
Actor Groups

500+ Victims
75+ Countries

$3.7T ARR
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Research Questions

« What explains the observed rise in unique references to cyberattacks
perpetrated by politically motivated TAs following February 24, 20227
Which groups claim responsibility for the most attacks? Which groups claim
responsibility for attacks that result in the most impact? What are their
tools, TTPs, and I0Cs”?

« How has the Russian war in Ukraine changed the hacktivist and
cybercriminal threat landscapes? What lessons can be learned about the
first 100 days of the war and how can we apply those lessons to future
geopolitical crises.

« What is the risk to governments, enterprises, employees, partners, and
clients? What steps can we take to mitigate risk and potential impact?
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Methodology
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Pre-lnvasion

(September 29, 2021 - February 23, 2022)
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llya Sachkov Arrest
(Sept. 29, 2021)

Russia detains cyber-security tycoon
Ilya Sachkov in treason case

(© 29 September 2021

Moscow Court Rejects Release Request Of
Cybersecurity Company Chief Arrested On
Treason Charge

Moscow Court Extends Pretrial Detention Of Cybersecurity Company
Chief Charged With Treason
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“REvil” Arrests
(January 14, 2022)

Moscow court arrests all REvil
ransomware hackers detained after
FBI request to Russia

All the eight individuals are suspected of committing a crime
stipulated under Part 2 of Article 187 of Russia’s Criminal Code

MOSCOW, January 15. /TASS/. Moscow’s Tverskoy Court has ruled to keep in
custody all eight members of the REvil hacking group responsible for
ransomware attacks, who were earlier apprehended by the Russian Federal
Security Service (FSB) following the US request, the court’s press service told
TASS on Saturday.

I!|l-Recorded Future’

| cybersecuritysummit.org -

Q;‘ CYBERSECURITY  12th Annual Cyber Security Summit | October 24-26, 2022



L S Ee— e

Infraud Organization Arrests
(January 22, 2022)

Thirty-six Defendants Indicted for Alleged Roles in Transnational Criminal Organization
Responsible for More than $530 Million in Losses from Cybercrimes

Law Enforcement Dismantles Forum Used to Victimize Millions in all 50 States and Worldwide in One of the
Largest Cyberfraud Enterprises Ever Prosecuted by the Department of Justice

Founder of The Infraud Organization
hacking group arrested in Moscow —

source

Three other purported hackers are under a house arrest
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Website Seizures
(February 7, 2022)

e SkyFraud

e Trump’'s
Dumps

e UAS Shop

ITOT PECYPC 3ABJIOKNPOBAH ¢ FerumShop

Pecypc SKYFRAUD 3akpblT HaBcerja B Xxoje cneuyonepayuw
npaBoOOXpPaHUTENbHbLIX OpraHoB.

YnpasneHue "K" BCTM MBJA Poccuu npegynpexgaeT: XWUWEHWS [EHEeXHbX .
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Credential Leaks
(February 1, 2022 - February 24, 2022)

Ukraine Credentials, Dark Web & Special Access Sources (February 1, 2022 - February 24, 2022)
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Database Leaks
(February 12, 2022 - February 24, 2022)

Other DBs

Ukraine. Privatbank. Fname, DOB, Pass/TIN/Phone/Addre /iber/etc. 40 M

xepublic. ossing

Ukraine. Vodafone Fname/DOB/Passport/TIN/address.10 M
Ukraine. Life (Lifecell) Fname/DOB/Passport/TIN/address. 3 M

Ukraine. Kyivstar Fname/DOB/Passport/TIN/address.13 M
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FreeCivilian Leaks
(February 23, 2022 - February 24, 2022)

000

7 Maw lealkee
{"\7 > atement - diia.gov.ua
> Deleting a post o ridForum

Free Civilian

lil-Recorded Future’

@C'I’BEH SECURITY  12th Annual Cyber Security Summit | October 24-26, 2022




The First 100 Days

(February 24, 2022 - June 4, 2022)
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Formation of Hacktivist Groups & Alliances
(February 25, 2022 - Ongoing)

Russian APTs
Pro-Ukrainian Anti-Russian &

(IT Army of Russian Opposition

Ukraine) (squad303)
Pro-Russia

(Killnet) Chinese APTs

Belarusian Opposition
(Belarusian
Cyber-Partisans)

Pro-Western

(Anonymous)
Iranian APTs
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Anonymous
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#OpRussia

squad‘H

...and many more.
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Network Battalion 65 (NB65)
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AgainstTheWest (BlueHornet, APT49, etc.)

ATW o=

Because of what is going on, with Anonymous claiming that we're "working
with them" and that they have been claiming credit for our breaches, we will
be ceasing all operations for the foreseeable future.

Until they do their own work, take care.

ATW ==

On top of this, it does not help that all our assets online are under constant
barrage of cyber attacks. It's also expected that we are the ones to lead all
this.

It's just infuriating finding out that Anon isn't who they say they are, and
that we're alone to do it ourselves...
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IT Army of Ukraine

CYBER SECURITY

securiy satatiaar ocst cossavaricn S[T]

IT ARMY of Ukraine

Buopawni uini 6ynu ycniwHo signpaeneHi B ayT!
OAaKyemo yciMm XTo Aony4MBcA A0 ataku!
CbOrofiHi aTakyeMo CepBicH OHNAaMH TenebayeHHs.

We knocked off our targets yesterday!
Huge thanks to everyone who joined the attack! Today we'll switch
to online TV streaming services.

https:/more_tv/

https://osiris.preprod.more.tv/
https://rendertron.preprod.more.tv
https://gitlab-exporter.preprod.more.tv
https://dagon.preprod.more.tv

94.140.201.116 (80/tcp, 123/udp, 443/tcp, 443/https)
https://static.more.tv/

94.140.200.247 (80/tcp, 111/udp, 123/udp, 443/tcp)
94.140.201.247 (80/tcp, 443/tcp)

94.140.201.50 (80/tcp, 443/tcp)
https://moretv-sport.preprod.more.tv/
https://billing-api-test.preprod.more.tv/
94.140.201.116 (80/http, 443/https)
https://rc.more.tv/home
https://rc.more.tv/api/vl/method.callAnon/login
94.140.201.135 (80/tcp, 123/udp, 443/tcp)

https://okko.tv

185.169.155.118 (80/tcp, 443/tcp)
https://cabinet.okko.tv/login
151.236.80.51 (443/https, 443/tcp)

O

IT ARMY of Ukraine

Bu nonpautoeanu Ha cnasy![.

PociaHsu Biguynu cborogHi perynapHi nepeboi B poboTi cepeicie
OHNaitH Tene6aveHHA. NMPOAOBKYEMO TEMATUKY BUXIAHOIO gHA,
HacTynHa Uinb — cepBsick 3aMOBAEHHA DK oHNanH.

[skyemo Bcim 3a KpyTUA pesynbTar!

Great job today! [a

Russians have noticed regular hitches in the work of TV streaming
services today. We'll stick to our ‘weekend theme'. Our next target is
online food delivery services.

Thanks again for the stellar results!

htlpsf,-"vkusvill ru/

https.,.fm.m.-*

46.235.185.176 (80/tcp, 443/tcp)
212.193.157.110 (80/tcp, 443/tcp)
46.235.189.110 (80/tcp, 443/tcp)
37.220.163.2 (80/tcp, 443/tcp)
https://www.okeydostavka.ru/msk
178.248.237.112 (80/tcp, 443/tcp)
https://www.delivery-club.ru/moscow
5.61.236.234 (80/tcp, 443/1cp)
https://samokat.ru/
46.235.188.221 (80/tcp, 443/tcp)
46.235.186.103 (80/tcp, 443/tcp)
212.193.155.174 (80/tcp, 443/tcp)
46.235.191.53 (80/tcp, 443/tcp)
37.220.160.159 (80/tcp, 443/tcp)
03.93.88.47 (80/tcp, 443/tcp)
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Liberator
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Killnet

ﬁ KILLNET wuwr  KILLNET

CZECHIA STOP

APOCALYPSE

}'ﬁ(’.‘mnblﬁ AeHb - Yexusa

@ MuHucTepcTBO 060POHBI

@ locygapcTeeHHan ayma AsTop

@ Hounan Bom6apavpoBka
& STOP ARMS TRANSFERS
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Key Findings

« Russian individuals and entities
constitute approximately 60% of all  Atacks by Country
claimed cyberattacks. (n=300) o

Other

 Distributed denial-of-service Unae
(DDoS) accounts for 94% of all Posng
attacks. Website defacement
accounts for 3%. - L

e |IT Army of Ukraine claims
responsibility for most targets at
approximately 750. Of these 750,
only 150 can be verified.

I!|-Recorded Future’
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Key Findings

e Primary industries targeted include the Russian
financial sector (26%), Russian government services
(12%), and Russian critical infrastructure (7%).

e Inthe first 100 days, 85% of all attacks took place
between February 25, 2022 and March 25, 2022.

« Of all the groups associated with Anonymous
(approximately 30), we were only able to confirm
evidence of successful cyberattacks claimed by 4.
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Changes to the Cybercriminal

Threat Landscape
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raccoonstealer
RAID array

registration :  01.04.2019

Messages 75
Reactions 20

Today at 13:38 New [l Topsc author [EEERREEE-S kvl

Dear Clients, unfortunately, due to the "special operation”, we will have to close our project Raccoon Stealer

The members of our team who were responsible for critical moments in the operation of the product are no longer with us. 55

We are disappointed to close our project, further stable operation of the stiller is physically impossible

What will happen to the logs?

Logs can still be downloaded, but the multidownload server has already stopped responding

This means that you need to start downloading the logs one by one, starting with the “fattest” ones (download button on the right in the table on
each log)

We apologize for such inconvenience, for not being able to continue to please you with our product, as we have been doing for the last 3 years, but
we are forced to close the project for an indefinite period

Please understand our loss

| wish everyone patience, and everyone to find $ 1,000,000 profit

Thank you W, for this experience and time, for every day, unfortunately everything, sooner or later, comes to an end

Peace for everyone

e
X

We don't say goodbye forever. We took a break to regroup and continue work on the second version that had already been started.

We have lost a friend and a great developer. But the project has become a part of our life in 3 years, so we decided to continue working. We will
rewrite the lost moments and completely new build and panel. In an improved form, rewritten from scratch and optimized.
Expect us in a few months. In the meantime, we're going offline!

Avoid throwing! WE DO NOT WORK ANY MORE!

2 Complaint oy Like +Quote < Reply

&) CYBER SECURITY

wwcn= SUMIMIT
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Dark Web Shops
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Dark Web Shops

Russian Market, Genesis Store, 2easy Shop

® e o0 (o]
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Dark Web Marketplaces

Justice Department Investigation Leads to Shutdown of Largest Online Darknet
Marketplace

Russian Resident Indicted on Conspiracy Charges Related to Operating Hydra Market

The Justice Department announced today the seizure of Hydra Market (Hydra), the world’s largest and longest-running
darknet market. In 2021, Hydra accounted for an estimated 80% of all darknet market-related cryptocurrency transactions,
and since 2015, the marketplace has received approximately $5.2 billion in cryptocurrency.

The seizure of the Hydra servers and cryptocurrency wallets containing $25 million worth of bitcoin was made this morning
in Germany by the German Federal Criminal Police (the Bundeskriminalamt), in coordination with U.S. law enforcement.

!l Recorded Future’
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Dark Web Marketplaces

TH I E F Make a deposit Messages

CATEGORIES = Products Theshops | Openshop | TOBUYERS SELLERS GARANT Track myorder 1 XMR = 187.66 USD

Home / Big Discounts On Weapons /

Javelin ATGM

Weapon

from 30 000 USD / 1pcs

Q

The FGM-148 Javelin is a man-portable, "fire-and-forget" antitank
guided missile (ATGM) system with an effective range of 2.5 km. It
was designed to defeat heavily armored vehicles such as main
battle tanks and lighter-skinned military vehicles. The weapon also
has capability against other target types like fortifications,
bunkers, and helicopters.
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Dark Web Marketplaces

55)) 5)) ) SIN®

Dark Web Marketplaces

> @

©))) @)F)OBIBY N IINIL ) DD ) )1 IPDHDIDESH))) B)) BOIYEID BIyE DB ) B INDE SISIIEDDHIB) DB))INE)) 1) 8)
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Payment Card Fraud

Payment Card Fraud on Dark Web & Special-Access Sources

®e ® @ ®Oa» .....d.... C0O GDOO OOCO ap

Mar Apr
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Hawe coobwWecCTBO COCTOMT M3 MHOMMX HauWOHaANBLHOCTEH Mmpa, Donbwas 4YacTb HaWWMX MNEHTECTEPOE — 3TO XUTENM
CHI B TOM 4yMCne pyCCKME M YKpPawHUbl, HO TakKxKe B HaWeW KOMaHOe eCTbk aMEPUKaHUBI, aHrndYaHe, KuTanusl,
¢parHuy3w, apabs, eBpew u mHOormwe gpyrume. Haww nporpamMMucTel pazpaboTumkum NpoxuwBawT Ha MNOCTOAHHOW OCHOBE
B pa3HbiX cTpaHax mmpa B Kutae, CWlA, Kanapne, Poccwm wm lWlisenuapwmm. Hawwm cepsepa HaxogaTca B Hupepnanmpax
u Cenwennax, BCE ™Mbl NMPOCTbie W MUPONOGMUBLIE MIOAM, BCE Mbi 3eMnNsAHe.

Ons Hac 3T0O NPOoCTo GM3HEC M BCE Mbi AnoONMUTKHuHHbI. Hac WHTEepecywT TOoNbKO AE€HbBrM 3a Hawy 6e306MOHyo W
noneszHyw paboTy. Ms BCero nuuws NPoBOAMM NNatHoe oby4YeHWMe CUCTEMHLIX aAMMHUCTPaTOpPOB BCEro Mupa, Kak
NPasunbLHO HACTPOMTL KOPMNOPaATUBHYW CeTb. Mbl HuKOrga w Hu Npu Kakux obctoaTenscrTeax He Gypem nNpuHUMaTb

.................

Many people ask us, will our international community of post-paid pentesters, threaten the west on
critical infrastructure in response to cyber aggression against Russia?
Our community consists of many nationalities of the world, most of our pentesters are from the CIS

including Russians and Ukrainians, but we also have Americans, Englishmen, Chinese, French, Arabs,
Jews, and many others in our team. Our programmers developers live permanently around the world in
China, the United States, Canada, Russia and Switzerland. Our servers are located in the Netherlands
and the Seychelles, we are all simple and peaceful people, we are all Earthlings.

For us it is just business and we are all apolitical. We are only interested in money for our
harmless and useful work. All we do is provide paid training to system administrators around the
world on how to properly set up a corporate network. We will never, under any circumstances, take
part in cyber—attacks on critical infrastructures of any country in the world or engage in any

international conflicts.

Support ALPHV
. o4

348845

Support AL...  Mbl KpaitHe oropuyeHsbil 14:00:00
npovcxasawmm.B Hawem 6usHece
HeT HauWOHaNbHOCTEMN,
BbIMbILL/IEHHbIX FPaHUL, UK
KaKoWh-nmbo MHOM NPUYUHbBI NO
KOTOpOW nioaun MoryT ybusartb

€ CYBERSECURITY  12th Annual Cyber Security Summit | October 24-26, 2022
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Ransomware

“WARNING”

¢ The Conti Team is officially announcing a full support of Russian government. If any
body will decide to organize a cyberattack or any war activities against Russia, we a
re going to use our all possible resources to strike back at the critical infrastructures
of an enemy.

m 2/25/2022 ® 39 0[0.00B]

“WARNING”

¢> As a response to Western warmongering and American threats to use cyber warfa
re against the citizens of Russian Federation, the Conti Team is officially announci
ng that we will use our full capacity to deliver retaliatory measures in case the Wes
tern warmongers attempt to target critical infrastructure in Russia or any Russian-s
peaking region of the world. We do not ally with any government and we condemn
the ongoing war. However, since the West is known to wage its wars primarily by t
argeting civilians, we will use our resources in order to strike back if the well being
and safety of peaceful citizens will be at stake due to American cyber aggression.

m 2/25/2022 @ 905 0[0.00B]
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Ransomware

€ CYBERSECURITY

Ransomware Victimology (January 2022)

Healthcare Manufacturing
2.9% 10.8%
Construction
4.9"%:
Finance
6.9%
Other
38.2%
Logistics
6.9%
Retail
9.8%
Education Business Services
2.9% 5.9%
IT Services Electronics
4.9% 3.9%

12th Annual Cyber Security Summit | October 24-26, I cybersecuritysurﬁmit.org

l}|l- Recorded Future’

-



@‘C?BEHSECUﬁm’ 12th Annual Cyber Security Summit | October 24-26, 2022

Ransomware

Ransomware Victimology (August 2022)

Healthcare
11.1%

Manufacturing
7.1%
Construction
5.1%

Finance

4.0%

Logistics
11.1%

Other
23.2%

Pl

Retail

5.1%

Business Services
6.1%

Electronics

4.0%

Critical Infrastructure
9.1%

Education
9.1%

IT Services
5.1%
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Conclusions
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Questions?
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