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Introduction: Cyber and Small 
Business – Perception vs. Reality



Perception vs. Reality

Cyber Security for Small Business



What does small business mean to the economy?

• The SBA defines a small business as a firm with fewer than 500 employees including many highly-valued 
start-ups.

• Small businesses in the EU are defined as having fewer than 50 employees and less than 15 in Australia.



Running a Small Business is Challenging 
Enough…



Top Business Risks (and the disconnect)

Small Business Administrator 
Isabel Guzman said back in 
May that the cybersecurity was 
a big challenge facing 
owners. She also said the 
agency wanted to help small 
businesses prepare for and deal 
with cyberattacks, adding that 
about 25% of small-business 
owners are impacted by the 
issue and the average cost of 
that fallout is $25,000 — and 
half of the affected small 
businesses don’t end up 
surviving.

-The Playbook, May 18, 
2022

PwC Pulse Survey, August 18, 2022, base of 722

https://www.bizjournals.com/twincities/search/results?q=Isabel%20Guzman
https://www.bizjournals.com/bizjournals/news/2022/05/18/sba-lending-loan-climate-change-cyber-7a-guzman.html


Risk Will Continue to Grow

• In SurveyMonkey’s polling, 55% of people in the 
U.S. say they would be less likely to continue to do 
business with brands who are victims of a cyber 
attack.

• For small businesses to truly be prepared, they 
need to take more concrete steps.
✔ Only 1/2 have installed antivirus or malware software, 

strengthened their passwords, or backed up files on 
an external hard drive to protect their business against 
potential cyberattacks.

✔ Only 1/3 have enabled automatic software updates or 
enabled multi-factor authentication.

✔ Only 1/4 have installed a virtual private network 
(VPN).

CNBC Small Business Playbook, May 21, 
2022
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Essential Small Business Resources





Created by Congress to "aid, counsel, assist and 
protect, the interests of small business concerns." 

We do this with: 
• SBA-backed loan programs
• federal contract procurement assistance
• specialized programs for women, minorities and 

Veterans
• international trade advice and assistance
• loans to victims of declared disasters

SBA:  Here for You Since 1953



Cyber Security Assistance
www.sba.gov/cybersecurity

• Common threats
• Assess your business risk
• Cybersecurity best practices
• Training and events

• Small Business Digital Alliance
• https://www.smallbusinessdigitalalliance.com/

• Cybersecurity and Infrastructure Security Agency (CISA)
• https://www.cisa.gov/

• FCC Cyberplanner
• https://www.fcc.gov/cyberplanner

• National Cybersecurity Alliance
• https://staysafeonline.org/cybersecure-business/

• Better Business Bureau
• https://www.bbb.org/local-bbb/bbb-of-minnesota-and-north-dakota

http://www.sba.gov/cybersecurity
https://www.smallbusinessdigitalalliance.com/
https://www.cisa.gov/
https://www.fcc.gov/cyberplanner
https://staysafeonline.org/cybersecure-business/
https://www.bbb.org/local-bbb/bbb-of-minnesota-and-north-dakota


Providing more with Resource Partners

https://www.score.org/
https://mn.gov/deed/business/help/sbdc/
https://www.entrepreneurfund.org/what-we-do/womens-business-alliance/
https://www.womenventure.org/
https://www.entrepreneurfund.org/what-we-do/womens-business-alliance/


More  information concerning
SBA and its programs

Sign up for updates at www.sba.gov/updates
Follow us on Twitter @sba_Minnesota

SBA Minnesota website:  www.sba.gov/mn

Send questions to:
minnesota@sba.gov | 612.370.2324

Contact Us

http://www.sba.gov/updates
http://www.sba.gov/mn
mailto:minnesota@sba.gov
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America’s North Star 
Cybersecurity Program



America’s ASBDC 
North Star
Cybersecurity Program



www.AmericasSBDC.org/Cybersecurity

North Star Mission

The ASBDC North Star Cybersecurity Program will provide a baseline to 
promote cybersecurity awareness across ASBDC stakeholders, the national 
network and the SBDC client base. This baseline will allow flexibility within 
each of the 62 SBDC Networks while maintaining standards-based content, 
resources and programming to supplement current cybersecurity efforts.

Deliverable: 
Business owners that are “cyber-aware,” practicing effective cyber/data 
hygiene and positioned to take continued steps toward self or third-party 
attestation, or formal certification.



www.AmericasSBDC.org/Cybersecurity

Protecting Value | Preserving Reputation | Promoting Resiliency

The SBDC network, at its core, focuses on the tools and knowledge needed to grow and sustain a strong small business community
across the U.S. and its territories. This is accomplished through one-on-one consultations, training and resource development focused
on the primary functions of doing business like financial management, strategic planning, operational efficiencies, marketing and the
application of technology. Cybersecurity services will build upon and strengthen these primary functions.

Outbound Cybersecurity 
Awareness Campaign

Training Programs National & Local 
Event Facilitation

Vetted Resource 
Library

Internal SBDC 
Resources

Standards Based, 
Non-Certification 
Assessment Tools



The North Star

Utilizes the collection of existing frameworks and standards 

Core programing built from CMMC 2.0 and NIST while also 
mapping to other frameworks

Consists of 6 domains

Access Control

ID & Authentication 

Media Protection Physical Protection

Systems & Information Integrity

System & Communication

CMMC

www.AmericasSBDC.org/Cybersecurity



www.AmericasSBDC.org/Cybersecurity

Cybersecurity Task Force Map

Midwest – Scott Taber, MI

Michigan
Illinois
Kansas
OH, IN, WI, MN, IA,
MO, ND, SD, NE 

East – Candace Pruett, MD

Maryland
Delaware
Rhode Island
ME, NH, VT, MA, CT, NJ,
NY, VA, WV, PA, DC 

South – Brent Hoover, SC

Georgia
South Carolina
Texas
AR, MS, NC, AL, TN, KY, LA, 
OK, PR, VI, FL

West – Jim Drever, WY

Colorado
Oregon
Wyoming
WA, CA, NV, ID, MT,
AK, NM, UT, HI, PI, AZ

States that are spelled out have existing initiatives and are participating in 
national discussions. Abbreviated states have not participated significantly 
in discussions to this point but may have programs we need to include.

Regional Program Coordination



www.AmericasSBDC.org/Cybersecurity

Seasonal Cybersecurity Programming
Spring Into Cybersecurity Awareness
Spring (Mar – May)

Cybersecurity Hot Topics 
Summer (Jun - Aug)

Digital Disaster Preparedness
Fall (Sep – Nov)

Ecommerce & Online Security 
Winter (Dec – Feb)

Primary Focus – CMM Category

System & Information Integrity ID & Authentication, Access Control Physical Access, Media Protection System & Communication

Suggested Training/Events

✔ Basic Cyber Hygiene/Awareness
✔ Cybersecurity Do’s & Don’ts
• Simple Solutions to Common Threats
✔ Critical Info (5 W’s)
• Implementing a New Cyber Culture
✔ Cyber Resources
✔ Cybersecurity Policies for Small 

Business

• Protecting Virtual Access
✔ Creating Cyber-Aware Employees
• Managing Virus Protection
✔ Implementing Strong Passphrase Policy
• Login Assignment and Role Management
✔ CMMC Level 1
✔ Seven Step Cyber-Awareness Self 

Assessment

• Managing Software Updates
• Certification, Should You Do It?
• Physical Security For Facilities & Data 

Systems
• Disaster Planning 
✔ Cyber Insurance
✔ Hacked – How Bad Could It Be?
• Back-Ups and Data Recovery

• Ecommerce and Data Protection
• Protecting Your Logistics Network
• How to Properly Apply Encryption
• Basic Elements of Network Security 

Topical Campaigns & Content Marketing

Top Cyber Awareness Tips, Back-Ups, 
Software Updates, SSPs, Common Threats

Phishing, Social Media Policy,
Virus/Malware Detection, MFA/Passphrase 
Policy, VPNs

Social Engineering, Firewalls, BYOD, Cloud 
Security, Data Disposal, Back-Ups, SSPs, 
Disaster Plans

VPN, Ransomware, Man-in-the-middle, 
Wi-Fi Safety, Firewalls, Secure Ecommerce 
Tools, Basic Encryption

Conferences

CO OH MI, DE
Bold – Complete
Red – Partially Completed



www.AmericasSBDC.org/Cybersecurity

AmericasSBDC.org Content
ASBDC Training – AmericasSBDC.org/cybersecurity/resources

Client Material

Links to Third-Party Resources 
and Standards

Slide Decks on Popular Topics & 
Recent Webinars

Downloadable PDFs



www.AmericasSBDC.org/Cybersecurity

North Star Cybersecurity Consultation Guide

Non-Technical

Can be Branded for YOUR Network

Takes the Anxiety out of Cybersecurity Sessions

Preliminary “Report” for Next Steps

Resource/Gap Analysis

Conversational Guide



Thank You!

Lyle Wright
Associate State Director
Minnesota SBDC
Lyle.Wright@State.MN.US
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