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North Dakota is solving the cyber problem

States Can Save the World. The All in 
Approach to Cybersecurity. 





CYBER SECURITY
How big is your problem?





The magic of software is driving a digital 
transformation, creating an interconnected 
world with unprecedented opportunities 
and unprecedented threats.  
Cyber Security is absolutely essential to our 
collective future.  We are rising to the 
challenge to create a comprehensive, 
statewide approach to cybersecurity.  We 
are creating a future that meets the needs of 
industry and provides career opportunities 
for our citizens. 

Governor Doug Burgum



Let’s start with “WHY”



Name a job that doesn’t 
use computer technology…







Another “WHY”
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RESPONSIBILITY TO 
CITIZENS

Protecting the privacy and security of our citizen’s data is essential



COVID19
Our exposure to technology has 
changed…



And yet another “WHY”





The 21st Century Workforce



And another 
REALLY BIG 

“WHY”









The Disruptive Response
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WE CAN DO IT!
What can we accomplish together? 



We Defined a unified approach

Vision of the problem

Strategy to address

Plans & Budgets & Delivery Teams

Operations to keep it running



VISION
How might we deliver world class technology and service?
How might we fix the cyber security problem?



STRATEGY
Whole of Government – ALL aspects of Government



EDUCATION & WORKFORCE
Every student, every school, cyber educated
Kindergarten through PHD



OPERATIONS
Hyper-Automated
Capable of defending the whole of government



BUILD A COALITION
Defend broadly as possible
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Before we talk results… 
Let’s take a momen t to talk about the ND environmen t



What are the results?



What are the results?
…in Strategy



Senate Bill 2110 signed into law  2019
47 – 0 in the ND Senate
88 – 0 in the ND House

Cyber Authority to 
engage & defend
• Judicial Branch
• Legislative Branch
• Executive Branch
• Higher Education
• K12
• Cities
• Counties



House Bill 1314 and 1417 
signed into law in 2021

Giving significantly 
improved visibility to 
government security and 
allowing ND to enter 
into support defense 
agreements with any 
government entity 
nationwide, including 
Tribal nations



252,000 USERS EVERY DAY
One of the largest cyber defense footprints in the World



What are the results?
…in Education & Workforce



PK-20W
Every studen t 
Every sch ool 
Cyber  educated

Pre-Kindergarten through PHD

Computer Science AND Cyber Science 
standards created and integrated

2,500 teachers educated in Comp/Cyber

Deployed to every K12 school district in the 
state



PK-20W
Every studen t 
Every sch ool 
Cyber  educated

Pre-Kindergarten through PHD

While simultaneously making Cyber 
programs available in every Higher 
Education institution in the state



… in 11 Months



Apprentices

TALENT PIPELINES
Working with K12 and Universities

Student Security Operations Centers



Every North Dakota resident can get 
free Computer Science & Cyber Science 
Education via Cisco 

27 different courses
6 different pathways





https://www.youtube.com/watch?v=Z-vG0DgdaoQ

https://www.youtube.com/watch?v=Z-vG0DgdaoQ


2022 STATE 
CHAMPIONSHIP IN 
CYBER SECURITY

https://www.youtube.com/watch?v=95kF0cVaXQ8

https://www.youtube.com/watch?v=95kF0cVaXQ8


What are the results?
…in Day 2 Day Operations



Relative 
posture

0 1 2 3 4 5

Moving towards 3.7
Statewide*
Baseline 0.9

Operating Model Components

Policies & Standards

Governance & Oversight

Management Processes

Tools & Technology

Risk Metrics

Secure

Risk & Compliance 
Management

Application Security 
& SDLC

Identity & Access 
Management

Asset Management

Physical
Security

Data Protection & 
Management

Third Party 
Management

Infrastructure 
Security

Defend

Threat Intelligence

Vulnerability Management

Endpoint Monitoring

Security Operations

Predictive Cyber Analytics

Insider Threat Monitoring

Respond

Resiliency & Recovery

Crisis Management

Cyber Simulation

Security Incident Response 
& Forensics

0 50 5 0 50 5

Vastly Improving Maturity and Capability
*572 Government entities in scope



Vast majority of attacks are managed 
through automated defenses but ~50k 

cyber events2 had to be handled 
manually by the team

1. 4,519,962,807 threat log events from 01/01/2021 – 12/31/2021 per NDIT Panorama
2. 49,775 XSOAR Incidents created between 01/01/21 – 12/31/2021 per Cortex XSOAR
3. DDoS attacks increase 341% amid pandemic - Help Net Security

North Dakota prevents/detects over 4.5 Billion 
threats1 per year

99.999999% Automated threat 
management end to end

https://www.helpnetsecurity.com/2021/06/11/ddos-attacks-increase-pandemic/


North Dakota is defending the Judicial, 
Legislative, and Executive branch, as well as 
Higher Ed, K12, City and County Governments, 
more than 252,000 people every day.

This is being done by a Cyber Security team of 
only 51 FTE and saving over $440,000,000 per 
year by being a centralized environment.



What are the results?
…in building coalitions
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Working across silos nationally
40+ differen t organ ization s h ave come togeth er
…just for  Education  an d W orkforce alon e

Organizations
• Governor’s Office
• Department of Public Instruction
• North Dakota University System
• National Guard
• NICERC
• CISA / Homeland Security
• Cyber.org
• Palo Alto Networks
• 6+ private industry partners

• 8x K-12 Agencies • 11x Higher Ed Institutions • 9x Cabinet Agencies 



Tribal Nations, Other states, schools, counties, etc.

MULTI-GOVERNMENT 
DEFENSE



JOINT CYBER SECURITY OPERATIONS CENTER

11 STATES & 1 SOVEREIGN NATION
Tier 1 – Advanced information sharing
Tier 2 – Defense Shared Service across state lines

Technology is changing every job, industry, 
organization and government

67 MILLION AMERICANS ARE 
NOW INCLUDED IN THE JCSOC



In Summary…
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North Dakota is paving the way



FOR OUR FUTURE
North Dakota is solving the cyber security problem



Far and away the best prize that life 
offers is the chance to work hard at 
work worth doing.
Teddy Roosevelt
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