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Here Be Dragons - Navigating An
Ocean of Security Frameworks

Thomas Sager Tony Sager
Associate Cybersecurity Engineer, Senior Vice President & Chief Evangelist,
Center for Internet Security Center for Internet Security
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“Here Be Dragons...”

Navigating An Ocean of Security Frameworks

Tony Sager Thomas Sager
Senior Vice President & Chief Evangelist Associate Cybersecurity Engineer
Center for Internet Security Center for Internet Security
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Cybersecurity
Frameworks

RISK: manage and assess risk in a
way that provides value to the
business

PROGRAM: provide structure for
evaluating activities, simplify
communication

CONTROL: lists the specific security
actions that underlie every security
program
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Characterizing Frameworks

S level of abstraction = ---------- >
<emmmm - - - - prescriptive/descriptive  ---------- >
<emmmm - - - - prioritized/”up to the reader” ------ >
<emmmmmm oo process/action/outcome = @ @ ---------- >
<emmmmm-- - baseline/conprehensive ---------- >
<emmmmm- oo technol ogy neutral  ---------- >
<emmmmm - - required/ recommended/ voluntary ------ >
<emmmmm - - - pass-fail list/i1nmprovenent program --->
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€9 &) NsA/DoD Project

(SIS The Consensus Audit Guidelines (CSIS)

SAN‘S “The SANS Top 20" (the SANS Institute)

@52@1‘:.:# The Critical Security Controls (CCS/CIS)

@ CIS Controls®
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-@ 6 NSA/DoD Project
CSIS The Consensus Audit Guidelines (CSIS)

S ANS “The SANS Top 20" (the SANS Institute)

- _ Inventory and ; Inventory and
@{m‘; The Critical Security Controls (CCS/CIS) | Control of Control of Data
Enterprise Assets Software Assets Protection
@ CIS Controls® P

Secure Configuration
of Enterprise Assets Account Access Control
and Software Management Management

Continuous Email and
Vulnerability Audit Log Web Browser
Management Management Protection

Malware Data Network
Defenses Recovery : Infrastructure

Network
Monitoring : Security Awareness Service Provider
and Defense . and Skills Training Management

Applications Software Incident Response Penetration
Security Management Testing
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Questions to ask about EVERY Security Framework

How do | know these actions are effective?

How do | get started? Is there an “on ramp™?

How do | prioritize action?

What value is there in what | already own (and do)?
How do | learn from others?

Where can | get training?

How am | doing; and how do | measure progress?
How do | compare to others?

How much can | automate?

What vendors support this? How can | be sure?
How does this relate to other frameworks?
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The defender’s dilemma

 What's the “right thing” to do?

o and how much do | need to do?

« How do | actually do it?

« Scour the marketplace acquire install "‘operationalize’, sustain..

« How do | convince others that | have done the “right thing™

 Assess, Compare Negotiate
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&) CYBER SECURITY

The
Multi-Framework
Era

Enterprises must “report to” more
than one, and often MANY parties

* Regulators, legal system, auditors,

partners, formal requirements
* Supply chain as a major driver

Best Case = "Do Once, Report to
Many”

Cross-Mappings become a
necessity

Framework creators need to
cooperate

And you can help with the
demand side of the equation
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Mapping

Methodology

* Get baseline understanding of
Source and Target Frameworks

 Reformat mapping targets into list

» |dentify technology or industry
knowledge gaps

* Mapping Style - Identify similarities
or bridge differences

« Map line by line

e  One-to-Several?

Capture in spreadsheets

Review and revise
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Mapping Challenges

» References
* Precision and organization

« Dependencies

» Particulars of Language usage or
Industry terminology

« “Spirit of the control”
« Displaying information

« Different emphasis for different
use cases

=
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Avalilable CIS Controls Mappings

« Azure Security Benchmark

« CJIS Security Policy

« CMMCvVv2.0

« CSA CCM

e FFEIC-CAT

« GSMA FS.31 Baseline Security Controls
« HIPAA

 |ISACA COBIT 19

e |ISO/IEC 27001:2022

« MITRE ATT&CK v8.2

« NCSC Cyber Assessmen% ﬁgasrwawork V3

www.use‘gu rity.org/controls/v8#v8-mappings

EENISTEEST V1.1
NIST SP 800-53 Rev 5 Moderate Baseline
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https://www.cisecurity.org/controls/v8#v8-mappings

Making Cross-mapping (and use) Easier

» Tag with alphanumeric indicators
« Use consistent and clear divisions

 Classify controls for searching and automation
-Key Concepts, technologies

» Ask for specific and discrete things
-ldentify and Define every expected output

* Provide tech examples for prescriptive asks
» Use consistent language
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The Future of Mapping

« Changes in how people use and
consume

 The perpetual “death” of Excel

« Platforms over people
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Resources

» Center for Internet Security
WWW.CiISecurity.org

» CIS Controls Mappings

https://www.cisecurity.org/controls/vV8#v8-mappings

« OSCAL

https://csrc.nist.gov/Projects/open-security-controls-assessment-language

=

Q;'BVBERSEBU&M‘, 12th Annual Cyber Security Summit | October 24-26, 2022 l-""'qybersecuritysy-l:ﬁﬁ*fit'-otg_



http://www.cisecurity.org/
https://www.cisecurity.org/controls/v8#v8-mappings
https://csrc.nist.gov/Projects/open-security-controls-assessment-language

	Slide Number 1
	Here Be Dragons - Navigating An Ocean of Security Frameworks
	Slide Number 3
	“Here Be Dragons…”
	Cybersecurity Frameworks
	Characterizing Frameworks 
	Slide Number 7
	Slide Number 8
	Questions to ask about EVERY Security Framework
	The defender’s dilemma
	The �Multi-Framework Era
	Mapping Methodology
	Mapping Challenges
	Slide Number 14
	Making Cross-mapping (and use) Easier
	The Future of Mapping?
	Resources



