


Effective Vulnerability 
Management…through Relationships

• Building relationships to drive results-oriented 
remediation



Agenda

• About the State of Minnesota
• Overview of Vulnerability Management
• Power BI



About Neal & Nancy

Neal Dawson
• Supervisor of Threat and 

Vulnerability Management 
Team

• 20+ years state service
• 14 years with Enterprise 

Security Office 
• Loves technology, 

programming, and data 
analytics

• Enjoys biking, hiking and 
watching kid’s sporting events.

Nancy Skuta
• Lead Security Analyst 
• 20+ years state service
• 10+ years with Enterprise 

Security Office
• Enjoys finding solutions to 

complex vulnerabilities and  IT 
problems

• Avid traveler, hospice volunteer, 
and enjoys walking and hiking 
both on familiar and new trails



Minnesota IT Services

• Minnesota IT Services (MNIT) is the 
central IT organization for the State of 
Minnesota

• CIO, Tarek Tomes, appointed by the 
governor

• MNIT delivers IT Services through a 
hybrid model of service delivery

• 13 Chief Business Technology Officers
• MNIT Teams support agency-specific 

applications, 
• Enterprise Services

• Provides services that maximize efficiencies 
and reduce costs

• services include tools like email, desktop 
support, and telephone services. 

• MNIT charges enterprise rates for its 
Enterprise Services Tarek Tomes, CIO



Enterprise Security
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Threat and Vulnerability Management Unit (TVMU) 

• Team of 10 security professionals
• Application Security
• Vulnerability Management Service

• Responsible for vulnerability 
management for the executive branch

• Provide services for the AG and SOS offices
• Expanding into service offering to counties

• 77 agencies, boards, and commissions
• Scan over 60,000 computing devices
• Currently Using Tenable 



Vulnerability Management - What is it?

• The process to identify and 
resolve vulnerabilities on 
information systems

• Regular scans to identify 
vulnerabilities and 
resolutions

• Work with operational 
teams to resolve the 
vulnerability
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Approach to Vulnerability Management
• Shifted Approach

• No More 1000-page reports
• Hands on / Build Relationships

• Drove, walked, biked to Agency Locations–
• Roseville, Apple Valley, Minneapolis
• Met in person
• Solved technical challenges
• Implemented monthly meetings

• Utilizing PowerBI
• We are all part of the same team and all part of securing 

our State systems



Power BI
• Microsoft Reporting Platform–

“Next-Level Data 
Visualizations”

• Very Fast
• Can handle large data sets
• Easy to drill in and filter
• Saves time and provides 

efficiencies



Getting Data to Power BI
• Automation of Vulnerability 

Management data to 
relational database (MS SQL 
Server)

• Tenable API and Python 
(daily updates)

• Merlin– IT data warehouse
• Power BI Service & Data 

Gateway



Report, Resolve, & Confirm

• Program revolves around these processes
• Clear Expectations (Standards)
• Metrics 
• Communicate the information to appropriate 

teams
• Dedicated meetings with MNIT IT Teams 

(monthly / quarterly)
• Currently 40 ongoing meetings
• Enterprise teams - bi-weekly or monthly
• Agency application teams -- quarterly

• Identify and track vulnerabilities based on 
application group and severity level

• Vulnerability information is prioritized 
• Remediation expectations clearly 

communicated
• Emphasis on relationships



Vulnerabilites
• With the number of CVEs                                                            

identified on an annual 
basis it is critical to prioritize 
vulnerabilities                                                 
based on risk

• https://nvd.nist.gov/vuln/search

https://nvd.nist.gov/vuln/search


Vulnerability Management Standard

• A set of 8 Control Requirements 
• MNIT Required to comply with control requirements

• Use Tenable VPR rating over traditional severity ratings, such as 
CVSS  

• Based on risk and considers current threat landscape



MNIT Standard and Mappings
Sev 
Rating

Risk Rating Remediation 
Expectation

Internal 
Scans

External 
Scans

Additions

1

Vulnerabilities that pose the 
highest risk to State systems 
or data and require immediate 
attention.

7 days * 9.0 - 10 *Other Threat Intel or 
Activity specially 
targeted at State of MN

2

Vulnerabilities that pose great 
risk to State systems or data.

30 days 8.4 – 10 7.0 – 8.9

3

Vulnerabilities that pose a 
moderate or indirect risk to 
State systems or data

90 days 6.0 – 8.3 4 – 6.9 Vulns with Critical 
Severity rating with VPR 
< 7.0

4
Vulnerabilities that only 
expose non-critical system 
information.

Next 
maintenance 
cycle

< 6.0 < 4

• Use Tenable Vulnerability 
Priority Rating (VPR) over 
traditional severity ratings, 
such as CVSS  

• Based on risk and considers 
current threat landscape

• https://mn.gov/mnit/assets/T
hreat%20and%20Vulnerabili
ty%20Management%20Stan
dard_tcm38-323798.pdf

https://mn.gov/mnit/assets/Threat%20and%20Vulnerability%20Management%20Standard_tcm38-323798.pdf


Metrics– Current Posture



Vulnerability Metrics -Trends



Metrics– Posture by Responsibility



Focus on Risky / Most Prevalent



Highlights of Key Vulnerabilities



End of Life Technology



Progress / Encouragement 



Recap & Support Information



TVMU Goal & Outcomes
• Goal: 

• To work collaboratively with 
MNIT teams to secure our 
systems!

• Outcomes:
• Remediation timeframes have 

improved
• Reduction in vulnerabilities 

and risk exposure
• Teams reach out to us
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Power BI
How the State of Minnesota security team utilizes Power BI for 
Vulnerability Management



Power BI - Uncovered

• API
• Database & Gateway
• Extract, Transform, Load 

(ETL)
• Power BI Environment



Using Scanning Tools API
• Web API
• Tenable utilizes REST API 

endpoints.
• Programmatically interact 

with the platform
• Can execute scans
• Create scan polices 
• Export data

• Simple to use (after learning 
curve)

• Multiple Languages and 
Scripts



Vendor APIs
• Most scanning vendors 

have APIs
• Actually, most tool tools 

have APIs



SQL Server Database & Gateway 

• SQL Database for Reporting 
Data

• Database design for 
reporting– This is important

• Understand key data elements 
needed for reporting

• Power BI Gateway
• Bridge between on-premises  

database and Microsoft cloud 
service



Using API to extract data
PyTenable
https://pytenable.readthedocs.io/en/stable/



Automating the ETL programs

• Build Programs
• Test, Test, Test
• Set up Scheduled Jobs
• Log and monitor



Power BI Report Development

• Using Power BI Desktop
• Connecting to SQL / Data 

Source
• Dataset Modes

• 3 Types (Import, Direct 
Query, Composite

• Import Mode
• Very Fast
• Compressed
• Some limitations 



Key Metrics & Reports 
• Scan Coverage
• Percent of hosts with 

overdue vulnerabilities
• Sev1, Sev2, Sev3

• Average Vulnerability Age

Executive Summary
• Limited filtering
• Ability to drill into weeds 

(data details)
• Visuals and Trends

Technical Report
• Similar to Executive
• More filtering capabilities 
• Drill-Thru reports more 

detailed fields



Executive & Technical Reports



Drill-Thru Capabilities



Exporting Data



Questions
More than happy 
to spend more 
time sharing our 
approach to 
vulnerability 
management and 
use of Power BI ☺

Nancy.Skuta@state.mn.us
Neal.Dawson@state.mn.us

mailto:Nancy.Skuta@state.mn.us
mailto:Neal.Dawson@state.mn.us
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