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Effective Vulnerability
Management...through Relationships

* Building relationships to drive results-oriented
remediation

o
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Agenda

« About the State of Minnesota
* Overview of Vulnerability Management
e Power Bl
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About Neal & Nancy

Neal Dawson Nancy Skuta

« Supervisor of Threat and « Lead Security Analyst
}I_/gar%?rablllty Management + 20+ years state service

« 20+ years state service ) %gégﬁg%\’f\ﬂgg Enterprise

* 14 years with Enterprise * Enjoys finding solutions to
Security Office c0|an3|c/)Iex Vulnerabilities and T

« Loves technology, problems
progrataming. and data « Avid traveler, hospice volunteer,

alyties - o and enjoys walking and hlklh_?
* Enjoys biking, hiking and both on familiar and new trails

watching kid’'s sporfing events.
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Minnesota IT Services

MINNESOTA
IT SERVICES

 Minnesota IT Services (MNIT) is the
central IT organization for the State of

Minnesota ... T
e« CIO, Tarek Tomes, appointed by the =—
governor PP Y b an
« MNIT delivers IT Services through a 2,400+ 2,000+ 540+ 114+ million

People employed by MNIT Applications supported IT projects tracked Visits to state websites in 2021

hybrid model of service delivery
« 13 Chief Business Technology Officers

 MNIT Teams support agency-specific
applications,
* Enterprise Services

 Provides services that maximize efficiencies
and reduce costs

« services include tools like email, desktop
support, and telephone services.

 MNIT charges enterprise rates for its
Enterprise Services Tarek Tomes, CIO

@C'I’BEH SECURITY  12th Annual Cyber Security Summit | October 24-26, 2022 . qybersgcurltysul?‘imltor‘gx >




Enterprise Security

Ciso

Line of

Deputy CISO, Business
John Israel i

Security

Identity and
Access
Management

Human
Government Services

Secure General

Engi i Transportation Public Safety
ngineering

| |
Information Threat and
Security Vulnerability Heath Education Environment
Response Team Management
]

Security Application
Operations Security

Forensics Vulnerability

Scanning

-
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Threat and Vulnerablllty Management Unit (TVMU)

L\ T . A
I.

« Team of 10 security professionals

« Application Security
* Vulnerability Management Service

* Responsible for vulnerability
management for the executive branch

m MINNESOTA
. Provide services for the AG and SOS offices IT SERVICES

* Expanding into service offering to counties
« 77 agencies, boards, and commissions
» Scan over 60,000 computing devices
» Currently Using Tenable

@WBEHSECUQM’ 12th Annual Cyber Security Summit | October 24-26, 2022
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Vulnerability Management - What is 1t?

* The process to identify and
resolve vulnerabilities on

information systems ’
* Regular scans to identify
L] 4

Inventory

vulnerabilities and
resolutions

* Work with operational Reseie
teams to resolve the

vulnerability \ /

Prioritize

-
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Approach to Vulnerability Management

« Shifted Approach

« No More 1000-page reports

« Hands on / Build Relationships

* Drove, walked, biked to Agency Locations-
* Roseville, Apple Valley, Minneapolis
 Met in person
» Solved technical challenges
« Implemented monthly meetings

» Utilizing PowerBI

* We are all part of the same team and all part of securing
our State systems

@WBEHSECUQM’ 12th Annual Cyber Security Summit | October 24-26, 2022 QYbef§?curltySUI7{IMIt org Z



Power Bl

* Microsoft Reporting Platform-
“Next-Level Data
Visualizations”

* Very Fast
- Can handle large data sets 22 = il
» Easy to drill in and filter T

» Saves time and provides
efficiencies

@WBEHSECUQM’ 12th Annual Cyber Security Summit | October 24-26, 2022




L S REe—— e e S

Getting Data to Power BI

» Automation of Vulnerability i
Management data to S ——

Findings e 74 @

o p https://cloud.tenable.comjassets Python Shell Node PowerShell Ruby ’
r r ] roups
e a I O a a a a S e B
Users AUTHENTICATION © HEADER

Note: You can use the POST fassets/export endpoint to export data for all assets. For
VULNERABILITY MANAGEMENT more information about exporting assets, see Retrieve Asset Data from Tenable.io. Header  x-»

S e rVe r Access Groups vl
Requires BASIC [16] user permissions. See Permissions. btk

Access Groups v2

Agent Config $

Agent Exclusions

* Tenable API and Python osren

AgantBuk-Operations Your API calls will appear here. Make a request ta get started!

daily updates .

Get asset details [ cer ]
@ 200 »

Update ACR Returns a list of assets. <

° Move assets
® 403
|
e Merlin- IT data warenhouse T S PP

Import assets [ rost ]

List asset import jobs [ oer ] @ 429 < EaniE Exapies
Returned if you attempt to send too many requests in a specific period of time. For more «

Get impert job information information, see Rate Limiting.

L]
Asset Attributes
. Click Try it! to start a request and see the response here!
Ald Lo @ Updated 7 months ago Or choose an example:
Credentials

4 application/json
Editor & R a5 i U
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Report, Resolve, & Confirm

 Program revolves around these processes

Clear Expectations (Standards)
Metrics

Communicate the information to appropriate
teams

Dedicated meetings with MNIT IT Teams
(monthly / quarterly)

* Currently 40 ongoing meetings

* Enterprise teams - bi-weekly or monthly

+ Agency application teams -- quarterly
ldentify and track vulnherabilities based on
application group and severity level
Vulnerability information is prioritized

Remediation expectations clearly
communicated

Emphasis on relationships

MINNESOTA
IT SERVICES

m MINNESOTA
IT SERVICES

BWSR Vulnerability Review

August 4, 2022

. : ~ JImey =0
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Vulnerabilites

 With the number of CVEs
identified on an annual
basis it is critical to prioritize
vulnerabilities
based on risk

* https://nvd.nist.gov/vuln/search

€ CYBER SECURITY

Search Parameters:
» Results Type: Statistics
= Search Type: Search All
» CPE Name Search: false

Total Matches By Year

20,000 F
12,000
16,000
14,000

12,000

# of YWulnershilities Maating Specified Limitations

10,000

8.000

5,000

4 000

2,000

ﬁﬁﬁ@@ﬁﬁﬁﬁ@ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ@f%@$$$$@@ﬁ$ﬁ
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https://nvd.nist.gov/vuln/search

» A set of 8 Control Requirements

* MNIT Required to comply with control requirements

« Use Tenable VPR rating over traditional severity ratings, such as
CVSS

» Based on risk and considers current threat landscape

@C\’BEHSECUQH}E’ 12th Annual Cyber Security Summit | October 24-26, 2022 . beersecurltysun‘flmltor_gx
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MNIT Standard and Mappings

Sev Risk Rating Remediation Internal External | Additions
Rating Expectation Scans Scans
Vulnerabilities that pose the |7 days * 9.0-10 |*Other Threat Intel or
highest risk to State systems Activity specially
1 or data and require immediate targeted at State of MN
attention.
Vulnerabilities that pose great | 30 days 84-10 | 7.0-8.9
5 risk to State systems or data.
Vulnerabilities that pose a 90 days 6.0-8.3 4-6.9 [Vulns with Critical
3 moderate or indirect risk to Severity rating with VPR
State systems or data <7.0
Vulnerabilities that only Next <6.0 <4
4 expose non-critical system maintenance

information.

cycle

12th Annual Cyber Security Summit | October 24-26, 2022

» Use Tenable Vulnerability
Priority Rating (VPR) over
traditional severity ratings,
such as CVSS

« Based on risk and considers
current threat landscape

¢ https://mn.gov/mnit/assets/T
hreat%20and%20Vulnerabili
tvy%20Management%20Stan
dard tcm38-323798.pdf

cybersecuritysummit.org


https://mn.gov/mnit/assets/Threat%20and%20Vulnerability%20Management%20Standard_tcm38-323798.pdf
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Metrics— Current Posture

Hosts w/ Sev1 Vulns Hosts w/ Sev2 Vulns Hosts w/ Sev3 Vulns Hosts w/Sev 4 Vulns
* You would choose your o
specific agency and make /' 4
notes accordingly. Example 5 > WE X Wmyw 37 3
below: 35 0 355 355
Vulnerability Distribution
* 94% of hosts reached with
authentication o
®java
* 5 workstations with a Severity S
1 Bieio
®brov
» 28 Hosts with one or more o
Severity 2 vulnerability o
®ms_mail
* The largest category is Java e
®app
7/19/22 10
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Vulnerability Metrics -Trends

Workstation Vulnerability Metrics — Trend Data

Percent of Hosts Scanned by Date & Sev Level

Severity Level @sev1 @sev2 @sev3

9/26/2021 11:00:25 PM
sevz 3%
® sev3 20%

Percent of Hosts Scanned
&

Vulnerabilies per Host Scanned by Date and Sev Level

Severity Level @sev1 @sev2

9/26/2021 11:00:25 PM
sev2 0.08

-

® sev3 069

Vulnerabilies per Host Scanne

/’- -
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Metrics— Posture by Responsibility

/
/
Jof

Division of Labor — Workstations
* Endpoint Team * Admin Application Teams
Hosts w/ Sev1 Vulns Hosts w/ Sev2 Vulns Hosts w/ Sev3 Vulns Hosts wiSev 4 Vulns Hosts w/ Sev1 Vulns Hosts w/ Sev2 Vulns Hosts "f" Sev3 Vulns Hosts wiSev & Vulns
(Blank) B 24 y 280 ) (Blank) (Blank) | 5 218 (Blank)
355 I| o ) 55 1| o 355 355 0 355 fif ¢
Vulnerability Distribution Vulnerability Distribution
App Grou|
i “ pppppppp
o ®j
obic o4
@oth @m
o ®ap,
7/19/22 11

-

- cybersecuritysummit.org
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* Numerous versions of Java detected

* 355 Workstations detected with Java il
1.8.0_282

* 205 with Java 1.5.0_17

* 154 with Java 1.6.0_75 orom

* Majority coming from the use of
tools with Java embedded in it

database
ms_server_apps

app_server

e,

YBER SECURITY

Count of Hosts by Java Version

8.322.06.1

ost Prevalent

1.11.4528 1114822

Number of Hosts

419

Total Instances

605

Agency Hostname oS OS Build System User P Java Version P'ath Vendor Last Scan Date
Administration G02-1949882 Windows 10 21H2 192.168.1.21 1.6.0.29 D:A\Windows\System32\ unknown 8/4/2022 4:04:14 Al
Administration G02-1949882 Windows 10 21H2 192.168.1.21 1.6.0.29.11  D:\Program Files\Java\jre6\ Oracle Java 8/4/2022 4:04:14 Al
Administration G02-1949882 Windows 10 21H2 192.168.1.21 1.6.0_05 D:\Program Files\)ava\jre1.6.0_05\ unknown 8/4/2022 4:04:14 Al
Administration G02-1949882 Windows 10 21H2 192.168.1.21 1.6.0.03 D:\Program Files\Java\jre1.6.0_03\ unknown 8/4/2022 4:04:14 Al
Administration G02-1949882 Windows 10 21H2 192.168.1.21 1.6.0_00 D:\Program Files\Java\jre1.6.0\ unknown 8/4/2022 4:04:14 Al
Administration G02-1949060 Windows 10 21H2 Anbar Ahmed 10.77.121.184  1.8.0.291.09 Ci\sqldeveloper\jdk\ Oracle Java 8/4/2022 12:25:23 }
Administration G02-1839473 Windows 10 21H2 Kari Suchy 10.77.253.171  1.11.54.26 C:\Program Files\Tableau\Tableau Reader 2022.1\bin\ Azul Zulu Java 8/3/2022 6:38:39 P}
Administration G02-1847429 Windows 10 21H2 Antonette Johnson 10.77.253.157 1.11.54.26  C)\Program Files\Tableau\Tableau Reader 2022.1\bin\ Azul Zulu Java 8/3/2022 4:28:19 P}
Administration G02-1647707 Windows 10 21H2 10.77.120.228 1.11.52.14 C\Program Files\Tableau\Tableau Reader 2021.4\bin\ Azul Zulu Java 8/3/2022 8:25:32 Ph
Administration G02-1852979 Windows 10 21H2 10.77.121.213  1.11.52.14  C)\Program Files\Tableau\Tableau Reader 2021.4\bin\ Azul Zulu Java

Administration G02-1874614 Windows 10 21H2 10.0.0.42 1.11.52.14 C\Program Files\Tableau\Tableau Reader 2021.4\bin\ Azul Zulu Java 8/4/2022 6:52:07 Al
Administration G02-1878388 Windows 10 21H2 10.77.121.143  1.11.52.14  C\Program Files\Tableau\Tableau Reader 2021.4\bin\ Azul Zulu Java 8/4/2022 1:25:11 Al

12th Annual Cyber Security Summit | October 24-26, 2022
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Highlights of Key Vulnerabilities

Application Severity 2 Vulns

« Highlight application related vulnerabilities * Highlight application related vulnerabilities

* Include appropriate details, example below: * Include appropriate details, example below:
* GXX-1874288, Kevin Jones * GXX-AVIGILON1, Sue Smith
* C:\junk\ase6\jdk1.7.0_45x86\jre\bin\java.exe * Path: C:\Program Files (x86)\MegaRAID Storage

Manager\JRE\bin\java.exe
* Installed version: 1.7.0_45
* Installed version: 1.6.0_24

* Can the java be removed from the Junk
folder? * MegaRAID Storage Manager

v12.08.03.0300 [version 12.08.03.0300] [installed
on 2013/02/01]

* Can the MegaRAID Storage Manager be
updated?

8/5/2022 16
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End of Life Technology

Application EOL & Life Cycle

ArcGIS 10.2 - July 01, 2019

ArcGIS 10.3 - December 01, 2020 _
Server 2012

T -15 Months

* Identify the percent of
Windows Servers in the
POSth’ESQL 10.12 - November 10, 2022 Agency that are on a Server
2012 platform

PostgreSQL 14.0 - November 12, 2026 * It is not to early to start

planning for a migration off of
2012!

ArcGIS 10.8. 1 - March 01, 2026

PostgreSQL 9.6 - November 11th, 2021

Tableau versions 2019.3.x, 2019.4.x, 2020.1.x, 2020.2.x, and 2020.3

* Windows Server 2012 and
2012 R2 - EOL 10/10/2023

https://www.cisecurity.org/bIoglend-of%gpport—repork-list/

8/5/2022
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Some Good News

Number of Vulnerabilites Mitigated in Accordance with the Standard in the Last 30 Days

* Add in information

on the number of 30(3”91 ?
Vulnerabilites

remediated for the

Agency/Group you

are working with

7/19/22
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* Workstations * Servers

L Update or Remove Adobe After Effects on BXX-
321987

U Remove Google Chrome from the user profile

on BXX-123456 Outlook 2016, and Adobe Flash, Remove

unneeded software
(JRemove ArcGIS 10.3 on CARP-1

U Update SQlLdeveloper - 16 Workstations

U Ensure the SCCM Client on GXX-18903 is in
good working order and ensure delinquent retirements
patches are applied

[ Update ArcGIS Pro - 50 workstations

8/5/2022

(JResolve the WebLogic Sev 1 on GXX19745

(JEvaluate GXXPAWBRDSO01 for Skype 2016,

(JUpdate Apache Tomcat on GXXPAWRX01

(U Continue to work toward Server 2012

s Data  Review  View ) Tell me 12 share (3 Cof
Sax == 2 wrap To Genesal o @, [vorma Bad G . I Awetm v "‘w./o.,
= 3] = Jn | BRI @
v A === == B e . ©§ 5  Condtional Format eutra insert  Delete  Format Stk Find&  Anale  Seesil
A E=EE=E ZEE [ veges cenn $-% 2 | 94| e & st v Faer Select Cata
[ )
os i~ sevrty vt = [VP 5cod » | Lot Observed [ e e
€ Wisers\adbeldk\hppDotal ocar WioalaFrelan
o
ke [ted 1002 52 e 04 w1 s
Apandtistd ppp DagocaaslaFrefen
01
chrown [ired o s smap 02500
pOata\Lccalhsail Firel
0
rkrun [ired 1000 ez 1 s
bl A5 st el e
1903 fied 10002 = sl spym 0
2ozt 1000 o2 sfuz o snn/a0azs00
ke [ted 1002 e sl smam
2ozt = /5 sno0azs00
Jonkeswn Jred 20003 o 5. s s
okmown [ired o s s 02002500
vk [t 10002 ooz 2. i smam
oz e 10002 = spen s fioja0azsce
3 Aoy stz |10natz Windoms 10 1603 [ted 1000 et 54 semal  saun snnanazs:
» IEZH May Core O3 Patch rowsers Remots Desktop Cliert Apple T el dbustil Driver Gisco AnyConnect Windaws SeriousSAM HiveNightmar LogdjSevis  Java Sevzs Flash, MSXML 4 Unsupported 03
oady M ) = e—
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TVMU Goal & Outcomes

e Goal:

* To work collaboratively with
MNIT teams to secure our
systems!

e Qutcomes:

« Remediation timeframes have
improved

e Reduction in vulnerabilities
and risk exposure

e Teams reach out to us

-

@;‘ CYBERSECURITY  12th Annual Cyber Security Summit | October 24-26, ;"'qj{bersecuritysulji";{ﬁit.org



Power Bl

How the State of Minnesota security team utilizes Power Bl for
Vulnerability Management

-
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Power Bl - Uncovered

* API
« Database & Gateway

 Extract, Transform, Load
(ETL)

e Power Bl Environment

@CVBEHSECUQ%E 12th Annual Cyber Security Summit | October 24-26, 2022 cybersecuritysummit.or
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Using Scanning

4« = C & developer.tenabl

Tools API

(@

* Web API

« Tenable utilizes REST API
endpoints.

« Programmatically interact
with the platform

« Can execute scans
« Create scan polices
« Export data

» Simple to use (after learning
curve)

« Multiple Languages and
Scripts

AP Explorer

Agent Exclusions
Agent Groups
Agents
Agent Bulk Operations
Assets
Asset Attributes
Audit Log
Credentials
Editor
Exclusions
Exports
Export vuinerabilities

Get vulnerabilities export
status

Download vulnerabilities
chunk

Cancel vuln export
Get vuln export jobs
Export assets

Get assets export status
Download assets chunk
Cancel asset export

Get asset export jobs
Export compliance data
Get compliance export
status

Download compliance

) CYBER SECURITY

Documentation

e gooooppee e g@

AP| Explorer  Recipes  Changelog

Export vulnerabilities ©
@D nttps:flcloud.tenable.compvulnsfexport

Exports vulnerabilities that match the reques

Important: Administrator users also need at |
permissions for the asset objects they want t
permissions for the All Assets object for all at
endpoint, see guidelines and limitations desc
Tenable.io.

Requires ADMINISTRATOR [64] user [
control permissions for the asset objes

YOUR REQUEST HISTORY

0 Calls

Your AP! calls will appear here. Make a request to get st

BODY PARAMS

num_assets int32 required
Specifies the number of assets used to chunk the vi
vulnerabilities export is split up by number of asset
exported data of a chunk is the sum of all the vulner
assel in that chunk. The range for number of assels
minimum of 50 (the default size) to 2 maximum of 5
value outside this range, the system uses the upper
value

include_unlicensed boolean

12th Annual Cyber Security Summit | October 24-26, 2022

Community

LANGUAGE
[ 4
LANGUAGE
e /4
Python Shell Node

AUTHENTICATION ®

Header

X-ApiKeys

INSTALLATION

$ python -m pip install req

REQUEST
import
= "https://cloud.tenab

"accept": "application

1

2

3

4

5 = {
6

7 "content-type'": "applid
8

9

10

Nnda

Search

& .

PowerShell Ruby
C

@ c#

B C++

@ Clojure

e Go

@ HTTP

& Java

55 JavaScript

K Kotlin

Objective-C
OCaml

PHP

R
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Vendor APIs

* Most scanning vendors RA F IDD

have APIs

» Actually, most tool tools |
have APIs @ Qualys \\\\:\

CROWDSTRIKE

/

Qualys API
(VM, PC) acunetix

U ser G u |d e Introduction
Ve rS | O n ] O 20 4 Acunetix 360 Rest API allows client applications to view and manipulate scan tasks.

URI Structure

All requests start with the https:/www.acunetix360.com/api/v1 prefix. The next segment of the URI path depe
https://www.acunetix360.com/api/vi/targetgroups.
October 12, 2022

Authentication

@CVBEH SECURITY  12th Annual Cyber Security Summit | October 24-26, 2022 . qybers?curltysul?‘imltor_gx Z
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erver Database & G

SQL S
» SQL Database for Reporting
Data

» Database design for
reporting- This is important
 Understand key data elements

needed for reporting

 Power Bl Gateway

* Bridge between on-premises
database and Microsoft cloud
service L . .__ . OnPremisesEnvionment .

SQL Database

€ CYBERSECURITY  12th Annual Cyber Security Summit | October 24-26, 2022 - cybersecuritysummit.org




Using API to extract data

def getAssets(headers):

try:
counter = 1
i=1
last_week = int(time.time()) - 604800
payload = {
“chunk_size": 5000,
"filters": {
"last_authenticated_scan_time": last_week
¥
}

url = "https://cloud.tenable.com/assets/export"
response = requests.request("POST", url, json=payload, headers=headers)
print(response.json())
export_id = response.json()['export_uvuid']
#check status
url = "https://cloud.tenable.com/assets/export/" + export_id + "/status"
response = requests.request("GET", url, headers=headers)
print(response.json())
chunk_completed=[]
checkjob = True
while checkjob:
if response.json()['status'] == 'FINISHED':
checkjob = False
# url = "https://cloud.tenable.com/assets/export/" + export_id + "/chunks/1"
#url = "https://cloud.tenable.com/assets/export/export_uuid/chunks/chun"
for chunck in response.json()['chunks_available']:
print(str(chunck))
if chunck not in chunk_completed:
url2 = "https://cloud.tenable.com/assets/export/" + export_id + "/chunks/" + str(chunck)
response2 = requests.request("GET", url2, headers=headers)
chunk_completed.append(chunck)
for asset in response2.json():
print(asset)
id = [asset['id']]

# imports pyTenable

from tenable.io import TenahleIO
import requests

import time

def getTestVulns(api_key,api_secret):
last_week = int(time.time()) - 604800
tio = TenableIO(api_key,api_secret)

for vuln in tio.exports.vulns(tags=[('agency','BAH')],severity=['critical’, "high'],last_found

print(vuln)
vuid = vuln['asset']['vuid"]
hostname=vuln['asset']['hostname']

PyTenable
https://pytenable.readthedocs.io/en/stable/

Q. search

Tenable.io

Tenable.sc

Tenable.ot

Product Downloads
Tenable.ad

Nessus

Reports
Cross-Package Tooling
Common Components
Errors

Testing the Library

-

Welcome to pylenable's documentation!

pyTenable is intended to be a pythonic interface into the Tenable application APIs. Further by providing
a common interface and a common structure between all of the various applications, we can ease the
transition from the vastly different APIs between some of the products.

 Issue Tracker: https://github.com/tenable/pyTenablefissues
« Github Repository: https://github.com/tenable/pyTenable

/" Note

pyTenable version 1.2 is the first release to drop support for Python versions less than 3.6. If you are still using any of
these deprecated python versions the 1.1 release will still work, however is no longer being actively developed or
maintained.

Installation

To install the most recent published version to pypi, its simply a matter of installing via pip:
pip install pytenable
If your looking for bleeding-edge, then feel free to install directly from the github repository like so:

pip install git+git://github.com/tenable/pytenable.git#egg=pytenable

Getting Started

Lets assume that we want to get the list of scans that have been run on our Tenable.io application.
Performing this action is as simple as the following:

|
|




* Build Programs Cx
e Test, Test, Test o

» Set up Scheduled Jobs
Log and monitor

@) CYBER SECURITY

*
e 1

fdataftyefscrlptsfrunEtlJnhs sh
fdata/tye/scripts/runGetPlugins.sh
fdata/tye/scripts/dostuff.sh
fdata/tye/scripts/runCloudInventory.sh
fdata/tye/scripts/dothings.sh

2-38/2 * * /data/tye/getNvdCisa.sh
ek@mysuperserver ~]%
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Power Bl Report Development

Excel  Power 8
« datasete

=1 Untitled - Power Bl Desktop Search
L]
° U B | D kt Fle  Home nset  Modeling  View  Help
= e = E[h [r 7 =
Slt |g Power esS Op Gh AN DR B OEE B
Get SCL  Enter Dataverse Recert ransform New Text More !l d
= datav w erver cdata SOUMCAL v datav wisual  box  wvisuals v Asure

. Clipboarc Daa ke
« Connecting to SQL / Data uEuEs
= Search Database = SWlELEl 7
; . S favioom °
File @ Access database Y eWamE
B SQL Server Analysis Services database E m E R Py E
Power Platform Sracla dotulbare Dg_u %“ .
 Dataset Modes
lata fields

Drill through

« 3 Types (Import, Direct e
Quer. Lomposite
e M PO rt Mode e
e \/e ry Fast I

« Compressed
e Some limitations

/’——
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Key Metrics & Reports

« Scan Coverage Executive Summary

» Percent of hosts with . Limited filtering
overdue vulnerabilities . Ability to drill into weeds
« Sevl, Sev2, Sev3 (data details)
» Average Vulnerability Age * Visuals and Trends

Technical Report
« Similar to Executive
* More filtering capabilities

* Drill-Thru reports more
detailed fields
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Executive & Technical Reports

Vulnerability Management Report

Hosts w/ Finding

(Blank) N 3 . 83 B s B s

0 429 0 429 0 429 0 429 0 429

Vulnerability Distribution Percent of Hosts Scanned
94.29%

Vulns By Severity

App Group
®java

@ browsers

@ ms_sernver_apps
®ms_core
®other

@ ms_apps

® ms_office

® adobe

@ ms_mail

@ cisco_apps
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¥ Filters »
£ search

Filters on this page

Overdue (Yes/Mo) TR
is yes

App Graasp
is )

Apphcations
is (AN

Server Remediation Res... ™
is (Al

Workstation Remediati...

i (AN)

Heosinare
i5 GAL

Filters on all pages
Agency v &
Org
5 exeC

Platform
is Desidop

System Type
is (A
is (A}

05 Buid a8

is (A}

SystemiBpp Oumer

-
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Drill-Thru Capabilities

3.85% 1-33%
0.77% -

.54%

Show as a table

Include
Exclude

@ Drill through

App Group
@java
®other

Drill Through - Vulnerability Details @ browsers

Severity 1 Vulnes

Drill Through - Vulnerability Details
® ms_office
@®adobe
®ms_core
@ ms_server_apps

@®web_server
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Labor and Industry

Labor and Industry

Vulnerability Details - Drill

Application G

Labor and Industry

Plugin ID

Vulnerability Name

Oracle Java SE Multiple Vulnerabilities (April 2013 CPU)
Oracle Java SE Multiple Vulnerabilities (February 2012 CPU)
Oracle Java SE Multiple Vulnerabilities (February 2013 CPU)
Oracle Java SE Multiple Vulnerabilities (June 2011 CPU)
Oracle Java SE Multiple Vulnerabilities (June 2012 CPU)
Oracle Java SE Multiple Vulnerabilities (June 2013 CPU)

(

(

(

Oracle Java SE Multiple Vulnerabilities (October 2011 CPU) (BEAST)

Oracle Java SE Multiple Vulnerabilities (October 2012 CPU)

Oracle Java SE Multiple Vulnerabilities (October 2014 CPU)

Windows 10 21H2

Windows 10 21H2

Windows 10 21H2

rity Level

sevd
sevd
sev2
sevd
sevd
sev2
sevd
sevd

sevd

Oracle Java SE Multiple
Vulnerabilities (April 2013 CPU)

Oracle Java SE Multiple
Vulnerabilities (April 2013 CPU)

Oracle Java SE Multiple
Vulnerabilities (April 2013 CPU)

65995

65995

65995

P =

iinerability A

W W W W W W W W W

The following vulnerable instance of Java is installed
remote host :

Path : C:\Program Files (x86)\Appeon\Shared\Power|
Installed version : 1.6.0_24
Fixed version : 1.5.0_45 / 1.6.0_45/1.7.0_21

The following vulnerable instance of Java is installed
remote host :

Path : C\ORA11gw\Home\jdk\jre\bin\java.exe
Installed version : 1.5.0_17
Fixed version : 1.5.0_45 / 1.6.0_45 / 1.7.0_21

The following vulnerable instance of Java is installed,,

ramnte hoet - N
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Exporting Data

W 15 NoOT rnone

(=] Add a comment
] Export data

B2 ' Export data ©
=1 Spotlight

) Getinsights

Yath : C:\Program Files (x86)\Appeon\Shared\Powe " i Sortdescending
nstalled version : 1.6.0_24 1% sort ascending

‘ived version @ 1.5.0 45 /1.6.0 45/ 1.7.0_21

fulnerability

"he following vulnerable instance of Java is installe
emote host :

Sort by

R

"he following vulnerable instance of Java is installed System Type
emote host : is (Al

Which data do you want to export? X

Export your data in the format that suits your needs. If you have a lot of data, the number of
rows you export might be limited depending on the file type you select. Learn more

o

=

Data with current layout

Export this data in the same
layout you see now, but

without any icons, colors, or
other formatting you added.

File format:

xIsx (Excel 150,000-row max)~

¢
&

Summarized data

Export the summarized data
used to create your visual
(for example, sums,
averages, and medians).

-
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Questions

More than happy
to spend more
time sharing our
approach to
vulnerability
management and
use of Power Bl ©

Nancy.Skuta@state.mn.us
Neal.Dawson@state.mn.us

@CVBEHSECUQ%E 12th Annual Cyber Security Summit | October 24-26, 2022 cybersecuritysummit.org
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