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ldaho National Laboratory (INL)

Overview of Cybersecurity Research,
ICS COP w/focus on Cyber-CHAMP®

Building the Critical Infrastructure Cybersecurity
Workforce of the Future
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Hands-on training
and applicable
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education

unfilled cybersecurity
jobs globally in 2021
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https://cybersecurityventures.com/jobs

N&HS ICS Workforce Development Mission

Address the most critical control systems challenges that require a national
collaborative, inter-disciplinary environment

Accelerate
workforce
development

Support demand
for control system
cybersecurity talent

Enhanced
partnerships

culture change \*

in engineering
Increase cybersecurity
of systems deployed

and under
development

Advance control
systems
cybersecurity gaps

J

CURITY  12th Annual Cyber Security Summit | October 24-26, 2022 beers?curltysum




Leading Out on ICS Workforce Development

Industrial Cybersecurity Community of Practice (ICS COP)

Consists of over 300 participants worldwide, 100+ entities, 25 countries
From industry, academia, and government with bi-annual public

workshops

Sub-group meetings on workforce development, curriculum and

education standards, hands on training...
Impacts / Outcomes

Focus of Idaho Cyber Research Project ICS COP driven
Partnerships formed for grants and future funding
Standards work being moved forward on several fronts:

ISA
NICE/NIST

Opportunity to demonstrate capability and expertise at national scale
Industry visits to validate and utilize Cyber-CHAMP
Model and process gaining national/international attention

BUILDING
AN ITNDUSTRIAL
CYBERSECURITY
WORKFORCE

A Manager’'s Guide

—

é Idaho State University m Idaho Maotional Laboratory

INDUSTRIAL CYBERSECURITY
EDUCATION AND TRAINING WORKSHOP
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Cyber Workforce Development “Gap”

Companies do not know what they do not know
about their cyber workforce development.

How can an organization tackle its cyber workforce needs?

Q

Assess cyber Identify most effective Determine competency-
“health” and organizational cyber based training needs and
“maturity” structure recommendations

How do organizations create an effective cyber workforce development program?

-
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Cyber Competency Health and Maturity Progression

Model (Cyber-CHA
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Strategic Al

Replidtadastlinadcytmrahizieechvigietarget roadmaps

DIRECTION

STRATEGY

GOALS

#

Security strategy
alignment with business
goals

Known gaps and
direction for

TRACKING

PROCESSES

MATURITY

ey

Measured policy/
process maturity

Established targets

EFFICIENCY

PRACTICES

COMPLIANCE

Verified
policy/process
compliance in
practice
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Organizational Allgnment
Abpiiraghs Aselyus Eosiltirau BoBpO s Tegapization

COMPETENCY ACROSS

SECURITY PRIORITY SECURITY INITIATIVES Py ke
STRUCTURE SECURITY EDUCATION, JOB ROLE GROUPINGS AND
AWARENESS, AND TRAINING COMPETENCIES
ORGANIZATIONAL
SECURITY POSITION SETA PROGRAM COMPETENCIES
IT O
Known gaps for Roadmap to build a Organizational
security leadership to solid security competency matrix to
inform organizational education, training, understand security
design that empowers and awareness roles in relation to
and enables security program security functions
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Technical and Management Competencie

Reguttaithorkibvickideweliiorant avaiopaiangnddtmapshase
onsfunctional relesonal roles :

TECHNICAL STAFF

MANAGEMENT RETURN ON INVESTMENT

MAP TRAINING/
CERTIFICATIONS

TASK ANALYSIS

RESPONSIBILITY ANALYSIS

TECHNICAL
JOB DESCRIPTION

&

MANAGEMENT

JOB DESCRIPTION RECOMMENDATIONS

pA¢

Task-based Responsibility/duty- Industry education/
competency based competency training
decomposition for decomposition for recommendations

each position each position

-
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Technical and Management Competencies

Result: Workforce development and training roadmaps

Authorizing Official/Designating Repres
0 tasks selected out o
91 overall (0.00%) and 4 in this
Security Architect (SP-AR
8 tasks selected out o
91 overall (8.79%) and 22 in this 1
Information Systems Security Mana

32 tasks selected out

91 overall (35.16%) and 53 in this

23 tasks selected out
91 overall (25.27%) and 45 in this

9 tasks selected out 0
91 overall (9.89%) and 19 in this 1

17 tasks selected out

91 overall (18.68%) and 28 in this
Industrial Cyber Manager (IQ
0 tasks selected out o
91 overall (0.00%) and 6 in this r|
Other Tasks (OTHH

2 tasks selected out o
91 overall (2.20%) and 2 in this ro

Job Task Analysis Competency
Alignment
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Cyber-CHAMP Competencies

Workforce
Competencies

1alyze / Maintain

>ns should take training from this list, but taking all training is not necessary.

lanaging Professional
SP-RSK-001 SP-ARC-002 OV-SPP-001 OV-SPP-002

ITIL 4 Managing Professional

ertified UNIX Security Administrator GCUX
SP-ARC-002 OV-MGT-001

Awareness

€.\ CYBER SECURITY
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iformation Security Professional GISP
SP-RSK-001 OV-EXL-001

Management Professional PMP
OV-EXL-001

p iional in Business Analysis PMI-PBA

OV-SPP-001

d in the Governance of Enterprise IT CGEIT
SP-RSK-001

Maintain

scurity Practitioner Certification CSX-P
SP-ARC-002

d Security Awareness Practitioner CSAP
SP-ARC-002 OV-SPP-001 OV-SPP-002

Training

courses that may be appropriate for a user's position (e.g. Cisco training for Cisco admins.)

ertified Windows Security GCWN

strator

SP-ARC-002 OV-MGT-001

d Application Security Engineer CASE
SP-ARC-002
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Cyber-CHAMP®O - Cl Sector Guidebooks

Sector and Sub-Sector Guidebooks
« General Work Roles
»  Common Organizational Structures and Issues
« Generic Training Paths for Tech and Managers
«  Common Vulnerabilities vs. Training Needs

outcomes
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Development(WD) Profiles

Example: for the Critical Manufacturing (CM) Sector

» CyManll collaborates with 10-15 critical manufacturing organizations
«  Perform a Cyber-CHAMP evaluation in each organization

« Combine information to form a Critical manufacturing WD profile

Organizations apply the WD profile for the CM sector

* No prescriptive notion in the profile (just a starting place)

- Each ‘future’ manufacturing organization has a WD starting point | .+ hr | g |

- ldeas for WD structure and cyber-ready teams will exist: " 1 o Lk G 1 " i1 Lorbestpions
- Regardless of size of organization ' — —
- Regardless of type of organization

- ldentification of needed roles will begin to form

- ldentification of needed education, training, and cert pathways

will begin to form

= Emom oo X

* Industry and sector dashboards can be developed
- Combining of industry and sector information to provide insight:
- What does a cyber-ready team really look like
- What information can be provided in the CR or Board Room

100

-
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