


The New Offense is a Collective Defense

Ready Set RUN



Adversary – Collective Effort

• Evolution of Ransomware 
Attacks

• Enterprise environment
• Bounty 



Vertical/Horizontal 
Information Sharing
• Cross-sector ISAC/ISAO (e.g. Northeast Ohio 

CyberConsortium - NEOCC)

• Combines many of the benefits of sector-based 
ISACs with those of community networks

• NEOCC was launched following a regional 
conference in late 2015 

• Framework for collaboration (corporate general 
counsels/CISOs)



Civilian Cyber Teams

• NOT FOR Incident Response (STOP PLANNING TO LOSE!)
• For Resiliency 
• For Talent Development
• FOR THE WIN!



Talent Management

• Security Analyst Experience
• Mentorship
• Potential employee
• OR Patriotism! 



Have I changed your mind?

ALONE OR TOGETHER
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