- UNLOGHK
’ . i ™ \ S il
; < o

e 13TH ANNU »J'"" B

 \BYBER SECURITY
oo cybersecurltysumm't org Summ"

yp STLIENC




<) FORESCOUT

TODAY'S THREAT b e |
LANDSCAPE REQUIRES A e
UNIQUE CAPABILITY ki

Shawn Taylor
Regional Technology Officer

Including research and findings from

) VEDERE LABS



https://twitter.com/smtaylor12

AGENDA

O 1 Threat Landscape 03 What can be done?

O 2 Impacts 04 Required Capabilities

:‘ CH’BER SECURITY  13th Annual cyber security Summit | October 24-26, 2023

e e A SUMMIT in =) » D& #cybersecuritysummit #css13 U N LJ G G{\



Threat Landscape
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The device landscape has changed

O 1 ‘ More than 24% of devices are not traditional IT

O 2 Not all devices are equally risky

*+  Example: Chinese state-sponsored actor exploiting vulnerable web servers in IP cameras for initial access into

This major attack surface is being targeted by threat actors in many industries
Indian power grid operators

CYBER SECUR”Y 13th Annual Cyber Security Summit | October 24-26, 2023

www.cybersecuritysummit.org Summ” il‘l e O X 'F #cybersecuritysummit #css13 U N L’ G G H E D 3



The risks are becoming more widespread and complex

PROJECT

The State of
TCP/IP Security: R
What Project

Memoria Foretold [I\] Q (@, )

O 1 Supply chain is a major concern
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02 Insecurity by design remains very relevant in OT CEFALL
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" : : FORESCOUT.
These vulnerabilities can be chained in complex attacks

IN
OT NETWORKS

When Is a Perimeter Not a Perimeter?

() VEDERE LABS
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TCP/IP stacks process every single network packet
reaching a device.

A single network packet can be used to crash a device.

Identifying vulnerable devices is extremely

Project Memoria: challenging.
Why It Matters

Fixes might take a long time to be available, and large-
scale patching might not be feasible.

There is no silver bullet to solve this, but it is possible
to mitigate the risk.

%,

AN
©, y
%,
)
a5 <

0110100

CYBER SECURITY  13th Annual cyber security summit | October 24-26, 2023

www.cybersecuritysummitorg SUMMIT ineD X f #cybersecuritysummit #css13 UNULOG G/

A

.422/5_-@




The Challenges of Supply Chain Vulnerabilities
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Vulnerabilities Set of 59 CVEs demonstrating insecure-
o by-design practices in OT

File manipulation 2% 4 main categories of vulnerabilities:

6% Logic
Authentication manipulation
bypass {\6:}
7
Insecure engineering  Weak cryptography Insecure firmware Remote code
protocols or broken updates execution

authentication

8%
Configuration
manipulation

Vulnerability

types Affecting 12 vendors:
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Compromise of
1% | JTEKT
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RCE by 0o RO i s co a
21% FESTO @”  Scheider
Impact of Vulnerabilities Firmware YOKOGAWA CODESYS
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It is not enough to know that a device or
protocol is insecure.

Risk
Management is

Compllcated To make informed risk management decisions

by LaCI( Of around segmentation, monitoring and hardening
efforts, asset owners need to know in what way

CVES these components are insecure.

Issues considered the result of insecurity by design

have not always been assighed CVEs, so they often
remain less visible and actionable than they ought
to be.
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Insecure-by-Design
Supply Chain
Components

Vulnerabilities in OT supply chain

components tend to not be reported
by every affected manufacturer

» Not immediately clear what
runtime a particular PLC uses

— Lack of Software Bill of Materials
(SBOM) and the complexity of
product supply chains
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Vulnerabilities on an important supply

chain component of OT devices:

ProConOs runtime / protocols

Phoenix
CVE-2014-9195 CVE-2019-9201
Contact
Other
> Unlikely aware of security issues
vendors

=

UNLOC

#cybersecuritysummit #css13

- b 7
" = == “%
Sl
%

£



Impacts
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It’'s about dollars and cents...

RANSOMWARE

0
80% : -

$4.4 million $11 million ~$1 Billion

Financial Motivation Ransom paid to the Ransom paid to Reported Ransom
DarkSide group the REvil group demanded in

Single incidents, not including lost 2021-2022

revenue, investigation and

more than 80% of cyber
incidents have financial

motivation
response, customer notification,

fines and any other costs

CYBER SECURITY  13th Annual cyber security summit | October 24-26, 2023

Y’ www.cybersecuritysummitorg SUMMIT nmeo X f #cybersecuritysummit #css13 U N LJ G G/- |'4 ; D




R4loT, an Overview

The first of its kind

Ransomware for loT

proof of concept for next-generation ransomware

EXPLOITS ENCRYPTS DISRUPTS
IT OoT
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The Attack
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The Attack in loMT
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So..what can be done?

O



How Mitigation is Possible: Three Important Observations

1. Attacks are not . 2. Cybercrime-as-a- : 3. Most tools and
immediate and fully : service means that : techniques they use
automated 1 there are up to 5 are well-known
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The Mitigation
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The Mitigation in loMT

A
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Required Capabilities
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Who

Security System

Integration Information

Infrastructure

Integration

Passive

Sensors Threats

Active

Misuse

Probes

= Potential Target

Segmentation Response

Seg

Mgmt. Contain

Control

Govern

-
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CAASM Network Access Control Threat Detection & Response

Attack Surface Management Segmentation Management Managed Detection & Response (MDR)
Asset Inventory Zero Trust SIEM Modernization / Next-gen SIEM
Asset Visibility OT / loT Security SOC Consolidation (SOAR, UEBA, TIP)
Risk Prioritization Medical Device Security Log Storage / Compliance
Device Compliance Risk & Threat Containment Threat Hunting

REM NAC XDR

FORESCOUT FORESCOUT FORESCOUT
RISK & EXPOSURE MANAGEMENT NETWORK SECURITY EXTENDED DETECTION & RESPONSE

FORESCOUT PLATFORM

Discover | Assess | Govern | Protect

Classification Orchestration Security Analytics Policy Enforcement | APIs / Ecosystem I
T loT

oT

Compliance
Frameworks

Managed / — 5 Un-managed /
2 0 ® @ @ 22 9 v o G

Forescout Mission: Continuously identify, protect and ensure the compliance of all cyber assets across the modern organization.
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