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Designing Cyber-Resilient Medical Devices

Nancy Brainerd, CISSP/CIPP
Senior Director, Product Security Office
Medtronic

The definition of a medical device encompasses not only capital equipment, but also surgical instruments,

patient monitoring, implantables, and even software. The breadth and variety of the field, combined with the
critical importance of med devices to life and safety, requires a deliberate, focused approach to cybersecurity

to ensure that they are resilient throughout their life cycle.
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Medtronic’s Global Security Office (GSO) and Product Security Office (PSO)

The blend of Enterprise Security and Product Security

v' The GSO reports into the Global IT Medical Devices — Capital Equipment, Implantables, X
function. The PSO reports into Corporate Etc.
Quality. Medical Devices — Cloud, Data, Systems, Mobile Apps, X X
v" Both teams have a mission to ensure Etc.
CIA” (Confidentiality, Integrity, and Enterprise IT Systems (SAP, Office, X
Availability) within their programs.
v’ There is both bifurcation and overlap of Manufacturing (Make, Build) X X
duties, and the teams remain tightly
connected in support of each other’s Distribution/Supply Chain X
missions. Third Party M . ”
v Relationships within Medtronic along rd Farty Mlanagemen
with external parties are maintained both External Regulatory Interaction X
independently and in coordination,
depending on the circumstances. External Cyber Industry Interaction X X
Customer Interaction X X
Law Enforcement Interaction X
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Security and Privacy By Design

Questions -

1. What Are We
Working On?

2. What Can Go
Wrong?

3. What Are We Going
To Do About It?

4. Did We Do A Good
Job?

v v v

Assets to Protect

Technical Risks

[Threats, Vulnerabilities, Exploits, Impacts,
etc.]

Control Requirements

[How Technical Risks are Reduced
e.g., Eliminate or Mitigate]

Review & Testing

[Verification, Validation
& Penetration Testing]

- Answers
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Security Lifecycle Vigilance

Traditional
Frequency of Use / Environment

“Living” Risk Availability of Consumables & Spare Parts

Product Development

Process Assessment Cost of Consumables & Spare Parts
Opportunity Costi.e., Use Newer Devices
Compliance w/ Evolving Regulations

Post )
Patching / Vulnerability

Market itori Cyber
Upgrades Monitoringw/ Use Case e.g., Move to In-Home Care

Activities SBOM Availability of COTS/SOUP Updates
Security of Technology e.g., SSLvs. TLS
Ability to Patch / Upgrade
Logging/ Compliance w/ Evolving Regulations

Analysis End-of-Support

Develop  Transfer - End-of-Life ) NN N

FDA21CFR821.10-821.60
Medical Device Tracking Requirements

Secure Development “Useful Life" Decommission/Secure Disposal
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Security and Safety Risk

Product Risk Management

4 N\
Evaluate Risks to — Evaluate Risks to
Cybersecurity Assess Risks with Safety
w‘v - Safety Impact

4 N\

Prioritize Mitigations Prioritize Mitigations
g J
) - g

Take Action to Control Take Action to Control

Cybersecurity Risks Assess Impacts of Patient Safety Risks

~ - Safety/Cybersecurit
Controls

Report: Productis Secure Report: Product is Safe
- J

Lifecycle Vigilance
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Lifecycle Management and Regulatory Guidance
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Us, 2014

Cybe rsecu rity and the Total PrOduct Life Cycle Japan, 2005 AUS, CAN, 5G, GER, South Korea, 2018 EU MDCG, IMDRF, 2020
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MDM communicates End of
Life and timeline for End of

\

Support to customers with
Design devices under a secure expected support to be
development framework provided until date is reached

|

{Maling 3 device EOL triggers . (Devices in this phase are considered
this phase.) - legacy devices |

r | Customer begins planning for

1 e Full transition of responsibility
| activities and end of support as

| 1 % from MOM to customer
‘ g |  commonicated from MOM | (no further support provided)
m Customer Responsibilities ‘
| and Expectations
;;:gz; f;:v::!:t‘z:::of:::m{.'dﬂﬂd) follows regional guidance for medical device responsibilities. Support levels may vary and os Us, 2005 Ching, 2017 i US, EU, CAN, IMOR, AUS, J,FR [draft), KSA, 2019 _'l_J;B—(—)'E) China, Japan, 2001
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When Cloud Meets Medical Devices
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Questions?
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