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Navigating the AI Frontier – From Ancient Dreams to 
Cybersecurity Realities

An AI Odyssey
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What is AI and Cybersecurity
Artificial Intelligence (AI): 

The ability of computer systems to perform tasks that normally require human intelligence

Convergence 
• Machine learning for threat detection 
• Automated response to attacks  
• Adaptive cyber defense  
• Fraud detection  
• Vulnerability management  
• User/entity behavior

Cybersecurity: 
The practice of protecting computer systems, networks, programs, and data from unauthorized access or attacks

Divergence 
• Offensive vs defensive aims  
• Long-term aspirations  
• Openness vs security  
• Rapid innovation vs robustness 
• Automation vs human oversight 
• Individual systems vs societal 

impacts
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An AI Odyssey – A Brief History

Now

ML Model 
Combinations

Compute 
Expansion

The Term AI 
First Used

Virtual 
Assistants

ElizaThe Turing 
Test

1955 2010’s1966 2000’s 20191900-1950 1970 – 1980s
AI Winter

• 250 BC - Ctesibius  
• 1600s: symbolic reasoning  
• 1700s: thinking machines 
• 1800s: analytical engine 

and machine consciousness

1960
Concept of 

cybersecurity 
and insider risks

1971 - ARPANET hacked
1979 - Petrov’s malware

1989 - Poulsen Porsche
1988 - Morris Worm

1980 – Anderson’s IDS 
Concept

Software 
vulnerabilities 
Laws address 
cybercrime 
Data breaches  
Identity theft

1990’s – 2000’s 2010’s - 2020 
2016 Hackers use neural 
networks to mimic voices 
for impersonation in fraud 
attacks. This 
demonstrated AI's 
potential for cybercrime.

400 BC – Greek 
Story of Talos

• A giant bronze automaton who 
protected the island of Crete 
from invaders and pirates 

• Only weakness: a single vein in his 
body plugged only by a single nail

• Tricked by Medea to knock out the 
nail by clicking his ankle on a rock
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AI Evolutionary Trees
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Cyber Evolution

Raffael Marty – Blog (https://raffy.ch/blog/)
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Benefits and Threats of LLM’s
ChatGPT Maximum Threats 

•  Social engineering 
•  Generation of malicious 

code 
•  Reward hacking 
•  Code weaponization 
•  Poison data generation 
•  Harmless curiosity 
•  Hallucinations

Benefits 
•  Threat pattern analysis 
•  Automated responses 
•  Debugging and Coding 
•  Pair learning activities 
•  Simulations / Planning 
•  Privacy / PHI / PII 
•  Multi-lingual
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Insider 2.0: Going Beyond the Human Insider
1. No longer just the ”Ghost in the Machine” 
2. Threat models are not prepared for this type of activity and need to expand, especially as AI 

becomes even more sophisticated 
3. The convergence of AI and cybersecurity will become more tightly entwined 

Pros 
• Privileged accounts are a 

vector of abuse 
• Manipulation 
• Intentionally designed with 

harmful objectives 
• Biases that cause insider 

accidents 
• “Desire” to answer creates 

artificial “curiosity”

Cons 
• Overreaction because of 

limited sophistication 
• Lacks human needs for 

greed or dissent that often 
drives insiders 

• Can’t take unpredictable 
malicious actions 

• Design constraints 
• Innovation limitation

Mitigations 
• Strict access controls, 

monitoring, sandboxing 
• Testing of models for bias, 

manipulation, adversarial 
threats 

• Transparent design 
principles 

• Oversight using governance 
• AI versus AI
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Live Session
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Thank You!
Does anyone have any questions?

For me or ChatGPT


