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Dev and Sec today
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Problems
today

e Frustration of interrupted work items /
sprint planning

e Ignorance to being the source of a
vulnerability

e Assuming malice (of the security
team)
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Figure 1: Infernal Quadrant for Security Obstructionism (SecObs)
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Security has been tasked to protect,
and that’s what we’ll do at all costs! e T
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Problems
today

e “And | suppose a princess just does
as she’s told?”




What kind of security organization do you have?




Why are we still trying to fix this?

Shutting down
modernization
initiatives

Change is hard

October 24th, 2023

Slow down
adoption of
new tech

No time to change
again, we’re constantly
changing and we have
fatigue

Not the right
audience

Who built the tool
that the developers
are now using?
Was it developers?

Driving Cultural Change

Interrupted
Flow

Is other work impacted
because we're
constantly switching or
needing to create
reports to talk about
what’s happening?

Common Space

Where are we
talking about this?

@brntbeer O
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What is InnerSource?

%

The application of open source principles to internal The core principles of open source
company software development and community collaboration within
the walls of an organization.

This involves building an internal
community, collaborative engineering
workflow, and culture

A journey to culturally transform towards a sharing economy



The GitHub experience

A single platform / Security at

for your tools to a every step of
plug into C\ the workflow
g9~ — a
Collaborative tools for Powered
iInclusive By Al

conversations
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; git:(bra ) git push

remote: : Secrets detected! This push failed.
remote:

remote: GITHUB PUSH PROTECTION

remote:

remote: Resolve the following secrets before pushing again.
remote:

remote: (?) Learn how to rewrite your local commit history
remote: https://git-scm.com/book/en/v2/Git-Tools-Rewriting-History

remote:

remote:

remote: — GitHub Personal Access Token

remote: locations:

remote: — commit: c47ff8afclce530798ceb2e064c28fe26c33¢c9%9b
remote: path: src/config/credentials.js:12

remote:

remote: (?) To push, remove secret from commit(s) or follow this
URL to allow the secret.
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Secret scanning alerts / #403

Google API Key

(Open ) GitHub detected a secret on Jan 19

Secret inactive

AIzaSyAQfxPJioujODEOSZieffeBv6yft2Q

Last verified 1 hour ago

©

Remediation steps
Follow the steps below before you close this alert.

@ Review the Google API Key through Google to ensure that the secret has not been used for unauthorized access. Learn more about Google tokens.
2 Check security logs for potential breaches.
{3 Close the alert as revoked.

Detected in 2 locations (__’ggtj‘ ) Give us feedback on issue detections

(@ Using a potential API key #144

@ mcantu commented on Jan 19

l > README.md (O

<

|
() GitHub opened this alert on Jan 19
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Code scanning alerts / #1139

Missing JWT signature check o
—
in main 3 days ago( Tracked by @m,‘
Severity
‘vebooat-\essw/jut/src/u!n/jlvﬂcrv/m-symbout/jwtlmmwm.jm:163 @ )
\_High )
160 return failed(this).feedback("jwt-invalid-token").build();
161 } else {
162 try { Affected branches
163 It jut = . parse(accessToken); O (=R 2
This parser sets a JWT signing key. but the signature is not verified.
() BrightnBubbly-patch-1
CodeQL
164 Claims claims = (Clains) jwt.getBody(); ©  rafskov-d
165 boolean isAdmin = Boolean.valueOf((String) claims.get("admin"));
166 if (!isAdmin) {
\h 2 SRS Tags
( security )
Tool Rule ID Query
CodeQL java/missing-jwt-signature-check View source
A JSON Web Token (JWT) consists of three parts: header, payload, and signature. The L library is one of many © cwe-347

libraries used for working with JWTs. It offers different methods for parsing tokens like m m and
[parsePlaintextivs . The last two correctly verify that the JWT is properly signed. This is done by computing the signature of the
combination of header and payload and comparing the locally d si with the si part of the JWT.

| Show more v

1l

(@ First detected in commit on Sep 4, 2021 in configuration .github/workflows/codeql.yml:analyze/language: java

| ——
< Update README.md (#45) Verified ) 2b6cef9

’ g i T java:163 on branch main

¥ Appeared in branch refs/pull/46/merge on Oct 26, 2021 in configuration .github/workflows/codeql.yml:analyze/language: ja..

I Commit 660bbd37 ( language: java )

@ (@® leftrightleft closed this as false positive on Oct 20, 2022
I (& viidated

o (® leftrightieft reopened this on Oct 20, 2022
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(@ Overview [l Repositories ©) Discussions [ Projects @ Packages A Teams AR People (@ Security |~ Insights 3 Settings
Security Security risk Give feedback
l @ : Alert counts for security features in repositories across the organization

@ Coverage

[~ Overview (Private beta)

Metrics

|22 Coverage (Private beta)

|~ Secret scanning D)
Alerts

{3 Dependabot 5,000+

@ Code scanning 5,000+

£ Secret scanning 2,581

( Q archived:false

(%) ] [ Teams v ] [&Exponcsv]

Dependabot

42% of repositories affected

Repositories
FE )

999 affected 1,350 unaffected
Open alerts

L P ——— ] ]
5,729 critical 22,161 high 17,305 moderate
2,907 low

Code scanning

37% of repositories affected

Repositories
N I
883 affected 1,466 unaffected

Open alerts
G I N | S
13,363 critical 41,352 high 26,516 medium

2,736 low 75,832 informational

Secret scanning

28% of repositories affected

Repositories
EE— ]

674 affected 1,675 unaffected
Open alerts
_—

2,536 alerts

B 2,349 Active T 22 Archived

Sort by: Recently updated ~
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(@ Summar
dependency-review

bs

I € dependency-review > @ Setupjob

> @ Checkout Repository

Run details

® Usage v Dependency Review

&) Workflow file

» Run actions/dependency-review-actiong@v3

¥ Vulnerabilities

< https://github.com/advisories/GHSA-93vw-8fm5-p2if

< https://github.com/advisories/GHSA-93vw-8fm5-p2ijf

» Licenses
» Dependency Changes

@ Post Checkout Repository

@ Complete job

package.json » parse-server4.10.19 - Parse Server is vulnerable to Prototype Pollution via Cloud Code Webhooks (

12 Error: Dependency review detected vulnerable packages.

2s

target/package.json » parse-server@.10.19 - Parse Server is vulnerable to Prototype Pollution via Cloud Code Webhooks (high




O‘\(O\o Collaboration

O Search or jump & Pull requests Issuos Marketplace Exploro public contributor 8%

esh-cojcheckout. Malntainers have been notified and will review your submission.

/SECURITY.md ©

Preview  Code | Blame 41 lines (24 loc) « 2.5% o @ Z Pt mwki © s 3
11 Pull requ ( 0 wiki D Security
Security GHSA-paBc-wmfj-dheq
Microsoft takes the security of our software products and services seriou: which includes all source code repositories managed through
our GitHub organizations, which include M N Net and Xama:
Sensitive information exposu e through Iogs
If you bebeve you have found a security vulnerability in any Microsoft-owned repository that meets M ft finit fa ty B panding the

report it to us s described below.

Reporting Security Issues

fresh- heckout (nf
Please do not report security vulnerabilities through public GitHub issues. @ fresh-co/checkou

Instead, please report them to the Microsoft Security Response Center (MSRC) at htt, ft te-re

mayathepolart

If you prefer to submit without Icvqmg in, send email to s¢ i possible, encrypt your message with our PGP key; please
download it from the M - Key page Woakne

) Description

Ccwe-843

You should receive a response within 24 hours. If for some reason you do not, please follow up via emall to ensure we received your original

message. Additional information can ba found at ft vas found bal search results could include author nformation o

Please include the requested information listed below (as much as you can provide) to help us better understand the nature and scope of ollaborators

the possible issue:

« Type of issue (e.g. bufer overflow, SQL injection, cross-site scripting, etc.) § ., e . entur, at mea brute tibique fresh-cojeheckaut owners
« Full paths of source file(s) related to the manifestation of the issue Autem prompta ¢ : em rep n. M a o nax e, Dicit lab @ maysthepolarbear ~ Author
* The location of the affected source code (tag/branch/commit or direct URL) Lok

« Any special configuration required to reproduce the s T

« Step-by-step instructions to reproduce the issue order Publighers

* Proof-of-concept or exploit code (f possible) ordered list ites
« Impact of the issue, including how an attacker might exploit the issue rdered list item
stitem fresh-co/chackout owners

This information will help us triage your report more quickly.

If you are reporting for a bug bounty, more complete reports can contribute to a higher bounty award. Please visit our M ft Bounty

gram page for more details about our active programs. mayathepolarbear add laborator just v
Preferred Languages
Vie prefer al communications to be in English. &2 C°:':Z<::z:e on a‘z:::::_'lr‘\ p':waxe Start a temporary private fork
Policy

(& Thank you for submitting a disclosure.
Microsoft follows the principle of tod V abiitty osun ed by fresh-cofcheckout owne will be no




IS5 4( Productivity )
|

‘O' < github-actions ( bot ) commented on Mar 28, 2022 ts

Heads up @jhutchings1 @erinhav @exvuma - the "dependabot" label was applied to this issue.

(©)

O @QTBVSte" added the ' security advisory database = label on Mar 28, 2022

O { github-actions ( bot ) commented on Mar 28, 2022 .o
| l | bot

Heads up @jhutchings1 @KateCatlin - the "security-advisory-database" label was applied to this issue.

)
t @

o github-actions (bot ) added the ( requested-1-5 ) label on Mar 28, 2022

i} exvuma added this to Dependabot GHES 3.3 Private Beta on Apr 6, 2022



IS5 4( Productivity )

Multi-checkout: add discount label, switch summary ordering, add purchase

hydro event #294365

) gwwar wants to merge 4 commits into master from multicheckout—feedback (O

(

) Conversation (5 ‘ -0 Commits (4 [} Checks (154 Files changed (3

| Edit || <> Code ~

+132 -63 NEERE

gwwar commented 4 hours ago - edited

Reviewers: Please read carefully. By approving, you support the deployment and mitigation plans as well as the code
change. If anything is unclear or missing, please ask for updates.

Context

Part of github/octogrowth#2779

What are you trying to accomplish?

Changes here:

Reviewers

e github/gitcoin-reviewers is a code owner

. gitcoin-reviewers

Still in progress? Convert to draft

i(°3

Assignees

gwwar

Labels



Powered by Al

Remediation

@ Faster Remediation
[ ]

Quickly re-write vulnerable code with
suggested fixes

@ Context Aware Suggestions

Developers gain a deeper understanding of
findings from security tools

]|
X

GITHUB COPILOT

B leftrightieft

CodeQL identified a SQL injection in this file. Can you help me
create a fix for this issue?

@ oittub copilot

Certainly! One way to fix this issue is to use parameterized queries
instead of concatenating strings. Here's an example of how you
can modify the code to use parameterized queries:

author = request.args.get('author')
read = bool(request.args.get('read'))

if name:
cursor.execute(
“"SELECT = FROM books WHERE name LIKE %s",
('%' + name + '%',)
)
books = [Book(xrow) for row in cursor]

elif author:
cursor.execute(
“SELECT = FROM books WHERE author LIKE %s",
('%' + author + '§',)
)
books = [Book(*row) for row in cursor]

else:
cursor.execute("SELECT name, author, read FROM
books = [Book(xrow) for row in cursor]

return render_template('books.htal', books=books)

In this modified code, we use ¥s as a placeholder for the search
term, and pass the search term as a tuple as the second argument
to the execute method. This way, the search term is properly
escaped and prevents SQL injection attacks.

s How can | test that my fix for the SQL injection issue is working

correctly?

SQL query depends on a user-provided value

L query built from user-cont

ommendation

ample



= wedbym
Streamline Incident Response

= quick-query.ql X

Leverage Copilot to Dok Qs>
build Custom CodeQL e
Queries, simplifying I
program analysis for

Security Researchers

GitHub Advanced Security


https://github.rewatch.com/video/l53gtedyj5rxv0f6-constructing-a-codeql-query-to-audit-for-log4shell-using-copilot

S Wd by Al
P reve nt i o n ) Al-based vulnerability prevention

b (& Secure suggestions

GitHub Copilot enables developers to reach that

—including delivering fast,
accurate vulnerability prevention right in the
editor. This, combined with GitHub Advanced
Security provides an end-to-end

for developers to secure their code. é Incredibly fast




© Data

Proving the Solution

“By what percentage did GitHub decrease the number of
security flaws for your organization?”

Less than a 10%

sk L= hen 2% I >+
decrease

[6] 50% or more decrease,

please specify: l >

Base: 109 — GitHub Enterprise Cloud users who said it reduced the
number of security flaws at their organizstion

Source: A commissioned study conducted by Forrester Consulting
on behalf of GitHub, August 2022




© Data

Provina the Solution

3. Reduce the vulnerability
backlog

by applying productivity
gains to increase
remediation.

Some Teams report fewer
vulnerabilities from one year
ago while others have a stable
backlog.

Reducing the vulnerability
backlog is an indicator that
code scanning and
remediation efforts are
translating to reduced security
risk

Combining the two
improvements from above,
414,000 hours is reduced to
110,000 hours to handle the
same pace-of-change and the
same number of
vulnerabilities.

For the same effort/delay
experienced today by Devs, it
would be possible to remediate
4 times the number of
vulnerabilities!

(Increasing the rate of
remediation is the only way
vulnerability backlogs can be
reduced.)

4. Improve Predictability of
PR’s

We did not collect direct data
about how vulnerability
scanning & remediation affect
the PR-Merge process, but
teams are merging PR’s on a
daily basis, so even an hour or
two of impact from scanning &
remediation is significant.

In Microsoft’s experience,
Efficient, Predictable PR’s
encourage Collaboration,
sharing, and cross-team
contributions.

Faster remediation leads to
faster, more predictable PR
merges:

- Scanning leads to fewer
surprises, less delay

- Reduced backlog means
contributors and consumers
take on less risk.




© Data

Proving the Solution

5. Lower the effort required
to collaborate and spur
[Innersourcing”

Uncertainty and Inefficiency
slows collaboration and
undermines the goals of
finding Innovations and
Efficiencies.

Easy, Simple, Predictable Pull
Requests are proven
precursors to Innersourcing
collaboration metrics showing
contributions from
non-maintainers.

Increase in % total PRs
originating from
non-maintainers

Increase % merged PRs
originating from
non-maintainers

Reduction in redundant
functionality and redundant
code through more sharing
and collaboration.




O
Summary

( Communicate) ( Coordinate ) ( Collaborate >

Ask to be included Discuss when things Work together and
Be curious may happen find a way
Be social Work in a common

. space
Have a location to P

communicate



Thank you




