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Agenda

• Introduction to Deceptions 
• Introduction to AWS IAM 
• Deceptions in AWS 
• Tools
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Deception
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Deception

“Deception is simply leading someone to believe something that is not true, 

typically in order to gain some personal advantage" 

“Deception is an attempt to manipulate the beliefs of others in order to influence their 

behaviour" 

“The subtle point is that the deception planner should not seek to influence what 

the adversary believes, but what the planner wants the adversary to do” 

“Deception techniques exploit cognitive biases of adversaries. To be able to do that, defenders 

need to learn as much as possible about the cognitive state of an adversary”
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Deception

Deception is an attempt to manipulate the beliefs 
of others for influencing their behavior, typically 

gaining some personal advantage.
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Deception (Cyber)
A fake digital resource that mimics some characteristics of real resources 

Cyber deception is a proactive security and defense tactic which 
hinges on deceiving bad actors and malicious attacks

A security resource whose value lies in being probed, attacked, or compromised

Cyber deception is a broad term for a wide variety of techniques that trick attackers into 
engaging with dummy digital resources, which don't serve authorized enterprise users. The 
sole purpose of these decoys - which can include servers, services, networks, files, user 
accounts and email accounts - is to reveal attacks in progress
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Deception (Cyber)
A strategic cybersecurity measure that leverages low-risk decoy 
digital assets to manipulate and mislead adversaries, ensuring 
genuine resources remain uncompromised without impact 
legitimate users. 

Objectives: 
• Enhancing threat detection 
• Gathering intelligence on adversary tactics 
• Delaying attacker progress 
• Deterring against malicious activities
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Honey-X
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Honeypots
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Two types of Honeypots
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AWS Honeypots
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Disadvantages: 

• Not scalable 
• High maintenance 
• Lacks plausible network traffic 
• Can be abused
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Honeytokens
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Advantages: 

• Simplicity 
• Ease 
• Quiet 
• Polymorphism 
• Omnipresence 
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IAM 
 

Identity and Access Management 
 

101
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AWS Tenant Account Owner User

AWS IAM User

Federated User

Users / Identities
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Groups
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Roles
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Types of Role Assumption

Service

User
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The 3 Entities Assigned Permissions
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Authentication
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User Authentication 

• Console password 
• Access keys
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Role Authentication
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IAM Policies
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IAM Policies
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IAM Policies
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“A resource is an object that exists within a service”
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Back to Honeytokens
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Honeytokens in AWS 

AWS IAM Resources 
(Polymorphism)
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Perimeter Honeytokens

Lateral Movement Honeytokens
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Perimeter Honeytokens

Collect intelligence & delay
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World Wide Web
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Perimeter Honeytokens in AWS: 
Access Keys
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Access Keys
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Perimeter Honeytokens and Honeypots 
in AWS
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2 minutes to exploit keys exposed on GitHub

3 minutes to access HTTP honeypot 

4 minutes to access SSH honeypot

1 hour to access S3 buckets

Based on “2023 Honeypotting in the Cloud Report“ published by the Orca research pod

Effectiveness in Intelligence
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Lateral Movement Honeytokens

Detect & Deter
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Lateral Movement Honeytokens in AWS: 
Access Keys
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Lateral Movement Honeytokens in AWS: 
Access Keys
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Lateral Movement Honeytokens in AWS: 
Access Triggers
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Alerting Mechanism

“AWS CloudTrail is an AWS service that helps you enable operational and risk auditing, 
governance, and compliance of your AWS account. Actions taken by a user, role, or an 
AWS service are recorded as events in CloudTrail.” (AWS)

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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Tools for Deception in AWS
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AWS Security Blog blogpost
 

https://aws.amazon.com/blogs/security/how-to-detect-suspicious-activity-in-your-aws-account-by-using-private-decoy-resources/
https://aws.amazon.com/blogs/security/how-to-detect-suspicious-activity-in-your-aws-account-by-using-private-decoy-resources/
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SPACECRAB



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

SpaceSiren
 

https://github.com/spacesiren/spacesiren/tree/master#spacesiren
https://bitbucket.org/asecurityteam/spacecrab/issues?status=new&status=open
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Canarytokens
 

https://docs.canarytokens.org/guide/
https://bitbucket.org/asecurityteam/spacecrab/issues?status=new&status=open


 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

Thank you!


