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Unmasking AWS Deceptions

Unraveling Cloud Security's Sneaky Side
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Agenda

* |Introduction to Deceptions
* |Introduction to AWS IAM
 Deceptions in AWS

* Tools
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CLIFF STOLL

THE &%
Cuckoo’s

E Tracking a Spy
Through the Maze
of Computer
Espionage
READ BY WILL DAMRON
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Deception
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Deception

“Deception is an attempt to manipulate the beliefs of others in order to influence their
behaviour"
“Deception is simply leading someone to believe something that is not true,

typically in order to gain some personal advantage"

“Deception technigues exploit cognitive biases of adversaries. To be able to do that, defenders

need to learn as much as possible about the cognitive state of an adversary”

“The subtle point is that the deception planner should not seek to influence what

the adversary believes, but what the planner wants the adversary to do”
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Deception

Deception is an attempt to manipulate the beliefs
of others for influencing their behavior, typically
gaining some personal advantage.
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Deception (Cyber)

A fake digital resource that mimics some characteristics of real resources

Cyber deception is a proactive security and defense tactic which
hinges on deceiving bad actors and malicious attacks

A security resource whose value lies in being probed, attacked, or compromised

Cyber deception is a broad term for a wide variety of techniques that trick attackers into
engaging with dummy digital resources, which don't serve authorized enterprise users. The
sole purpose of these decoys - which can include servers, services, networks, files, user
accounts and email accounts - is to reveal attacks in progress
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Deception (Cyber)

A strategic cybersecurity measure that leverages low-risk decoy
digital assets to manipulate and mislead adversaries, ensuring
genuine resources remain uncompromised without impact
legitimate users.

Objectives:

« Enhancing threat detection

« Gathering intelligence on adversary tactics
« Delaying attacker progress

« Deterring against malicious activities
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Honeypots
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Two types of Honeypots

hunnypOT
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AWS Honeypots

Amazon
EC2
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Disadvantages:

e Not scalable

« High maintenance

« Lacks plausible network traffic
« Can be abused

;'\ CYBERSECURITY  13th Annual cyber security Summit | October 24-26, 2023

=  www.cybersecuritysummitorg SUMMIT in =X » D& #cybersecuritysummit #css13 U N LJ G G



Disadvantages:

e Not scalable

« High maintenance

« Lacks plausible network traffic
« Can be abused

;'\ CYBERSECURITY  13th Annual cyber security Summit | October 24-26, 2023

=  www.cybersecuritysummitorg SUMMIT in =X » D& #cybersecuritysummit #css13 U N LJ G G



'Y CYBER SECURITY  13th Annual cyber security Summit | October 24-26, 2023 n?a‘/ =5
L\ ~—~

Qe www.cybersecurtysummitorg SUJMMIT ineoD X f #cybersecuritysummit #css13 U N LJ G G, I'4= D




E AWS Cloud
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Request Execute
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AWS Step Functions

AWS Lambda Amazon CloudWatch
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Amazon Elastic Container

Amazon Simple Storage :
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Disadvantages:

e Not scalable
o High maintenance
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Honeytokens
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Disadvantages:

o Notsecalable

. Uil .

° .Ea.eks_p.l.a.u.s+b.|.e_|q.e.t_\ Mer_-k :EFafﬁe
e Canbeabused
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Advantages:

o Simplicity
e Ease
e Quiet

o Polymorphism
e Omnipresence
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IAM
Identity and Access Management

101
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Access Management
Apply fine-grained

3 . — Q
8 B 2

services and resources Workforce users and Permissions with Resources within your
workloads with IAM IAM policies AWS organization
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Users / Identities

AWS Tenant Account Owner User

P’ AWS |AM User

Federated User
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Groups

:\ CYBER SECUR”Y 13th Annual Cyber Security Summit | October 24-26, 2023

Rt . cybersecuitysummitorg SUMMIT inooD X f #cybersecuritysummit #css13 UNLO G/ﬁtED



Roles
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Types of Role Assumption
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The 3 Entities Assigned Permissions
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Authentication
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User Authentication
« Console password
P’ * Access keys

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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Role Authentication

aws sts get-session-token --duration-seconds 900
{
"Credentials": {
"SecretAccessKey": "rvlxIuMab6Frzlh50jNW8BsguSGPigkT7GNUEZZoL",
"SessionToken":

"FQoGZXIvYXdzEOz//////////wEaDFONA2EY59z3Fe83tiKrAdJBHPpt5dcAOEYIv0X]tOOMEPDD
TgjRu8PVEMQrGswr3AgmI1Px2qOH8p6W67edypves23jBpHWC1SYDgZI600T+B4RILFASNQfd80o0U
kzsNZX5bIN0zPUXXwWROMW33c+Ysu0ltBsNX+GeNpF+jVEzDbC8TiQ7N7/Yvz1KYd1lhYBsO1lmCYSON
Dn6s3+0H0QvoGfip71C5maxZNEfNCVKE0I4jRC3I9HM3JwF8tyitr6zwBQ==",

"Expiration": "2019-08-10T718:40:492",

"AccessKeyId": "ASIAXWLG7NXMYTB2ON7Z"

e
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Access Management
Apply fine-grained

3 . — Q
8 B 2

services and resources Workforce users and Permissions with Resources within your
workloads with IAM IAM policies AWS organization
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|IAM Policies
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|IAM Policies

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::example_bucket"
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|IAM Policies

{
"Version": "2012-10-17",
"Statement": [{ afpazon
YlSid'l : " 1" 5 we servlces
"Effect": "Allow",
"Principal”: {"AWS": ["arn:aws:iam::account-id:root"]}, “ 1; —
SACELION™ . "s3:F*", - .
"Resource": [ Amazon Amazon AWS Amazon
EC2 RDS Direct Connect EBS
"arn:aws:s3:: :mybucket",
"arn:aws:s3:::mybucket/*" = |..~. _
] @) w
}] Annzon Elastic Load Amazon Amazon Elastic IP
} Balancing Route 53 VPC
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Access Management
Apply fine-grained

3 . — Q
8 B 2

services and resources Workforce users and Permissions with Resources within your
workloads with IAM IAM policies AWS organization
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“A resource is an object that exists within a service”

amazon
web services™

I @ £ B

Amazon Amazon AWS Amazon
ECZ2 RDS Direct Connect EBS

* 1- l"-i o
< -

AHHZOH Elastic Load Amazon Amazon Elastic IP
S Balancing Route £3 VPC
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WHAT DID I MISS2

memegenerator.net
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Back to Honeytokens

O
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Honeytokens in AWS

AWS |IAM Resources
(Polymorphism)

nnon:i;/rn%

HR aEk

KED
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Perimeter Honeytokens

Lateral Movement Honeytokens
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Perimeter Honeytokens

Collect intelligence & delay

F ) CYBER SECURITY  13th Annual cyber security Summit | October 24-26, 2023 ?i‘/ §=

Ry ww.cybersecuritysummitorg SUMMIT X=X > B¢; #cybersecuritysummit #css13 U N LJ G G// ; D



NA2\N < A

4 \
// \\
@/ aws \
| |
\ I
/

CYBERSECURITY  13th Annual cyber security Summit | October 24-26, 2023

" ®  www.cybersecuritysummit.org Summ" in @ n X 'F #cybersecuritysummit #css13




Perimeter Honeytokens in AWS:
Access Keys

aWS m ______ E
5
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Perimeter Honeytokens in AWS:
Access Keys

adWs A
@%

Y,

GitHub i slack 8 word
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Perimeter Honeytokens and Honeypots
In AWS

>
SSH
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2 minutes to exploit keys exposed on GitHub /

3 minutes to access HTTP honeypot

o=
o \ 4
4 minutes to access SSH honeypot ’3,‘?
1 hour to access S3 buckets \
=5y \
2\

Based on “2023 Honeypotting in the Cloud Report“ published by the Orca research pod
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Lateral Movement Honeytokens

Detect & Deter
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Lateral Movement Honeytokens in AWS:
Access Keys

AWS A
o

:\ CYBER SECUR”Y 13th Annual Cyber Security Summit | October 24-26, 2023

oo SUMMIT inoo X f #cybersecuritysummit #css13 U N L, a GT%/’/ED 2



Lateral Movement Honeytokens in AWS:
Access Keys

Amazon
DynamoDB

S3 Bucket
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Lateral Movement Honeytokens in AWS:
Access Triggers

S3 Bucket AWS Lambda

&
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Alerting Mechanism

Amazon
CloudTrail

“AWS CloudTrail is an AWS service that helps you enable operational and risk auditing,
governance, and compliance of your AWS account. Actions taken by a user, role, or an
AWS service are recorded as events in CloudTrail.” (AWS)

| =
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Alerting Mechanism

CloudTrail

“AWS CloudTrail is an AWS service that helps you enable operational and risk auditing,
governance, and compliance of your AWS account. Actions taken by a user, role, or an
AWS service are recorded as events in CloudTrail.” (AWS)
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Tools for Deception In AWS
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AWS Security Blog blogpost

aWS ContactUs Supportv My Account~  Signin m
\—/‘7

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

WS Blog Home Blogs ~ Editions ~

AWS Security Blog

How to detect suspicious activity in your AWS account by using

i Resources
private decoy resources
by Maitreya Ranganath and Mark Keating | on 18 AUG 2022 | in Advanced (300), Intermediate (200), Security, Identity, & AWS Cloud Security
Compliance, Technical How-To | Permalink | @ Comments | ™ Share AWS Compliance

AWS Security Reference Architecture
Best Practices

Data Protection at AWS

Zero Trust on AWS

As customers mature their security posture on Amazon Web Services (AWS), they are adopting multiple ways to detect
suspicious behavior and notify response teams or workflows to take action. One example is using Amazon GuardDuty to
monitor AWS accounts and workloads for malicious activity and deliver detailed security findings for visibility and

A N ; P A Cryptographic Computing
remediation. Another tactic is to deploy decoys, also called honeypots, as an effective way to detect suspicious behavior.

In this blog post, we'll show how you can create low-cost private decoy AWS resources in your AWS accounts and

configure them to generate alerts when they are accessed. These decoy resources appear legitimate but don't contain any

useful or sensitive data and typically are not accessed in the normal course of business by your users and systems. Any

attempt to access them is a clear signal of suspicious activity that should be investigated. You can use data sources like

AWS CloudTrail, services like Amazon Detective, and your own security incident and event monitoring (SIEM) systems to Follow

investigate the activity further. This post is aimed at experienced AWS users and security professionals.

o
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Breach Detection at Scale with AWS Honey Tokens

Daniel Bourke
Sr. Security Analyst, Atlassian

Honey tokens, by which we mean credentials or database
records or DNS entries that set off alarms if you look at them
Sunny, are extremely helpful for securing your enterprise.

We'll go over some infrastructure we've built to help deploy a

wpcctf c gpt of honey token (AWS credentials) at scale (ie. in a

ble fashion), as well as some things we learned

by *accidentally* Izalung a bunch of AWS credentials all over the
internet.

I. WHAT IS A HONEYTOKEN?

We're using 'honey token' in this paper as a stand-in for
anything you can lock down and fire alerts from. This can be
nearly anything, depending on your context and capabilities: In
a database, a record that won't get returned in normal business
queries, but will get returned by an unwary attacker running
'SELECT * FROM IMPORTANT_ TABLE; ' can be a honey
token, as long as you alert if that record is ever queried. If you
control a DNS server, you can set up alarms on certain
subdomains being resolved, and sprinkle links to them in your
documentation, where your employees will never see it but a
curious interloper will spider it. Alternatively you might put
some bogus internal email addresses in your CMS and if they
ever start getting spam, you know someone's been peeking at

your stuff. All of these are relatively easy to create for one-off

or low-scale deployments, and you should consider doing so
(or using a frecly-available third-party service to do it for you).

II. AWS KEYS AS HONEYTOKENS

AWS keys make extremely good honey tokens, because
they're very interesting to attackers (because if you find
someone's AWS keys, you may have just found several
thousand dollars worth of cryptocurrency mining hardware in
someone else's cloud); and because you, the defender, can
really easily secure AWS keys, and alert if anyone tries to use
them. They also have the convenient properly of being found in
an enormous variety of locations, from developers' desktops to
server environment variables to three months deen in vour chat
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While we were waiting for that product to come to market,
we wrote SPACECRAB. SPACECRAB is something you can
deploy in an hour or so, which will provide you with an API
endpoint you can use to create, update and dispose of AWS
credentials, and a plethora (two) of alerting options (it's email
or PagerDuty, but you can write your own as well).

Let's talk about an entirely hypothetical deployment
scenario, where you've got a fleet of workstations, some kind
of workstation management system that those workstations are
plugged in to, an empty AWS account, and an insatiable thirst
to secure the enterprise. You can leverage these assets in the
following fashion:

1. Go to https://bitbucket.org/asecurityteam/spacecrab and
clone the repo to your local machine.

2. Follow the instructions in the repo until you have a new
SPACECRARB instance installed in your AWS account.

3. Write a script in the appropriate language for your
workstations, that talks to your API gateway with your API
token you've just made (Step 2 covers a lot of things), and
stores the results somewhere on the workstation's file system,
in a place an attacker would look. This might be
~/Downloads/accessKeys.csv, or somewhere on the windows
desktop, or really anywhere useful. It's entirely up to you and
your expectations around attacker behaviour.

4. Sit back and wait to get paged when one of those tokens
is immediately used by an inquisitive bear or panda or
something else touching your stuff.

Having gone to all this trouble, you can now also add that
script to your cloud service deployment pipeline, ensuring
there's a set of extremely juicy looking variables waiting for the
next person to get remote code execution on your service. Or
add it to all your private repositories with a commit hook, or...
you'll find somewhere to put them.

III. HOW DOES IT WORK?

UNLOCKED"




SpaceSiren How It Works

» SpaceSiren provides an API to create no-permission AWS IAM users and access keys for those users.

» You sprinkle the access keys wherever you like, for example in proprietary code or private data stores.

« If one of those sources gets breached, an attacker is likely to use the stolen key to see what they can do with
it.

» You will receive an alert that someone attempted to use the key.

POST + https://api.spacesiren.example.com/token Send 1.68s 367 B

n": "Screenshot", "access_key_id": "AKIARVLMFKK3NQDBBQLT",
"SpaceSiren git repo", ) key": "Ub6PEDLNqfTHkxMsm96ThY7/szP04weRr7v9Jdoa"

e'": "cl187daa5-7263-43d5-8eed4-2eabe7826321"
" 1596921023

VS
"SpaceSiren git repo",
": "Screenshot"

> CYBER SECUR"Y 13th Annual Cyber Security Summit | October 24-26, 2023 ,?/ =,
" www.cybersecuritysummit.org Summ” in oD X 'F #cybersecuritysummit #css13 U N LJ G G{ E . :



https://github.com/spacesiren/spacesiren/tree/master#spacesiren
https://bitbucket.org/asecurityteam/spacecrab/issues?status=new&status=open

Canarytokens

CANARY

TOKENS

Create

Guide

What are Canarytokens
Why should you use them

Getting Started

Examples
How to use the examples
HTTP Token
DNS Token
Web Image Token
Cloned Website Token
Adobe PDF Token
MS Word Token
MS Excel Token
MySQL Dump Token
Windows Directory Token
Custom EXE Token
QR Code Token
Sensitive Command Token
SVN Token

AWS API Keys Token

Fast Redirect Token

Home Guide Create

Introduction

What are Canarytokens

You'll be familiar with web bugs, the transparent images which track when someone opens an email.

They work by embedding a unique URL in a page's image tag, and monitoring incoming GET requests.

Imagine doing that, but for file reads, database queries, process executions or patterns in log files.
Canarytokens does all this and more, letting you implant traps in your production systems rather than

setting up separate honeypots.

Why should you use them

Network breaches happen. From mega-corps, to governments. From unsuspecting grandmas to well-
known security pros. This is (kinda) excusable. What isn't excusable, is only finding out about it,

months or years later.

Canarytokens are a free, quick, painless way to help defenders discover they've been breached (by

having attackers announce themselves.)

Help us improve this page! Last Updated

Github


https://docs.canarytokens.org/guide/
https://bitbucket.org/asecurityteam/spacecrab/issues?status=new&status=open
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Thank youl!
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