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The Tipping Point: Exploring the Surge in loT
Cyberattacks Globally

Research revealed a sharp increase in cyberattacks
targeting loT Devices. Let's dig into it.
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Christofer J. Sears

Security Sales Engineer
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Why?
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sSources:

Big data threat intelligence:
2,000,000,000

Websites and files inspected
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Full content emails

30,000,000 Counted

File emulations

20,000,000 DAI LY

Potential IoT devices

2,000,000

Malicious indicators

1,500,000

Newly installed mobile apps

1,000,000

Online web forms
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Who?

150 Analysts and
Researchers

Plays nicely with:

- Other security il
vendors A\ = Cp<r>

Governments 4 | \ ‘ CHECK POINT RESEARCH
\ b i . Sy .-~ —

Law Enforcement
CERTS

\‘ Y ECUR”V 13th Annual Cyber Security Summit | October 24-26, 2023 = § iy
C BER S +« SUMMIT ineo X f #eybersecuritysummit #css13 U N L‘ D D |'4 E D |



What Devices?
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Findings: volume and region

Sharp increase in cyber attacks Cyber attacks targeting loT devices are growing across all regions
ta rgeting IOT deViceS (by average weekly attacks per organiztion, 2021-2023%)

JanvFeb 2023
(by average weekly attempts

per organiztion 2021-2023%)

Europe

APAC

Latin America

North America

Africa

2021 2022 2023
(*Jan-Feb '23) 2021 2022 2023
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Findings: sector

Average weekly loT cyber attacks per organiztion by sector - Jan-Feb 2023 vs. 2022

Education/Research
1SP/MSP
SI/VAR/Distributor
Consultant
Insurance/Legal
Government/Military

Communications

101 [+26%]
99 [+71%)]
93 [+53%]
70 [+73%]
70 [+31%]

68 [+51%]

131 [+35%)]

Retail/Wholesale 56 [+66%)]

Manufacturing 49 [+45%)]
Utilities 48 [+43%)]

Finance/Banking 46 [+36%)]

Transportation 45 [+48%)]
Healthcare 42 [+28%)]
Software vendor 41 [+1%]
Leisure/Hospitality 32 [+39%]
Hardware vendor 28 [+6%)]
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Findings: why and how?

* MVPower DVR Remote Code Execution: This exploit impacts an average of 49% of organizations every week.
» Dasan GPON Router Authentication Bypass [CVE-2018-10561): impacts 38% of organizations weekly.

e NETGEAR DGN Command Injection: impacts 33% of organizations weekly

» D-Link Multiple Products Remote Code Execution [CVE-2015-2051): impacts 23% of organizations weekly.

e D-Link DSL-2750B Remote Command Execution: impacts 14% of organizations weekly.

e NETGEAR DGN Command Injection
e Netgear R7000 and R6400 cgi-bin Command Injection (CVE-2016-6277)
e FLIR AX8 Thermal Camera Command Injection (CVE-2022-37061)

e Multiple loT Command Injection
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Now what?

loT Challenges Security Requirements of loT
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SecKit: A Model-based Security
Toolkit for the Internet of Things

Ricardo Neisse ° i, Gary Steri &, Igor Nai Fovino &, Gianmarco Baldini &=
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Now what?

Purchasing loT devices from reputable brands that prioritize security,
implementing security measures inside the devices before distribution to
market.

Practicing password complexity policies and using multi-factor authentication
(MFA) when applicable.

Ensuring connected devices are updated with the latest software and
maintaining good device health.

Enforcing zero-trust network access profiles for connected assets.

Separating networks for IT and loT when possible.
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The Tipping Point: Exploring the Surge in loT
Cyberattacks Globally

Discussion
Thank you!
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