
Using AI For Effective SecOps 
Collaboration
AI Powered MXDR
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The Pace of Change is Immense

ChatGPT Everything GPT

Pre Nov 2022 Today

GPT-4

March 2023
Humans use Google Hot topic and the investment 

funds start flowing 
Rapid release of projects, 
tools, and new companies

The hype train sets off. Everyone is 
now talking about “AI”

Everyone is now a “Prompt 
Engineer”

The wave has hit, the age of 
synthetic data is here
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Vocabulary to Change the World

Hallucinating

Prompts

Chaining

GPT4

LLM

Agents

LangChain

AutoGPT

ChatGPT

GAN

ChaosGPT

Stable Diffusion

4th Industrial Revolution

ION IQ

Azure Open AI Service

Synthetic Data

AI Centaurs

Knowledge Amplification
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https://www.theguardian.com/technology/2023/sep/18/ai-uk-competition-watchdog-cma



© Ontinue 2023 https://arstechnica.com/gadgets/2023/10/after-chatgpt-disruption-stack-overflow-lays-off-28-percent-of-staff/
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https://openai.com/dall-e-3
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https://openai.com/dall-e-3
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Today’s challenges and ambitions

Fast Efficient

Slow Inefficient

Proactive

Reactive
Long decision making allows 
incidents to grow in impact

Chasing fires does not allow 
teams to get ahead of threats

Managing too many tools with 
too little staff.

Accelerate decision making and 
lessen the impact of incidents

Increase your security posture 
and reduce signal to noise

Put your full Microsoft 
investment to work for you
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Creating an AI Cyber Defence force multiplier

AI Bot (ION IQ)

Escalation to Human

Threat Hunter

• Which alerts are most important? 
o Which are benign positives? 

• What is the context? 
• When do we escalate to IR? 
✓ Chained Prompts 
✓ Autonomous Agents

Investigate Alert
Research 

Auto-GPT Chained Tasks

Cyber Defender
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Microsoft solves a piece of the puzzle
Multi-cloud, multi-device control plane

10

Microsoft Defender - Extended Detection and Response (XDR)

DEFENDER FOR CLOUD

Servers & VMs  |  Containers |  Azure App Service  |  Network Traffic  |  SQL  |  IoT & OT

Microsoft Sentinel

MICROSOFT 365 DEFENDER

Defender for Endpoint | Defender for Office 365 | Defender for Identity
Azure AD Identity Protection | | Defender for Cloud Apps

MULTI-CLOUD   |   MULTI-DEVICE

https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
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ION Data Science Mesh

Microsoft Defender - Extended Detection and Response (XDR)

ION Automate

ION Defender Workbench

ION | Technology
Enabling your existing technology investments to do more

DEFENDER FOR CLOUD

Servers & VMs  |  Containers |  Azure App Service  |  Network Traffic  |  SQL  |  IoT & OT

Microsoft Sentinel

MICROSOFT 365 DEFENDER

Defender for Endpoint | Defender for Office 365 | Defender for Identity
Azure AD Identity Protection | | Defender for Cloud Apps

MULTI-CLOUD   |   MULTI-DEVICE

LEGACY CONTROLS

ION for Microsoft Teams

Customer Environment

https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
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Battle of the Bots

Are we heading towards Utopia or Armageddon?
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Effort savings from AI & Automation
#DoMoreWithLess

Time to close alerts for reduced over time
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Show Me The 
Future
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ION IQ - AI 
Powered 
Incident 
Summarization
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ION IQ – Localized 
Security 

Recommendations
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ION IQ – Threat Actor Awareness
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