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SIEM architecture is holding Cybersecurity teams 
back! 

Three Ways to Use An Observability 
Pipeline to Transform Your SIEM
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The struggle.
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Distributed Systems Driving Evolution

Today – System Performance 2025 – System Performance 

The average enterprise has  
10 or more tools for security/analytics

By 2025, enterprises will be managing 
250% more data than in 2020!

Monitoring  
Data Observability  

Data
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Organizations are Retaining More & Longer

Separate infrastructure 
drives analysis & retention

Security & Compliance  
demand years of retention

High volume sources get  
dropped without 

processing

We have a long backlog of data sources to onboard —  
more than 5 times the capacity we have!
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Collect Data by Exclusion: Complex & Inflexible
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Budgets Aren’t Keeping Up
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So Data Management is Evolving...

Object  
Storage 

Cheap storage for long-
term retention

Time Series 
Databases 

Optimized for fast time-
series analysis

Indexed  
Log Analytics 

Powerful engines for 
investigations and 

searches

SIEM / UEBA 
Great for security  

incident correlation  
and user analytics

Data 
Lakehouses 

Storage for  
long-term retention 

and analysis

……but each requires its own agent and ingestion pipeline!
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Security Monitoring is Evolving...
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Transform your traditional SIEM architecture.
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Need to Instrument More While Paying Less

FIND THE MIDDLE GROUND BETWEEN WHAT YOU REQUIRE 
AND WHAT YOU CAN AFFORD
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Next Generation Pipeline Architecture
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The Future of Security Observability
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Benefits of an Observability Pipeline

21

Choice and control over 
your  

data and tool selection.

3

Better value from your 
SIEM  

and analysis platforms.

Options to optimize 
your costs.
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Bringing it all together

sources

enrich

Threat Hunting

SOAR

SIEM

route

Choice and Control UEBA

firewalls 
ids/ips 

authentication 
email security 

edr 
vulnerability scan data 

web proxy 
casb 
ueba 

epp
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Threat Hunting Is Observability

Threat Hunters are always 
looking for  

“Unknown Unknowns”

What I don't know about is what 
keeps me up at night. What are 
we missing is what scares me. IR 
Lead Fortune 100 financial
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CrowdStrike & Cribl Architecture
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CrowdStrike FDR Cribl Pack Workflow
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Less Data – Better Data
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Common Security Data Use Case



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

Bad Data - Difficult Detections
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Better Data – Better Detections
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Bringing it all together.
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Benefits of an Observability Pipeline

25



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 COPYRIGHT ©2023 CRIBL, INC. ALL RIGHTS RESERVED.

Benefits of an Observability Pipeline
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How to Transform your SIEM Archtecture

In the next month 
Gap analysis and Research 
Define requirements 

Over the next 90 days…Build your Plan 
Meet with management and EA owner 
Look for allies, security, ops, GRC 

Within the next six months…Sell your Plan 
Present your proposal to leadership 
Rinse and Repeat – Don’t give up
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Demo Stream today in our 
sandboxes! 

 https://sandbox.cribl.io
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Want to See It for Yourself?

Sign up for a FREE account! 

  
https://cribl.cloud

https://sandbox.cribl.io/
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Q&A
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Thank You
Contact Us
Cribl, Inc. 44 Tehama St. San Francisco, CA 94105 
Sales Inquiries hello@cribl.io  
Career Opportunities jobs@cribl.io  
Join our Community https://cribl.io/community  
Visit Us http://www.cribl.io
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