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Energy Sector Cybersecurity Partnerships

Collaboration Between State Government and Critical Infrastructure Augments the Ability to 
Fight Cyber-Attacks Protecting the Critical Nature of Services to Minnesotans
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Moderator:

Bill Leifheit
Business Information Security Officer 
(BISO)
Minnesota IT Services 
Partnering with Transportation, 
Commerce and the Public Utilities 
Commission (PUC)
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Energy Sector Cybersecurity Partnerships Panel

Goals:  

1. Explore how State 
Government and Critical 
Infrastructure Providers 
collaborate on cyber security 
to protect Minnesotans.

2. Leave with resources for 
further learning. 

Questions are welcome!  

Our opening question:
• What do you think the biggest 

risk to the power grid is from a 
security standpoint?
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MRO 2023 Regional Risk Assessment

https://www.mro.net/document/2023-regional-risk-assessment-infographic/?download
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Allete Companies

15 April 2022
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Allete across the USA
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Minnesota Power
First incorporated in 1906

Service territory: We provide 
electricity in a 26,000-square-mile 
service area in northeastern 
Minnesota.

Employees:  About 1200

Customers:  We serve about 145,000 
residential and commercial 
customers, 15 municipalities and 
some of the nation’s largest industrial 
customers. 
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Minnesota Power Generation
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Office of Reliability and Security: 
Development Background

• Evolving threats to reliability and security of 
electric power and natural gas systems, 
including issues related to: 
• regional capacity shortfalls
• extreme weather events
• regional system interdependencies
• cyber and physical security issues
• other known/existing hazards

• Multiple functions within the Department that 
address reliability and security issues, including 
but not limited to:
• Energy assurance and state energy security planning
• Representation of Minnesota’s interests at the regional 

and federal level
• Emergency response pursuant to Executive Order 19-22
• Cyber security for critical infrastructure pursuant to 

Executive Order 20-22

• Gaps in coordination created a potential 
vulnerability in serving the public’s interest. 

Dedicated coordination of reliability and security 
issues has allowed the Department to:

• Effectively respond to growing concerns and 
inquiries about root causes for energy 
reliability or security issues.

• Identify gaps and solutions where needed to 
ensure all reasonable measures toward a 
reliable and secure system are used.

• Deploy new and available tools to address 
issues associated with energy reliability and 
security. 
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Office of Energy Reliability and Security: 
Operational Objectives

• Escalates reliability and security issues for consideration by department leadership, 
executive leadership, legislative committees, energy regulators, critical infrastructure 
providers, and other relevant stakeholders.Elevate

• Leads inter and intra-agency teams to ensure the Department of Commerce fulfills 
its planning, preparedness, and response capabilities for energy reliability and 
security issues. Coordinate

• Ensure alignment of various planning, programmatic, regulatory, and response 
activities to foster efficient use of limited resources to address reliability and security 
concerns. Align

• Provide guidance and support  to staff to develop and implement plans that are 
consistent across the Division business units, other state agencies, regional and 
national organizations, and others.Support
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Resources and Links

• Minnesota Fusion Center
• Multi-State Information Sharing and 

Analysis Center (MS-ISAC)
• Electricity Information Sharing and 

Analysis Center (E-ISAC)
• MRO 2023 Regional Risk Assessment
• MNIT Whole-of-State Cybersecurity 

Plan
• State and Local Cybersecurity Grant 

Program (SLCGP)
• Oil and Natural Gas ISAC (ONG-ISAC)
• Water ISAC

https://mn.gov/fusioncenter/
https://www.cisecurity.org/ms-isac
https://www.cisecurity.org/ms-isac
https://www.eisac.com/s/
https://www.eisac.com/s/
https://www.mro.net/wp-content/uploads/document-library/2023-MRO-RRA-Report-1.pdf
https://mn.gov/mnit/about-mnit/security/whole-of-state-cybersecurity-plan/
https://mn.gov/mnit/about-mnit/security/whole-of-state-cybersecurity-plan/
https://mn.gov/mnit/about-mnit/security/slcgp/
https://mn.gov/mnit/about-mnit/security/slcgp/
https://ongisac.org/
https://www.waterisac.org/


13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

Thank You!




