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• Kansas City, Missouri 

• University of Central Missouri 

• B.S & M.S In Cybersecurity 

• Endpoint Security, Network Security, and 
 
SOC 

• Huge Science Fiction Reader! 

Reanna Schultz 
Team Leader of Information Security
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Takeaways

Keep an open mind! 
Starting/maturing your own education program 

• Security mindset versus a user mindset 
• How this can create risk 

• User architecture 
• Mindsets 
• User behavior 

• Creating your own phishing program (affordable!) 
• Improving your current phishing program 

• Creating realistic goals with click % 
• Maturing your user’s education with phishing 
• Discovering education gaps and risk within a business’s security education program
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Historical  
Knowledge

Presentation is based on conducted research 
• Copyright protected (UCM) 
• Psychological study 

• User architecture 
• Phishing with algorithms 
• Maturing a phishing program 
• Training users in a "mature" threat mindset 

• Identifying gaps or opportunities for improvement

Read the full 
research here
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Security vs User Mindset

Security Mindset User Mindset
“Leadership wants a small click percentage 
because it shows awareness is improving!”

“Security usually sends a phish second week 
of the month, this looks weird … Oh, coworker 
received the same email.” *report*

“Annual education refreshers are important 
and must be mandated.” “Oh, another annual refresher….”
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Know Thy Audience

Dave in Finance Steve in Sales
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Research Environment Copyright Warning

GoGetPhish Download

Security 
Education 
Software
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“Phish in a Barrel”

Copyright Warning

Phish 2
Phish 1
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Spear Phishing

Copyright Warning
Phish 2

Phish 1
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Spoofing

Copyright Warning

Phish 1
Phish 2
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Set a realistic report goal for your business 
• "Know thy users"  

Report/click percentage 
• Find an average for your users  

• Use a variety of phish for your pool 
• Low report could be negative 

• Not challenged users 
• Shared information 

• This data can represent risk for security 
education 

Growth is done by challenges 
• Challenge your users!

• You do not have to be creative to have a good 
phish pool! 

• Read the news – learn new phishing threats 
• Add these threats to your pool 
• "Upgrade" Your human firewall 

• Setup a reporting method for users 
• Collect what is getting reported each 

month 
• Collaborate with your SOC or service desk 

• Incorporate those reported threats 
into your pool 

• User architecture 
• Incorporate known threats identified 

by security into your pool  

Improve Your Mindset! Maturing The Phish Pool
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Thank You For Attending!

GoGetPhish 
Download

Research  
Link

GitHub


