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Mr. Jeff Man

Director, DElI Hak4Kidz
Information Security Evangelist

InfoSec Curmudgeon
“Cyber Legend’/OG Hacker

@MrleffMan
301-310-4275
jeff@rihackers.com
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My Background

¢ 13 years with the Department of Defense

* Certified Cryptanalyst

*  Designed Cryptosystems and Cryptologic Aids

*  Founding Member of Systems & Network Attack Center
* 16+ years as a PCI Qualified Security Assessor (QSA)

* Lead Assessor/Assessment Team Member

¢ Trusted Advisor
- 3 years with a Software Vendor

*  PCI Subject Matter Expert

*  Thought Leader

* Security Strategist

™

* 27+ years of commercial professional services Security

Standards'Council

\PCi

* Vulnerability Assessments QUALIFIED SECURITY
ASSESSOR

* Penetration Testing

* Security Architecture
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A Little About Me
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NSA years

Cryptanalyst |
Inventor S
Innovator -8

InfoSec Analyst ..~ « “«®
Assessor
Hacker
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The “Whiz Wheel” — Cryptographic Cipher Disc
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The First Software-Based Encryption System
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The National. %&mé// 807/ %/
%Wﬂ/%ﬁ/[/@/é F%{ZM

takes pleasure in presenting a Letrer of Appreciation to

JEFFREY E. MAN
o e want to convey our appreciation to you for
Iran v . ‘ .
e your magnificent contribution to our fighting
Y forces and the Nation during Operation Desert
Avabia e Shield /Storm. From the outset of Desert Shield and

through the extremely successful completion of Desert

Storm, you responded splendidly. Your dedication,
O oot perseverance, selflessness and professionalism were key
factors in our victory.

We learned some very valuable lessons from Desert® =
Shield /Storm, but above all-we learned that hard work:
and self-sacrifice will always serve this Nation well:

Thank you for a job well done, -

Donald L. Parsons - W. 0. Studeman t
Deputy Director for Operations Vice f\dlﬂ(gi Navy 7

CYBER SECUR”Y 13th Annual Cyber Security Summit | October 24-26, 2023

www.cybersecuritysummit.org Summ” in e ° X 'F #cybersecuritysummit #css13




DARK
TERRITORY

THE

SECRET HISTORY
OF

CYBER WAR

FRED KAPLAN

AUTHOR OF THE INSURGENTS

CONTENTS

cHAPTER 1 “Could Something Like This Really Happen?™ I
cHAPTER 2 “It's All Abount the Information” 21
CHAPTER 3 A Cyber Pearl Harbor 39
CHAPTER 4 Elgble Receiver 57
CHAPTER 5 Solar Sunrise. Moonlight Maze 73
CHAPTER 6 The Coordinator Meets Mudge 89
CHAPTER 7 Deny. Exploit. Corrupt. Destroy 10
CHAPTER 8 Talored Access 119
CHAPTER 9 Cyber Wars 145
cHAPTER 10 Buckchor Yankee 171
CHAPTER 11 “The Whole Haystack™ 191
CHAPTER 12 “Somebody Has Crossed the Rubicon” 203
CHAPTER 13 Shady RATSs 221
CHAPTER 14 “The Five Guys Report” 237
CHAPTER 15 “We're Wandering in Dark Territory”™ 265
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MANAEr S PEISONEI UMD USRS ERSIA s tactas mIsn= ~T0m T T Ao )
formation, thus distorting his view of the battlefield and leading hip,
to make bad decisions, which, in a real war, could have meant defeat.

The NSA had a similar group called the Red Team. It was part of
the Information Assurance Directorate (formerly called the Informa-
tion Security Directorate), the defensive side of the INSA, stationed
in FANEX, the building out near Friendship Airport. During its
most sensitive drills, the Red Team worked out of a chamber called

‘ The Pit, which was so secret that few people at NSA knew it ex-
isted, and even they couldn’t enter without first passing through two
combination-locked doors. In its workaday duties, the Red Team
probed for vulnerabilities in new hardware or software that had been
designed for the Defense Department, sometimes for the NSA itself.
These systems had to clear a high bar to be deemed secure enough
for government purchase and installation. The Red Team’s job was

to test that bar.
Minihan’s idea was to use the NSA Red Team in the same way

I SRR . P S Y g [ R K7 e LS, U (SR O e
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The Pit — was really a team of hackers
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Twenty Years and counting...

™

Security
Standards Council

QUALIFIED SECURITY
ASSESSOR
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Ironically, it was 1984...

Summer Intern

Naval Surface
Weapons Center

TN
SN

- R TR e
FRE R RN A W AN B
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My first lesson in Data Security

; TI -t
spin it full circle
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CLIrmudgeOn
To Do List:

€ C‘I’BER SECURITY
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- ® MEET THE NEW BOSS —
mea/neglswr Serious flaws leave WPA3 vulnerable to
Biting the hand that feeds IT hacks that steal Wi-Fi passwords

~ENTRE SOFTWARE SECURITY DEVOPS Mowrt mam ctamdard wene qupposed to make password cracking a thing of the past. It won't.
21 Facebook Stored Hundreds of Millions of User

Passwords in Plain Text for Years

Security

Hundreds of millions of Facebook users had their account passwords stored in plain text

Patc h b I u es-day: M i‘ and searchable by thousands of Facebook employees — in some cases going back to 2012,
KrebsOnSecurity has learned. Facebook says an ongoing investigation has so far found no

af‘te r S 0 m e PCS are I indication that employees have abused access to this data.

secure (and unboot:

update

Sophos, Avast users left wi
older OSes

By Richard Speed 11 Apr 2019 at 13:25

reless hackers in your computer.
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Clearly Something
H Is NOT Working 3
lyl/ee. DOORDASH

Capita/lOne‘ Im perva

LastPassxmd f ZYNga
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REALLY Not Working...
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PARTNERS

CISO Mind Map omentum

ess _{ \ ‘ ﬂ \ Security
Enablement 4 Operations
1 N :
l A4 L \ 4
Merger/ . Mobile So— o Threat Incident
Acquisition Cloud Computing Technology Selling InfoSec , ) ¥ Covernance Prevention Hinedt Belocion Management
(Internal) — J
« Acquisition Risk * Cloud Architecture + Policy P +» Network /Application + Log Analysis/correlation/ + Incident Response
Management » Strategy and Guidelines » Technology » Aligning with Corporate « Strategy & Business Firewall SIEM * Media Relations

» Integration Cost « Cloud Risk Evaluation + Lost/Stolen Devices Objectives Alignment * Vulnerability Management « Alerting (IDS/IPS, FIM * Incident Readiness
« Identity Management » Compliance » BYOD + Continuous Mgmt * Risk Mgmt Framework » Application Security WAF, Antivirus, etc) « Forensic Investigation

» Ownership/Liability/ » Mobile Apps Inventory Updates » Resource Management + IPS + NetFlow analysis « Data Breach Preparation

Incidents + Innovation and Value + Roles and Responsibilities + |dentity Management « DLP
Process + SaaS Strategy Creation » Metrics and Reporting « Information Security + Threat hunting

* Log Integration Policy » MSSP integration

« Virtualized Security * DLP » SOC Operations
*HROn ) Appliances +» Anti Malware, Anti-spam

Boarding/Termination + Proxy/Content Filtering
» Business Partnerships « Patching
| + DDoS Protection
= S [  Hardening guidelines
Proje_Ct Delivery “ » Desktop Security
Lifecycle { | » Encryption SSL

» Requirements

+ Design

+ Security Testing
» Certification and

] ik Identity
. &Y/ Management

« Credentialing » Ecommerce and Mobile
Accreditation « Account Apps
Creation/Deletions + Password resets/Self-
+ Single Sign On (SSO. service
Simplified Sign On) * HR Process Integration
* Repository (LDAP/Active « Integrating cloud-based
Directory) identities

« Federation

g Py + 2-Factor Authentication
Security / \
- ) * Role-Based Access
Architecture \ v

\ > Control

» Network Segmentation
« Application Protection

{ }) + Defense-in-depth ‘ & Risk
Budget \ _\a 4 + Remote Access \ Management
~ « Encryption Technologies

+ Security Projects + Backup/Replication/

e * Physical Security + Data Centric Approach
» Business Case Multiple Sites o « Vulnerability Management * loT Technologies
Development + Cloud/Hybrid/Multiple Compliance and (1=1) ( m Legal & Human + Ongoing risk + Operational Technologies
« ROSI Cloud Vendors Audits e\ -v Q _L / Resources assessments/Pam Testing
« Alignment with IT Projects o T « Integration to Project
+ FTE and Contractors » PCI + Data Discovery Delivery (PMD)
« Balancing Budget for » SOX + Vendor Contracts + Code Reviews
People. Trainings, and * HPAA * Investigations/Forensics + Risk Assessment
Tools/Technology + Regular Audits « Integrating into IDM Methodology

* SSAE 16 processes

« Policies and Procedures
» Other Compliance Needs

+ Associate Awareness



Sales: This product is stupid.
Service: Customers are stupid.
Finance: This system is stupid.
Development: Users are stupid.
Operations: Programmers are stupid.
Security: | wish | was stupid.
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Gentlemen don't read each other's malil.

(Henry L. Stimson)

izquotes.com

L CYBER SECUR”Y 13th Annual Cyber Security Summit | October 24-26, 2023

ad”  www.cybersecuritysummit.org SU[TIMIT ineO X f #cybersecuritysummit #css13




Data Security Triad

Confidentiality

 Stealing Data
* Local (System, Application)
* Network (Repositories)

Integrity
* Fraud
 Altering legitimate data

* Using previously stolen data
* Identity theft

Avalilability

e Denial of Service
* Ransomware
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Ben Kingsley and Robert
Redford, Sneakers, 1992,
Universal Pictures
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VULNERABILITIES

THREATS (M| COUNTERMEASURES
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Risk Components

Vulnherabilities (weaknesses)

« Bugs/Features

* Misconfigurations
* Processes

* People

Threats (badguys)

 Data thieves
* Fraudsters
* Nation States

Countermeasures (mitigation)

» Detection
 Response
 Recovery
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UNCLASSIFIED

NSTISSI No. 4009
September 2000

Everything you

ever wanted to
NATIONAL INFORMATION kn OW about

SYSTEMS SECURITY
(INFOSEC)

InfoSec...and it's
online these days!

UNCLASSIFIED
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RISK

Possibility that a particular threat
will adversely impact an information
system by exploiting a particular
vulherability.
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THREAT

Any circumstance or event with the
potential to adversely impact an
Information system through
unauthorized access, destruction,
disclosure, modification of data, and/or

denial of service.
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“Threat Intelligence” c. 1998

Threats Motives
Disgruntled, Former and Temporary Access to Data
Employees _ _

Disrupt Operations
Hackers

Steal $$, Products, or Services

Industrial Espionage ,
Obtain Free Use of Resources

The Medi
€ iedia Visibility, Publicity, Chaos

Criminal Activit
minal ACAVEY Embarrass Target, Retribution

Natural Events and Accident
atural Events and Accidents Thrill, Challenge

Blunders, Errors, Omissions .
Competitive Advantage
Terrorists

National Intelligence
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VULNERABILITY

Weakness in an information system,
system security procedures, internal
controls, or implementation that could
be exploited.
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Vulnerabilities —
they're not going away
(they're just getting
logos)

£V
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All CVEs

(76k)
“A recent study found that only
5.5% of security vulnerabilities
discovered by researchers were
Expioted actually ever used by hackers.”1
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COUNTERMEASURE

Action, device, procedure, technigue, or
other measure that reduces the
vulherability of an information system.
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VULNERABILITIES

THREATS (M| COUNTERMEASURES
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Risk-Based Security Model
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DARKNET DIARIES Bonus Episod
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advanced per3|stent threat

19 January 2021 | 82:56



malicious

BY CYBEREASON

How the Internet
Changed the NSA




'TRIBE OF
'HACKERS
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What is one of the biggest bang

-for-the-buck a
Ctions th n <
“"e’c‘"‘“m'“he"(yberse; that an orga Ratien

urity posture?

Cybersecurity Advice from the
Best Hackers in the World

Marcus J. Carey & Jennifer Jin

O tO a POOK — TroeoT!
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TRIBAL KNOWLEDGE FROM THE BEST
IN DEFENSIVE CYBERSECURITY

TRIBE
*HACKERS

BLUE TEAM

LIKE.
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Payment Card Industry Data
Security Standard (PCI
DSS): Primer Course

This course focuses on the fundamentals of the Payment Card Industry Data Security
Standard (PCI DSS) and how assessing the security programs of merchants and service
providers protects payment data from loss or compromise. The course also looks at
changes and updates found in the latest version of PCI DSS (v4.0) released in March 2022.

ACTIVITY TYPE TIME DIFFICULTY ENROLLMENTS

Course 3 hours 20 minutes ® Intermediate 354

Payment Card Industry Data CYBIARY B otunio

Security Standard (PCI
DSS): Practitioner Course
This course highlights the changes implemented in the PCI standard version 4.0. Join Jeff PCI D s s 4.0

Man as we work through the more specific points of the PCI, how to work with a Qualified

Security Assessor (QSA) and how Self-Assessment Questionnaires (SAQ's) can be used to fo r Be i n n e r s ;
help build compliance and improve overall security for your business and customers. g

ACTIVITY TYPE TIME DIFFICULTY ENROLLMENTS

Course 4 hours 4 minutes ® Intermediate 208
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—  Equity, and Inc\usmn

https: //www hakd4kidz.com/
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