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Rethinking Security
What Are We Doing Here?
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My Background
• 13 years with the Department of Defense 

• Certified Cryptanalyst 

• Designed Cryptosystems and Cryptologic Aids 

• Founding Member of Systems & Network Attack Center 

• 16+ years as a PCI Qualified Security Assessor (QSA) 

• Lead Assessor/Assessment Team Member 

• Trusted Advisor 

• 3 years with a Software Vendor 

• PCI Subject Matter Expert 

• Thought Leader 

• Security Strategist 

• 27+ years of commercial professional services 

• Penetration Testing 

• Vulnerability Assessments 

• Security Architecture
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A Little About Me
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NSA years 
• Cryptanalyst 
• Inventor 
• Innovator 
• InfoSec Analyst 
• Assessor 
• Hacker
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The “Whiz Wheel” – Cryptographic Cipher Disc
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The First Software-Based Encryption System 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

The Pit – was really a team of hackers
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Twenty Years and counting…
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My First Lesson  
in Data Security
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Ironically, it was 1984…

Summer Intern 
  

Naval Surface 
Weapons Center 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

My summer assignment
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One morning I arrived to find that I was written 
up for a security violation for failing to lock the 
safe the previous evening. I found out that even 
though I had put my materials away, shut the 
drawer, moved the handle to the “locked” 
position, flipped the magnetic “Open/Closed” 
sign, and spun the dial – I hadn’t locked the safe! 
Apparently, I had only spun the dial a half-turn or 
so where the procedure was to spin it full circle 
several times. 

My first lesson in Data Security
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So what’s 
been 

bothering me?
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Clearly Something 
is NOT Working



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

       REALLY Not Working…
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Technology alone 
will never solve the 
problem…

Technology IS the problem
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But You’ve Got This, 
Right?
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Sometimes We Are The Problem
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Rethinking 
Security…
Maybe we haven’t learned all the lessons from the past



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

Data Security Triad
Confidentiality 

• Stealing Data 
• Local (System, Application) 
• Network (Repositories) 

Integrity 
• Fraud 

• Altering legitimate data 
• Using previously stolen data 
• Identity theft 

Availability 
• Denial of Service 
• Ransomware
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Ben Kingsley and Robert 
Redford, Sneakers, 1992, 

Universal Pictures
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The Cray X-MP (retired) Supercomputer
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“What can be created by man 
can be broken by man.”  

      – NSA Chief Scientist
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Here’s my Pitch
Let’s look back at the origins of what we’re doing – 
the basic risk equation
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The Classic Risk Equation
(notice security isn’t even mentioned here)
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Risk Components
Vulnerabilities (weaknesses) 

• Bugs/Features 
• Misconfigurations 
• Processes 
• People 

Threats (badguys) 
• Data thieves 
• Fraudsters 
• Nation States 

Countermeasures (mitigation) 
• Detection 
• Response 
• Recovery
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Everything you 
ever wanted to 
know about 
InfoSec…and it’s 
online these days!
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RISK

Possibility that a particular threat 
will adversely impact an information 
system by exploiting a particular 
vulnerability. 

- National Information Systems Security (INFOSEC) Glossary
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THREAT
Any circumstance or event with the 
potential to adversely impact an 
information system through 
unauthorized access, destruction, 
disclosure, modification of data, and/or 
denial of service. 
- National Information Systems Security (INFOSEC) Glossary



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

“Threat Intelligence” c. 1998
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VULNERABILITY

Weakness in an information system, 
system security procedures, internal 
controls, or implementation that could 
be exploited. 

-  National Information Systems Security (INFOSEC) Glossary
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Vulnerabilities –  
they’re not going away 
(they’re just getting 
logos)
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1Why hackers ignore most security flaws, Joe Uchill, AXIOS, June 13, 2019 

“A recent study found that only 
5.5% of security vulnerabilities 
discovered by researchers were 
actually ever used by hackers.”1
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COUNTERMEASURE

Action, device, procedure, technique, or 
other measure that reduces the 
vulnerability of an information system. 

• National Information Systems Security (INFOSEC) Glossary
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The Classic Risk Equation
(notice security isn’t even mentioned here)
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So what is 
Security?
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Risk-Based Security Model



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

What are we doing here? 
What do you do?  
Where does it fit in to the Risk Equation?  
And is it really security?
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Want to learn more?
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I contributed to a book – tribeofhackers.com
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In fact, I’m in all 
4 Tribe of 

Hackers books
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Frequent Speaker and Storyteller
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I’ve taught several virtual online courses
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I’m a member of the  
Cabal of the Curmudgeons
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Joined the board as 
Director of Diversity, 
Equity, and Inclusion

https://www.hak4kidz.com/
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I’m in a Card Game: Phreaker.life Anhackronisms
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A former “customer”
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https://www.nsa.gov/about/cryptologic-heritage/museum/
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