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Michael V. Siegrist

= 12 Years in GRC, TPRM and ESGC

Software Solutions
»  ServiceNow-GRC, ITRM and ESG Specialty Team
» RSA Archer- EMC-Dell Solution Transition
» LockPath (Navex)

= Corporate counsel-Gaming,
healthcare and finance.

= DFW Based
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Agenda

1. Introduction and Current Challenges
2. Foundational Elements to Drive Enterprise Wide Collaboration

3. Refining your Risk Assessment Processes to include considerations
for Artificial Intelligence

4. Modernize your Control Testing Program to Drive Efficiency and
Reduce errors
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Tech challenges
for program

INsights 85%

Constrained by a
lack of automation

Organizations that are not managing
GRC processes in a unified
ecosystem face significant barriers to
efficient reporting.

90%

Fragmented systems
and siloed tools hold
back reporting
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Foundational Elements to Drive Enterprise
Wide Collaboration
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Refining Your Risk Assessment Processes to include considerations
for Artificial Intelligence
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Al I1s at an Iinflection point

Driven by:

Lower barrier to A rise in Al incidents Lack of organizational The era of

entry to adopt Al preparedness unregulated Al is
tools coming to an end

i 9 it SR
83% 26X 33% 6.5X

Number of Al-related The number of Al incidents Only 33% of business leaders Mentions of Al in global
GitHub projects grew and controversies has have aligned Al risk legislative proceeds have
83% in the last 5 years increased 26X since 2021 management with their increased nearly 6.5 times
organizations broader nisk since 2016
management program
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Company A Company B

Develops Al systems embedded
In the products/services they
offer

Uses vendors and service
providers of Al systems

DESCRIPTION

OCR (optical character

Third-party software recognition) system

EXAMPLE Al
SYSTEMS

ea. HR hiring system
o eqa. Resume scanner
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Examples of Requirements from EU Al Act

Y

Documentation Transparency

Conformity
Assessments
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System components can be interrelated
Example: A ride sharing app

Externally sourced via Internally developed Internally developed atop
third parties third-party systems

Model A Model B

1D verification

Dataset A Dataset B Dataset C Dataset D

Customer support tickets Production support tickets

HR System driver's licenses ETA estimates 2013 - 2027 2019 - 2021 2021
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Scenario 1

A bank utilizing a service provider for optical character recognition

: Marketing, Sales, Development, Information Security,
\What stakeholders must be involved? o . o
Privacy, Procurement, Legal & Compliance, Ethics
What are the inputs? Contact information, financial daia
What are the outcomes? Remote deposit fulfillment loan approval™®
What new/existing controls are required? Bias & fairness monitoring, access controls
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Scenario 2

A retailler b duct i

Ilding a chat

bot for proc

What stakeholders must be involved?

What are the inputs?

What are the outcomes?

What new/existing controls are required?

ecommendations

Marketing, Sales, Dc’%’L"’c‘?."'O,O,.’.T'?e.’?f Information Security,

Privacy, Legal & Compliance, Procurement

») /y o £/ 1o ~ )
Froauct des "’D. ions, customer queries, customer

FoyF - 17 + 1 +7
contact information, payment information

4 P R Y S | —
Proauct recommenaati Oﬁb, oraer ruiiniment

Opt-out of automated decis 3King

L'."Jl:
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Modernize your Control Testing Program to Drive Efficiency and
Reduce errors
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Standardize

compliance

requirements sy W SEA -
Scope your program to scale with a

flexible data model to reduce
deviations and reinforce consistency

across control implementations with 327 E2
common objectives. Scope 2

630 Evidence A
Leverage a consistent compliance
baseline to evaluate control maturity
and risk based on your business
objectives. . e 320 E3

oCOpEe oS
630 - Evidence A
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TeSt Once’ Controls
comply many

ISO 27001: 2022

8.24

>

- Use of Cryptography

3

Keeping pace with the rate of change
across external compliance
requirements.

_ Evidence A
Operationalized content across
leading frameworks with
standardized evidence requirements,
mapped across controls to report into
different auditable scopes.
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Key areas prime for better automation

1 p 3 4

Standardize : . . - :
o Translating to your Collect evidence in Optimize business Test once, comply
; Tech Stack scope, and on time @ engagements many
quirements

. Leverage regulatory, . Pre-scoped (purpose- . Scan systems an . Intuitive, role-based . Map evidence to
standard, and built} technology paths application in cadence user experience common controls
frinfl}e»vork . . Focus data exchanges v_w':(hl_}four llT auditsand Gyide and engage S OST’. different
e ltggnce ? | 1o meet specific (std) nsk flrecycle stakeholders who are compliance Scopes
maln.aln con.r‘o 5 evidence obligations . Validate evidence removed from risk . Report evidence

. Idgntn‘y specific data NI TITT against scope and . Integrate with across overlapping
points (SecOps data, e notify stakeholders e et framework

requirements; Test

configuration, or
once, comply many

evidence) that meet
repeatable compliance
requirements.

touchpoints
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Key Takeaways

1. Risk and Compliance will only become more complex as IT
systems adopt the cloud, Al and other technologies.

2. To keep up, consider:
1. Driving enterprise-wide collaboration
2. Incorporating Al considerations into your risk assessment process
3. Automate control testing to ensure accuracy and timely
compliance reporting
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Thank you!
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