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“Smart people simplify things.” 
-Albert Einstein 

And I think WE ARE SMART people. 

Simple
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Before we start, an IMPORTANT PSA
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Before we start, an IMPORTANT PSA

Mental Health
A promise 
for some 
friends.

Truth is…The stigma is 
BULLSHIT
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Simple

TRUTH: We overcomplicate everything. 
If complexity is our worst enemy, simplicity must be our best ally. 
Examples 
1. The CISO role. 
2. Complaint: “I don’t have enough budget” 
3. One of “the worst cyber-espionage incidents ever suffered by the 

U.S.” 
4. The purpose of what we do.
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If complexity is our worst enemy, simplicity must be our best ally. 
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2. Complaint: “I don’t have enough budget” 
3. One of “the worst cyber-espionage incidents ever suffered by the 

U.S.” 
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I said SIMPLE. I DID NOT SAY EASY.

OK, let say you do (but you probably don’t) 
this isn’t going to cut it (obviously).

What do others say?

Random Twitter Guy.
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The business. NOT IT. NOT 
the CISO. The business 

makes the risk decisions.
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If they

Don’t
Then, you might not 

be good at

Maybe we don’t speak the same language.
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Next one… 
A CISO does two things: 
1. Consult the business to make good information security risk 

decisions. 
2. Implement the business’ information security risk decisions.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.
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Simple

QUICK PROTIP 
Learn how to read financial statements. 

These three: 
• Income Statement 
• Balance Sheet 
• Cash Flow Statement

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.
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Simple

Complaint: “I don’t have enough budget” 
The simple win: Justify your budget. 

• Can information security make us more money? 
• Top line, sure. Bottom line is the real WIN! 
• If complexity is the enemy, simplify: 

• Technology – get rid of &%”!, reduces risk and saves $$$. 
• Process – efficient processes are less risk and saves $$$. 

• Want a budget? Show the business the value.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.
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BTW – the best 
justification 
comes from 

their decisions.
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comes from 

their decisions.

The same applies to the public sector.
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Simple

Next example…

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.
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Simple

One of “the worst cyber-espionage incidents ever 
suffered by the U.S.” 
The simple win: Justify your budget. 

• Can information security make us more money? 
• Top line, sure. Bottom line is the real WIN! 
• If complexity is the enemy, simplify: 

• Technology – get rid of &%”!, reduces risk and saves $$$. 
• Process – efficient processes are less risk and saves $$$. 

• Want a budget? Show the business the value.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.



 13th Annual Cyber Security Summit  |  October 24-26, 2023
#cybersecuritysummit #css13 

Simple

One of “the worst cyber-espionage incidents ever 
suffered by the U.S.” 
SolarWinds (2020) 

• The attackers had access for 8-9 months. 
• 200+ organizations affected, including NATO, UK gov’t, US gov’t, 

Microsoft, NTIA, VMWare, FireEye, etc. 
• On 12/8/2020, FireEye announced that some of their red team 

tools had been stolen and during their investigation, discovered 
the SolarWinds supply chain vector.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.
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https://www.intelligence.senate.gov/hearings/open-hearing-
hearing-hack-us-networks-foreign-adversary
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hearing-hack-us-networks-foreign-adversary

One famous government 
agency has the infected code, 

but mitigated the attack…
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• 200+ organizations affected, including NATO, UK gov’t, US gov’t, 

Microsoft, NTIA, VMWare, FireEye, etc. 
• On 12/8/2020, FireEye announced that some of their red team 

tools had been stolen and during their investigation, discovered 
the SolarWinds supply chain vector.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

https://www.intelligence.senate.gov/hearings/open-hearing-
hearing-hack-us-networks-foreign-adversary

One famous government 
agency has the infected code, 

but mitigated the attack…
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One of “the worst cyber-espionage incidents ever 
suffered by the U.S.” 
SolarWinds (2020) 

• The attackers had access for 8-9 months. 
• 200+ organizations affected, including NATO, UK gov’t, US gov’t, 

Microsoft, NTIA, VMWare, FireEye, etc. 
• On 12/8/2020, FireEye announced that some of their red team 

tools had been stolen and during their investigation, discovered 
the SolarWinds supply chain vector.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

Senator Wyden:  
So, my question will be for Mr. Ramakrishna, and I indicated to your folks I was going to ask this. You stated that 
the backdoor only worked if Orion had access to the Internet, which was not required for Orion to operate. In 
your view, shouldn't government agencies using Orion have installed it on servers that were either completely 
disconnected from the internet or were behind firewalls that blocked access to the outside world?

Mr. Ramakrishna: 
Thanks for the question, Senator Wyden. It is true that the Orion platform software does not need connectivity 
to the internet for it to perform its regular duties, which could be network monitoring, system monitoring, 
application monitoring on-premises of our customers.

Senator Wyden: 
It just seems to me--what I'm asking about is network security 101 and any responsible organization wouldn't 
allow software with this level of access to internal systems to connect to the outside world, then you basically 
said almost the same thing.
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One of “the worst cyber-espionage incidents ever 
suffered by the U.S.” 
SolarWinds (2020) 

• The attackers had access for 8-9 months. 
• 200+ organizations affected, including NATO, UK gov’t, US gov’t, 

Microsoft, NTIA, VMWare, FireEye, etc. 
• On 12/8/2020, FireEye announced that some of their red team 

tools had been stolen and during their investigation, discovered 
the SolarWinds supply chain vector.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

Mr. Mandia: 
And I'm going to give you the ``it depends.'' The bottom line is this. We do over 600 red teams a year; a firewall has never 
stopped one of them. You know, a firewall is like having a gate guard outside of New York City apartment building and they 
can recognize if you live there or not and some attackers are perfectly disguised as someone who lives in the building and 
walks right by the gate guard. In theory, it's a sound thing. But it's academic in practice. It is operationally cumbersome.

Senator Wyden: 
My question then, for all of you: is the idea that organizations should use firewalls to control what parts of their networks 
are connected to the outside world is not exactly brand new. NSA recommends that organizations only allow traffic that is 
required for operational tasks, all other traffic ought to be denied. And NIST, the standards and technology group, 
recommends that firewall policy should be based on blocking all inbound and outbound traffic, with exceptions made for 
desired traffic. So I would like to go down the row and ask each one of you for a yes or no answer. Whether you agree that 
the firewall advice would really offer a measure of protection, from the NSA and NIST? Just yes or no. And if I don't have 
my glasses on, maybe I can't see all the name tags, but let's just go down the row.
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Microsoft, NTIA, VMWare, FireEye, etc. 
• On 12/8/2020, FireEye announced that some of their red team 

tools had been stolen and during their investigation, discovered 
the SolarWinds supply chain vector.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

Mr. Mandia: 
And I'm going to give you the ``it depends.'' The bottom line is this. We do over 600 red teams a year; a firewall has never 
stopped one of them. You know, a firewall is like having a gate guard outside of New York City apartment building and they 
can recognize if you live there or not and some attackers are perfectly disguised as someone who lives in the building and 
walks right by the gate guard. In theory, it's a sound thing. But it's academic in practice. It is operationally cumbersome.

Senator Wyden: 
My question then, for all of you: is the idea that organizations should use firewalls to control what parts of their networks 
are connected to the outside world is not exactly brand new. NSA recommends that organizations only allow traffic that is 
required for operational tasks, all other traffic ought to be denied. And NIST, the standards and technology group, 
recommends that firewall policy should be based on blocking all inbound and outbound traffic, with exceptions made for 
desired traffic. So I would like to go down the row and ask each one of you for a yes or no answer. Whether you agree that 
the firewall advice would really offer a measure of protection, from the NSA and NIST? Just yes or no. And if I don't have 
my glasses on, maybe I can't see all the name tags, but let's just go down the row.

So, in other words… 
It’s “operationally cumbersome” 
to use a tool properly (the way it 
was designed) and responsibly?
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Mr. Mandia: 
And I'm going to give you the ``it depends.'' The bottom line is this. We do over 600 red teams a year; a firewall has never 
stopped one of them. You know, a firewall is like having a gate guard outside of New York City apartment building and they 
can recognize if you live there or not and some attackers are perfectly disguised as someone who lives in the building and 
walks right by the gate guard. In theory, it's a sound thing. But it's academic in practice. It is operationally cumbersome.

Senator Wyden: 
My question then, for all of you: is the idea that organizations should use firewalls to control what parts of their networks 
are connected to the outside world is not exactly brand new. NSA recommends that organizations only allow traffic that is 
required for operational tasks, all other traffic ought to be denied. And NIST, the standards and technology group, 
recommends that firewall policy should be based on blocking all inbound and outbound traffic, with exceptions made for 
desired traffic. So I would like to go down the row and ask each one of you for a yes or no answer. Whether you agree that 
the firewall advice would really offer a measure of protection, from the NSA and NIST? Just yes or no. And if I don't have 
my glasses on, maybe I can't see all the name tags, but let's just go down the row.

So, in other words… 
It’s “operationally cumbersome” 
to use a tool properly (the way it 
was designed) and responsibly?

Therefore, let’s add more tools (and 
complexity) that we don’t know how to 

use OR don’t want to use properly?!
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And I'm going to give you the ``it depends.'' The bottom line is this. We do over 600 red teams a year; a firewall has never 
stopped one of them. You know, a firewall is like having a gate guard outside of New York City apartment building and they 
can recognize if you live there or not and some attackers are perfectly disguised as someone who lives in the building and 
walks right by the gate guard. In theory, it's a sound thing. But it's academic in practice. It is operationally cumbersome.

Senator Wyden: 
My question then, for all of you: is the idea that organizations should use firewalls to control what parts of their networks 
are connected to the outside world is not exactly brand new. NSA recommends that organizations only allow traffic that is 
required for operational tasks, all other traffic ought to be denied. And NIST, the standards and technology group, 
recommends that firewall policy should be based on blocking all inbound and outbound traffic, with exceptions made for 
desired traffic. So I would like to go down the row and ask each one of you for a yes or no answer. Whether you agree that 
the firewall advice would really offer a measure of protection, from the NSA and NIST? Just yes or no. And if I don't have 
my glasses on, maybe I can't see all the name tags, but let's just go down the row.

So, in other words… 
It’s “operationally cumbersome” 
to use a tool properly (the way it 
was designed) and responsibly?

Therefore, let’s add more tools (and 
complexity) that we don’t know how to 

use OR don’t want to use properly?!
THIS IS INSANITY.
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One last example, then I’ll wrap this up.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.
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Simple

The purpose of what we do. 
Why are we here? What’s the purpose of our work?

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.
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Why are we here? What’s the purpose of our work?

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

SIMPLE 
Information security is risk management.
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Simple

The purpose of what we do. 
Why are we here? What’s the purpose of our work? 

NOT risk elimination. 
Bad things are expected and 100% inevitable. 
The sooner you get this, the sooner they get this, the better off 
everyone will be.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

SIMPLE 
Information security is risk management.
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The purpose of what we do. 
Why are we here? What’s the purpose of our work? 

NOT risk elimination. 
Bad things are expected and 100% inevitable. 
The sooner you get this, the sooner they get this, the better off 
everyone will be.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

SIMPLE 
Information security is risk management.

It’s just the facts.
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Wrapping this up… 
• The game is risk management. 
• You consult, they decide, and you implement. 
• Learn to speak business (accounting, according to Warren Buffet). 
• STOP adding more stuff until you account for the stuff you have, 

then get rid of the stuff you don’t need (or can’t use). 
• Use the stuff you have correctly and responsibly BEFORE buying 

more stuff.

Complexity is the WORST enemy of information security.
Would you believe that EVERY problem you face as a CISO is 
SIMPLE to solve? I said SIMPLE. I DID NOT SAY EASY.

Once you’ve mastered these, you’ll be 
ready for more (simplification). ☺
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THANK YOU 
Now, go out there and make things simple(r)! 

Contact stuff:

Complexity is the WORST enemy of information security.

https://frsecure.com 

https://twitter.com/evanfrancen 

https://www.linkedin.com/in/evanfrancen/
I´d give you my email too, 

but I’m not good at it.

https://frsecure.com/
https://twitter.com/evanfrancen
https://www.linkedin.com/in/evanfrancen/

