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Open Source
Pulling Back the Curtain for

Enterprise Adoption



P R E S I D E N T ,  O I S F  

A survivor of cyberstalking, now a dedicated security
professional devoted to advancing open-source development,
fostering innovation, and enhancing nonprofit security as part
of critical infrastructure.

W E A R E R  O F  M A N Y  H A T S !

About Me

S E N I O R  D I R E C T O R  O F  O P E N  S O U R C E ,  C O R E L I G H T   

F O U N D E R  A N D  C H I E F  T R A I L B L A Z E R ,  S I G H T L I N E  S E C U R I T Y   

F O R M E R  D I R E C T O R  O F  C O M M U N I C A T I O N ,  T O R  P R O J E C T



Open source risks and vulnerabilities are no
longer lurking in the shadows, they impact
security across the spectrum. 

IN THE
NEWS



FREE SOFTWARE
Freedom to use, run, copy distribute, study
change, and improve.

Licensed source code that is open for free
use, modification, and distribution.

Proprietary (usually) software that is free to
use.

OPEN SOURCE

FREEWARE



A foundation for MANY commercial codebases
and is intertwined in development that many
often don’t know the open-source components
of in their own software.

94M
DEVELOPERS

ON GITHUB

OPEN SOURCE IS
EVERYWHERE

n o  l o n g e r  t h e  s p e c i a l  f e w
w h o  a r e  c o n t r i b u t i n g  t o  O S

-  m a n y  o n  c o m p a n y
r e s o u r c e s  a n d  t i m e

o f t e n  w i t h o u t  e v e n  k n o w i n g
i t  -  t r a c k i n g ,  p r i o r i t i z i n g ,
e n g a g i n g  w i t h  p r o j e c t s  i s

c h a l l e n g i n g

o p e n  s o u r c e  p r o j e c t s  a r e
a c t i v e  b u t  n o t  a l l  a r e

h e a l t h y

90%
COMPANIES
USE  OPEN
SOURCE  

413M  
CONTRIBUTIONS

IN 2022

[SOURCE] https://octoverse.github.com 



LICENSES ARE
KEY!

Understanding the l icenses is
essent ia l  -  from highly
permissive to restr ict ive.

[SOURCE] https://www.mend.io/blog/open-source-licenses-trends-and-predictions/ 
[SOURCE] https://opensourceindex.io 



TOP RISKS
1

2

3

4

Known Vulnerability 
exploited by an attacker

Compromise Legitimate Package  
resources that are part of a legitimate project
or distribution

Named Components 
a malicious named component similar to a
legitimate project  

Ignoring It  
fai lure to keep track of open source
components across the organization 

[SOURCE] https://www.csoonline.com/article/574615/top-10-open-source-software-risks-for-2023.html

2023



Some open source projects are part  of
commercia l  business models,  others
operate independent ly .  

STEPS TO TAKE

Governance Community Roadmap
Consider the governance
structure of the project and
what that means for longevity
and sustainability.

Pay attention to the people
behind the project and
participate.

Evaluate existing roadmaps
and the processes by which
they are maintained and
followed. 



COMING!

Frameworks

AI & ML

Attack Vectors

Complex Licenses  

Innovations & Ideas



THANK YOU
K E L L E Y  M I S A T A


