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Terrence “Terry” McGraw is a retired Lieutenant Colonel from the United States
Army and now serves as Vice President of Global Cyber Threat Analysis with over
20 years of providing expertise in cyber security architectural design and
operations in both commercial and government sectors.

Terry previously served as president and principal consultant for Cape Endeavors,
LLC, the Vice President of Global Cyber Threat Research and Analysis for Dell
SecureWorks. He retired from the United States Army in 2014 completing 27
years of service; the last 10 years of his Army career were leading key Cyber
initiatives for the Army’s Network Enterprise and Technology Command, Army
Cyber Command and the National Security Agency (NSA). He has multiple
combat tours with his culminating assignment, serving as the Director of
Operations, Task Force Signal Afghanistan, 160th Signal Brigade (FWD),
providing all strategic communications infrastructure in the theater of operations.
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Why is Threat Intelligence so Important
Snell's Window and Survivorship Bias

3 Secureworks



Secureworks Today
() o
g@ $222M 4,500+

Taegis™ Platform Customers

S476M &)
LTM Revenue! ? 20+ Years

L[] ? Threat Actor Intelligence
L[] ? / and Security Research
Qo Q'

580B+ Q Qo B
Daily Events Processed 1 ,800+ 7 o

Teammates

Across the Globe ~ \\J ~98%

MITRE ATT&CK®

I n d u St Lead e r @ \@ Framework Coverage
Gartner, Forresterr,¥)C, Frost & Sullivan
200+ ~1,400

1 Trailing revenue past 12 quarters reported in Q3 FY23 Earnings Threat GrOUpS InCident Response and Adversarial
2Reported revenue for Taegis in Q3 FY23 Earnings Monitored Testing Engagements Annua”y

g Secureworks



Cybersecurity Threats

Financially-motivated: Various Motives: Two main types: Disruption/ Embarrassment:
Targeting high-profile sectors Personal benefit, disgruntled National security-driven and to make a point and
and industries employee takes revenge, commercial / economic espionage raise awareness

general recklessness
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The Threat Landscape
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Q2 2022/23 - Initial Access Vectors (IAV)

COMMODITY MALWARE
2%

DRIVE-BY DOWNLOAD
2%

3 2 0/0 NETWORK

2%  MISCONFIGURATION
VULNERABILITIES IN

How are they INTERNET-FACING

DEVICES

g etti n g i n ? SCAN & EXPLOIT
32%

Malicious Email 14% Stole Credentials
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The Ransomware Ecosystem

Operators & Developers

Operators handle the business side.

Developers write the ransomware
and decryption software.

Supply privately or offer on
Ransomware-as-a-service (RaaS)
basis.

!

Affiliates

Partners of the ransomware
Operators. Selected based on
Operator requirements.

Top tier RaaS Operators seek the
best Affiliates.

Affiliates access targets and
deploy the ransomware. May
also steal data in bulk.

P

Initial Access Brokers

Specializes in supplying
access to Affiliates.

Exploits 0-day, N-day and
poor security practices to
gain access to victims.

Access is sold to Affiliates
for further exploitation.
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https://www.secureworks.com/blog
https://www.secureworks.com/blog
https://www.secureworks.com/blog

Ransomware in numbers — 2022 Leak Site Data

6 Watchtower Wednesday 19
Y LockBit ransomware: victim update
roup.com

LockBit Link

a Wi B Hive . 1500 ViCtimS, 209 on |eak Site

Royal ransomware: new victim

S(one'andEIecmcalComr( v . implies that 87OA) Of ViCtimS paid

Avaddon: 3000 victims, 182 on leak site
implies that 94% of victims paid

Royal Link

: victim update

-

Potentially 30,000 victims
of ransomware in 2022

Reply
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Initial Access Brokers

Dwe” times can be mul“ple th reat actors Nl © Microsoft Office 2003-2019 Working Excel Exploit.

By acel,

e «''sqre” advertised a malicious tool called SMSBotBypass that can facilitate bypassing two-

e factor authentication (2FA) on online services such as PayPal, Binance, and Coinbase. The
tool uses a Discord bot or private API to call a user and ask for the 2FA code they received
via SMS. It then sends the code to the threat actor, allowing them to bypass the 2FA and
potentially access the user's account.

PS. (MOD can ask for proof)
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PP | am selling single employee account on File storage server of @clear Energy Agency of South East As@ rhe end is 5 hours after the first bet.
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+ Quote

B oo

Bl e oocurents

Joined m - i ¢ 4ar3Ga SeCUFGWOFkS



https://ctpx.secureworks.com/threat-intelligence-publications?id=scwx-TA%201540

Loaders and Info Stealers

Lighter Weight, easier to obtain and use ¢ ° * ===
e 7.
m‘ -;5;:2! .
Dear
Important information alert!

In order to avoid unauthorised activity with your account.wé strongly

recommend to install windows version of olegiogdde
49 K 1.7M l d Scleg EH0EMEStDI0N SO0k
Download now
Azorult RedLine 2,884,269 S @

TOtal Cou nt RS, R S0 regis Meds heds 107.189.11 124

Figure 17. Logs from popular stealers for sale on Russian Market underground
forum on June 2, 2022. (Source: Secureworks)

—— —

Home of some of the bast loved and fastest growng 28 brands globaly

Figure 21. Cioned website containing a security warning and download prompt
for Redline payload. (Source: Secureworks)
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Dwell Times
Better Tools and Market Maturation

« 2015: Mean 270 days

« 2021: Mean 22 days

« 2022: Mean 11 days; Median was 4.5
« 2023: Mean | days; low was
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Business Email Compromise (BEC)
Impacts and Losses

nts

Doubled in frequency last year

BEC incide

USD)

Steady increase since 2014

rar

Global growth
Drop off in 2020
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redq

Global losses amounting to $43
billion since 2016
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Phishing Malware
Pressure testing your entire security architecture
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Ransomware ‘Name-and-Shame’ Playbook

Gain access

RDP/Citrix/VPN
Malware
Scan-and-exploit

Distribute
payment

Consolidate
access

Steal credentials
Move laterally
Escalate privilege
Conduct recon

Remove or
publish

Data exfil

Exfiltrate
Gigabytes of
data

Re-negotiate

16

Stage tools

Prepare network,
attacker-controlled
servers for
ransomware
deployment

Publish
victim

Deploy
ransomware

Encrypt file
systems, backups,
virtual machines,
and network
shares

Negotiate
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Attacker in the Middle- MFA Bypass

1. User inputs PW 2. Phishing site proxies request

4. Phishing site proxies
MFA screen to user 3. YourSite returns MFA screen
YourSite

USer 5. User inputs additional auth| EVIYourSite.com Phishing site proxies to YourSite  -COM

8. Phishing site redirects

the user to another page 7. YourSite returns session cookie

Malicious _
TLS Session proxy server TLS Session
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User

Attacker in the Middle- MFA Bypass

1. User visits phishing site

3. User enters PW into
phishing site

6. Phish kit dynamically
creates forged MFA page

/. User inputs additional
auth

10. Phish kit redirects the
user to another page

No Network traffic proxied

Phish Kit
server

loads page
and MFA API

request

Passes to
IEER
relay

server via
API

PhaaS
platform
Synchronous
relay server

Provides
synchronous
relay of
captured
credentials
and MFA
codes to sign
in service

2. Sync relay server initiates
auth session

4. Captured creds provided to
sign-in service

5. Sign-In Service returns MFA
Screen Sign-in
Service

8. Additional auth sent to sign-
in service

9. Sign-in service returns
session cookie
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QR code phishing

-— Victim company logo

Employee name

« Seeing increased volumes

Human Resources & Dept

» Bypasses mail filtering

« Phishing happens on user device, T
outside of corporate controls

» Can capture MFA tokens

« Can lead to Azure account access and

BEC style fraud

' wnded tor (S — Viclim email address
¢ ctaceined shout e sthonacmy of B owape Mo conendt Ihe o

Company name
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SIM Swapping

cricket

wireless

BLEEPINGCOMPUTER f veo

NEWS v DOWNLOADS v VPNS v VIRUS REMOVAL GUIDES v TUTORIALS ~

Lapsus$ hackers took SIM-swapping attacks to the next level

KrehsonSecurity

By lonut llascu Atiguist-11,2028 RCRA N  In-depth security news and investigation

HOME ABOUT THE AUTHOR ADVERTISING/SPEAKING

SIM Swapper Abducted, Beaten, Held for $200k Ransom

al group that speci
rime gang. The tee
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https://www.fbi.gov/contact-us/field-offices/phoenix/news/press-releases/fbi-tech-tuesday-sim-swapping

Top Security Controls
Prevention = act R '
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The Truth about Ransomware Attacks

1X 2X 3X
Encryption =k=  Data theft =k= Pressure on
clients and
associates
SINGLE DOUBLE TRIPLE QUADRUPLE
EXTORTION EXTORTION EXTORTION EXTORTION
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The Curious Case of Mia Ash
Social Engineering works

~ " Photographer at Mia's Photography

Team member
awareness and
training are critical
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* Phishing

*  Smishing

» Catfishing
 MFA Fatigue
» Blackmall
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https://www.secureworks.com/research/the-curious-case-of-mia-ash
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